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Abstract— 

Outdated software packages are one of the primary entry 

points for cyber-attacks, as they often contain unpatched 

vulnerabilities that can be exploited by attackers. 

Despite the availability of vulnerability databases, many 

systems fail to continuously monitor and identify 

outdated dependencies across applications, operating 

systems, and web environments. This creates a 

significant security gap, especially in the context of 

zero-day and emerging threats. 

This paper proposes an AI-driven hybrid framework that 

focuses on identifying outdated and vulnerable software 

components using Software Bill of Materials (SBOM) 

analysis combined with anomaly detection techniques. 

The system scans system packages, application 

dependencies, and web components to extract version 

information and compare it against known vulnerability 

databases such as CVE and NVD. 

In addition to static vulnerability detection, the 

framework incorporates anomaly analysis to identify 

unusual behaviour associated with outdated or 

compromised components. A risk scoring mechanism is 

introduced to prioritize vulnerabilities based on severity, 

exposure, and exploitability. 

The proposed approach provides a practical and scalable 

solution for proactive threat detection, enabling 

organizations to identify security risks before they are 

exploited. Experimental results demonstrate improved 

visibility and detection capability compared to 

traditional vulnerability scanning methods. 

Keywords: Outdated Packages; SBOM; Vulnerability 

Detection; Cybersecurity; Zero-Day Threats; Risk 

Assessment 

I. INTRODUCTION 

Modern software systems are built using many third-

party libraries, frameworks, and dependencies. While 

this accelerates development, it also introduces 

significant security risks, particularly when these 

components become outdated. Many cyber-attacks 
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exploit known vulnerabilities in outdated packages that 

have not been patched or updated. 

In recent years, several high-profile security incidents 

have highlighted the dangers of unmaintained 

dependencies. Organizations often lack visibility into the 

software components used within their systems, making 

it difficult to identify and manage outdated packages 

effectively. This problem is further complicated in web 

applications and enterprise systems where multiple 

layers of dependencies exist. 

Traditional vulnerability scanning tools primarily focus 

on known threats and often operate in isolation. They do 

not provide a comprehensive view of software 

composition and fail to detect behavioural anomalies 

associated with compromised components. As a result, 

there is a growing need for intelligent systems that can 

continuously monitor software environments and 

identify potential risks. 

This research proposes an AI-driven hybrid framework 

that combines SBOM-based analysis with anomaly 

detection to identify outdated and vulnerable software 

packages. The system not only detects known 

vulnerabilities but also analyzes system behaviour to 

identify potential security threats. 

The main contributions of this work are as follows: 

• Automated detection of outdated software packages 

across systems and applications 

• Integration of SBOM analysis with vulnerability 

databases 

• Use of anomaly detection to identify suspicious 

behaviour 

• Risk scoring mechanism for prioritizing vulnerabilities 

• Real-time monitoring and reporting through a unified 

dashboard 

II. LITERATURE REVIEW 

The problem of software vulnerability detection has 

been widely studied in cybersecurity research. 

Traditional approaches rely on signature-based methods 

and vulnerability databases such as CVE and NVD to 

identify known threats. While these methods are 

effective for detecting known vulnerabilities, they are 

limited in their ability to identify unknown or emerging 

threats. 

Recent studies have explored the use of Software Bill of 

Materials (SBOM) for improving software transparency 

and vulnerability management. SBOM provides a 

detailed list of software components and their 

dependencies, enabling better tracking of outdated or 

vulnerable packages. However, most SBOM-based 

systems focus only on static analysis and do not consider 

runtime behaviour. 

Machine learning techniques have also been applied to 

cybersecurity, particularly for anomaly detection. 

Autoencoders and other unsupervised models can learn 

normal system behaviour and identify deviations that 

may indicate potential threats. Despite their 

effectiveness, these models are rarely integrated with 

vulnerability intelligence. 

Existing systems often treat vulnerability scanning and 

anomaly detection as separate processes. This lack of 

integration results in incomplete threat detection and 

limited situational awareness. 

This research addresses these limitations by combining 

SBOM-based vulnerability detection with anomaly 

analysis, providing a more comprehensive approach to 

identifying outdated and risky software components. 

III. METHODOLOGY 

The proposed system follows a hybrid approach that 

integrates software composition analysis with machine 

learning-based anomaly detection. 

The first stage involves collecting data from various 

sources, including system packages, application 

dependencies, and web components. This information is 

used to generate a Software Bill of Materials (SBOM), 

which provides a structured representation of all 

software components and their versions. 

In the second stage, the extracted package information is 

compared against vulnerability databases such as CVE 

and NVD. This allows the system to identify outdated or 

vulnerable packages and determine their associated risk 

levels. 

To enhance detection capability, the system incorporates 

an anomaly detection module based on an autoencoder 

model. The model is trained on normal system 
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behaviour and is used to identify unusual patterns that 

may indicate compromised or malicious activity. 

A risk scoring mechanism is applied to prioritize 

identified vulnerabilities. The score is calculated based 

on factors such as severity of the vulnerability, 

frequency of occurrence, and potential impact on the 

system. 

Finally, the results are presented through a dashboard 

that provides real-time monitoring, alerts, and detailed 

reports. This enables users to quickly identify and 

address security risks. 

The integration of SBOM analysis with anomaly 

detection ensures that the system can detect both known 

vulnerabilities and unknown threats, making it a 

comprehensive solution for modern cybersecurity 

challenges. 

IV. RESULTS AND DISCUSSION 

The proposed system was evaluated in a simulated 

environment using datasets containing software package 

information and network activity logs. The results 

demonstrate that the system effectively identifies 

outdated packages and detects associated vulnerabilities. 

The SBOM-based analysis successfully detected 

multiple outdated dependencies that were linked to 

known vulnerabilities in public databases. This 

highlights the importance of maintaining updated 

software components to reduce security risks. 

The anomaly detection module further improved system 

performance by identifying unusual behaviour patterns 

that were not detected through vulnerability scanning 

alone. This combination of static and dynamic analysis 

provides a more comprehensive view of system security. 

The risk scoring mechanism helped prioritize 

vulnerabilities based on their severity and impact, 

enabling more efficient decision-making. Compared to 

traditional methods, the proposed system provides better 

visibility, improved detection accuracy, and enhanced 

risk assessment capabilities. 

Overall, the results indicate that the hybrid approach is 

effective in addressing the limitations of existing 

systems and provides a practical solution for real-world 

cybersecurity applications. 

 

Table I: Performance Comparison of Detection Models 

Model 
Accuracy (%) 

 

Precision (%) 
 

Support Vector 

Machine (SVM) 

85.3 83.1 

Random Forest 89.7 87.9 

Static Threshold 

Autoencoder 

91.8 
90.2 

 

 

V. CONCLUSION 

This paper presents an AI-driven hybrid framework for 

detecting outdated and vulnerable software packages 

using SBOM analysis and anomaly detection. The 

system provides a comprehensive approach to 

identifying security risks by combining software 

composition analysis with behavioural monitoring. 

The results demonstrate that the proposed system 

improves detection capability and provides better 

visibility into software dependencies. By identifying 

outdated components and associated vulnerabilities, the 

system enables proactive risk management and enhances 

overall cybersecurity. 

Future work will focus on extending the system to 

support real-time data processing and integrating 

advanced machine learning models to further improve 

detection accuracy. 
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