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Abstract 

In today’s fast-paced digital world, fake news spreads quickly and can 

cause real harm. Our project aims to tackle this issue by developing a 

system that detects fake news on social media. We  combine advanced 

machine learning techniques with Natural Language Inference (NLI) to 

analyze and classify news articles. Using data from Politick, a trusted 

fact-checking source, our system can identify whether a statement is 

true, false, or somewhere in between (like "half-true" or "pants-fire"). At 

the heart of our approach are powerful deep-learning models like BERT 

and SBERT, which understand the subtle meanings in text. We evaluate 

the system’s accuracy using key measures such as precision, recall, F1-

score, and ROC curves. To make this tool useful in real life, we built a 

dashboard that allows users to check news in real time and receive alerts 

about potential misinformation. Our research shows that machine 

learning can significantly improve the accuracy of identifying fake news. 

However, as misinformation continues to evolve, it is essential to keep 

refining and improving these detection systems to stay ahead. 
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I. INTRODUCTION 

In today's Digital era, we are assaulted by a constant barrage of 

information from multiple sources across the web. While this has made 

news and updates easily accessible, it has also opened the door for the 

unbridled exchange of misinformation and disinformation. Social media, 

blogs, and individual news sources have given everyone a voice—but 

not necessarily a truthful voice. Fake news, commonly produced with 

the aim of misleading or manipulating public perception, is now a 

worldwide issue. From determining the results of elections to instilling 

fear in times of crisis, the harm brought by misinformation is immediate 

and long-term. What complicates this even further is the speed and scope 

at which this type of content is shared—usually ahead of attempts to 

refute or verify it. In this context, relying solely on manual methods to 

verify the authenticity of news is no longer practical. There is a pressing 

need for intelligent systems that can assist in quickly and accurately 

determining the truthfulness of online content. Advances in artificial 

intelligence and natural language processing (NLP) offer promising 

solutions to address this problem. This project seeks to leverage the 

existing NLP models, i.e., BERT (Bidirectional Encoder Representations 

from Transformers) and SBERT (Sentence-BERT), to develop a real-

time system that can identify and classify false news efficiently. Being 

both usability and accuracy focused, the system is intended to be a useful 

tool for anyone interested in knowing whether the news they are reading 

is reliable. 
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1. The main objective of this research is to create a smart, effective, 

and trustworthy system that would be able to identify fake news from a 

huge amount of online sources.  

2. Leaning on the power of language models like BERT and SBERT, 

the system will analyze the textual content of news stories in an 

attempt to assess their credibility.  

3. This is not merely a project for developing an AI application—it is 

about developing an answer to an actual problem which affects 

millions of people on a daily basis. 

 4. Whether it's an article posted from a news portal, a blog, or an 

online forum, users can simply check if it is credible. 

 5. The system also possesses a user-friendly dashboard to provide a 

smooth experience.  

6. The objective is to be a part of the ongoing fight against 

disinformation, fostering public trust and responsibility in online 

communication.
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II. PROPOSED SYSTEM 

 

The proposed system is designed to detect fake news using a machine 

learning framework that incorporates state-of-the-art natural language 

processing techniques, specifically focusing on Sentence-BERT 

(SBERT). The workflow is divided into several key components, as 

illustrated in the system architecture.. 

III. IMPLEMENTATION 

A. The process begins with the collection of news datasets, which 

serve as the primary input. These datasets undergo a comprehensive 

preprocessing phase, which includes: ● Removing punctuation to 

eliminate noise, ● Eliminating unrelated data that doesn't contribute to 

label prediction, ● Truncating entries without labels to ensure the 

dataset is supervised and meaningful, ● Applying stemming to reduce 

words to their base form for consistent analysis.  

       Feature Extraction Using NLP Techniques After preprocessing,           

the cleaned data is passed through a Natural Language Processing 

(NLP) module to extract features. This module utilizes advanced 

vectorization methods: ● BERT (Bidirectional Encoder 

Representations from Transformers) for contextual embedding’s, ● S-

BERT (Sentence-BERT) for sentence-level similarity and semantic 

understanding, ● Text-to-vector conversion to transform raw text into 

numerical representations suitable for machine learning. These 

extracted features are then divided into two parts: one for training and 

validation, and the other for testing the model. 

Training and Model Integration The system leverages a combination 

of powerful tools and libraries to train the model, including: ● Torch 

for building and optimizing deep learning models, ● SBERT for 

encoding sentence-level semantics, ● LIME (Local Interpretable 

Model-agnostic Explanations) for interpretability and model 

explanation, ● Streamlet for deploying the interface of the fake news 

detection system, ● Newspaper3k for automated news scraping and 

data enrichment. The model is trained on the training and validation 

dataset. Its performance is then evaluated on the same dataset to 

ensure it learns meaningful patterns without over fitting. 

Model Evaluation and Testing Once trained, the model is tested using 

the separate test set to verify its generalization capability. The system 

generates: ● Predicted labels for each news item, ● Model accuracy 

metrics to evaluate effectiveness. 5.6 Output and Interpretation The 

final model produces labels (e.g., "fake" or "real") for unseen news 

data, along with accuracy reports. LIME is used to provide 

interpretability, allowing users and developers to understand which 

features influenced the model’s decision 

B. MODULES 

Once trained, the model is tested using the separate test set to verify 

its generalization capability. The system generates: ● Predicted labels 

for each news item, ● Model accuracy metrics to evaluate 

effectiveness.. 

 

 

FUTURE SCOPE 

     

  To enhance the effectiveness of our misinformation detection    

system, we plan to introduce a user feedback mechanism that 

encourages community participation. This feature will allow users to 

flag misclassified content, suggest corrections, and provide brief 

contextual explanations. By incorporating real-world input from 

users, the system can better adapt to evolving language patterns, 

cultural nuances, and emerging misinformation strategies. Verified 

feedback will be periodically reviewed and integrated into the training 

process to continuously improve model performance and accuracy. 

This feedback loop not only strengthens the system’s learning 

capabilities but also fosters transparency and collaboration. By 

analyzing common patterns in reported errors, developers can identify 

model weaknesses and make targeted improvements. The feedback 

system thus serves a dual purpose—enhancing technical refinement 

and building user trust through shared responsibility in combating 

misinformation. 

 

 

CONCLUSION 

 

      This study is a step in the right direction towards applying SBERT 

to determine the credibility of news stories based on contextual 

understanding of language. The model successfully identified overt 

misinformation, demonstrating the potential that semantic sensitivity 

has to offer in detection. The issues with more subtle forms such as 

satire or emotionally manipulated content signal the need for more 

extensive, varied training data and adaptive methods. While 

misinformation marches forward, our technologies must keep pace. 

Innovation in the future should be as much about technical innovation 

such as adversarial training and multimodal inputs as it is about 

ethical transparency and cultural sensitivity. Ultimately, creating a 

reliable misinformation detection system is a question of marrying 

smart tech with a profound understanding of how people communicate 

and process information on the web. 
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