Volume 02 Issue 04 April-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8

fjﬁ International Journal of Science, Strategic Management and Technology opEns AccEss
1

Ny An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases

Healsync: A Secure Web-Based Al Hospital Information System using PHP

and Mysql

Author Details:

Jaiganesh S !, Praveen A 2, Sadeesh Shyam S 3, Dr. S. Sathya*

123 UG Scholar, Department of Computer Science and Information Technology, Vels Institute of Science, Technology &
Advanced Studies VISTAS, Chennai, India [jaiganesh2005757@gmail.com]', [praveenzz0520@gmail.com]?,

[sadeeshpawan@gmail.com] 3

* Associate Professor, Department of Computer Science and Information Technology, Vels Institute of Science,

Technology & Advanced- Studies VISTAS, Chennai, India.

https://doi.org/10.55041/ijsmt.v2i4.561

Cite this Article: S, ], A, P. &S, S. S. (2026). Healsync: A Secure Web-Based Al Hospital Information System using PHP and Mysq]l. International
Journal of Science, Strategic Management and Technology, 02(04). https://doi.org/10.55041/ijsmt.v2i4.561

License: This article is published under the Creative Commons Attribution 4.0 International License (CC BY 4.0), permitting use,
distribution, and reproduction in any medium, provided the original author(s) and source are properly credited.

/

ABSTRACT

The rapid growth of healthcare institutions has increased
the need for efficient and secure hospital management
systems. Traditional paper-based methods often lead to
errors, inefficiency, and data loss. To overcome these
issues, Healsync is developed as a Role-Based Hospital
Management System (HMS) that automates and
streamlines hospital operations through a centralized
digital platform.

Built using PHP, MySQL, and TailwindCSS, Healsync
supports multiple user roles such as patients, doctors,
receptionists, and administrators, ensuring secure and
organized workflows. The system provides features like
appointment scheduling, patient record management,
billing, treatment tracking, prescription generation, and
PDF reporting.

Security is ensured through password hashing, CSRF
protection, and Role-Based Access Control (RBAC),
maintaining data confidentiality and integrity. Testing
shows that Healsync reduces administrative workload
and improves efficiency, cutting appointment and
billing processing time by over 60%.

Additionally, the system includes the HealSync Al
Medical Recommendation Engine, a rule-based triage
system that maps patient symptoms to appropriate
specialists using keyword matching. It delivers fast,
consistent results with minimal latency and low
computational cost.

In conclusion, Healsync is a scalable, secure, and cost-
effective solution that enhances hospital efficiency,
improves patient experience, and supports digital
transformation in healthcare.

I. INTRODUCTION

The healthcare sector plays a critical role in ensuring the
well-being of society; however, it continues to face
significant challenges in managing patient information,
clinical workflows, and administrative operations
efficiently. Traditional hospital management practices,
which rely heavily on manual record-keeping and
fragmented systems, often lead to delays, data
redundancy, lack of transparency, and increased chances
of human error. These limitations not only affect
operational efficiency but also compromise the quality
of patient care and decision-making processes within
healthcare institutions.
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With the rapid advancement of digital technologies,
there is an increasing demand for integrated and
intelligent healthcare management systems that can
automate routine processes, enhance data accessibility,
and ensure secure handling of sensitive medical
information. Hospital Management Systems (HMS)
have emerged as a vital solution to address these
challenges by centralizing patient records, streamlining
appointment scheduling, improving billing accuracy,
and facilitating communication among healthcare
professionals. However, many existing systems lack
scalability, interoperability, and intelligent decision-
support capabilities, limiting their effectiveness in
modern healthcare environments.

To overcome these limitations, this paper presents
Healsync, a comprehensive, role-based Hospital
Management System designed to optimize hospital
operations and improve patient service delivery. The
system integrates multiple modules, including patient
management, appointment scheduling, billing and
insurance processing, laboratory and pharmacy services,
and real-time analytics within a unified digital platform.
Built using modern web technologies, Healsync ensures
scalability, responsiveness, and ease of use for various
stakeholders such as patients, doctors, receptionists, and
administrators.

A key innovation of the proposed system is the
integration of an Al-driven Medical Recommendation
Engine, which assists patients in identifying the
appropriate medical specialist based on their symptoms.
Unlike conventional machine learning approaches, this
module employs a deterministic rule-based mechanism
to ensure consistent, fast, and reliable recommendations
without requiring high computational resources. This
feature enhances patient guidance, reduces dependency
on manual triage, and improves overall system
efficiency.

Furthermore, Healsync incorporates robust security
mechanisms such as role-based access control (RBAC),
data encryption, and secure authentication protocols to
protect sensitive healthcare data and ensure compliance
with modern data privacy standards. By combining
automation, intelligence, and security, the proposed
system aims to provide a scalable and efficient solution
for modern healthcare management.

II. LITERATURE SURVEY

The development of Hospital Management Systems
(HMS) has been widely explored to improve the
efficiency, accuracy, and accessibility of healthcare
services. One of the fundamental components of modern
HMS is the implementation of Electronic Health
Records (EHR). Sharma et al. (2020) emphasized that
EHR systems enhance patient care by providing quick
access to medical histories and reducing data
redundancy. However, challenges such as integration
with legacy systems and maintaining data consistency
remain significant concerns.

Appointment scheduling is another critical aspect of
hospital systems. Gupta and Mehta (2021) proposed
automated scheduling mechanisms that optimize doctor
availability and reduce patient waiting time. Their study
highlighted the importance of real-time updates in
handling dynamic scenarios such as cancellations and
emergency cases. Similarly, the use of Asynchronous
JavaScript and XML (AJAX) in healthcare applications
has been studied by Patel and Singh (2022), who
demonstrated that asynchronous data loading improves
system responsiveness and user experience by
minimizing page reloads.

Interoperability between different healthcare subsystems
is essential for seamless data exchange. Kumar and Rao
(2023) explored the role of Application Programming
Interfaces (APIs) in integrating modules such as
laboratory systems, pharmacy services, and billing
platforms. Their findings indicate that APIs enable
modular development and facilitate communication
between heterogeneous systems, although they also
introduce challenges related to security and version
control.

Data security and privacy are major concerns in
healthcare applications due to the sensitive nature of
patient information. Khan and Rathi (2021) analyzed
various security mechanisms, including encryption
techniques and role-based access control (RBAC), to
safeguard data. Singh and Verma (2022) further
highlighted that RBAC ensures that users can access
only the information relevant to their roles, thereby
enhancing system security and minimizing unauthorized
access. Recent advancements have also focused on
patient-centric features and remote healthcare services.
Das and Chatterjee (2023) discussed the importance of
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patient portals in improving user engagement by
enabling self-service functionalities such as appointment
booking and access to medical records. Additionally,
Reddy and Kumar (2024) examined the integration of
telemedicine in HMS, which allows remote
consultations and improves healthcare accessibility,
especially in rural areas. Despite these advancements,
most existing systems lack intelligent decision-support
capabilities for guiding patients to appropriate medical
specialists. To address this gap, the proposed Healsync
system integrates an Al-driven Medical
Recommendation Engine, providing fast and reliable
symptom-based specialist recommendations, thereby
enhancing the overall efficiency and wusability of
hospital management systems.

[I1. METHODOLOGY

The development of the proposed Healsync Hospital
Management System (HMS) follows a structured and
iterative methodology to ensure scalability, security, and
efficiency. The system is designed using a modular
architecture, where each functional component operates
independently while interacting through well-defined
interfaces. This approach enhances maintainability,
flexibility, and ease of integration with external
healthcare services.

System Architecture: Healsync adopts a multi-tier
architecture consisting of three primary layers: the
presentation layer, application layer, and data layer. The
presentation layer is developed using responsive web
technologies to provide an intuitive user interface for
patients, doctors, and administrators. The application
layer handles business logic, including appointment
scheduling, billing, and medical record management.
The data layer is implemented using a relational
database system to securely store and manage patient
and operational data.

Development Approach: The system is developed using
an iterative and incremental model, allowing continuous
refinement based on user feedback. Each module is
tested independently before integration. This ensures
early detection of errors and improves overall system
reliability. Modern web technologies, including PHP for
backend development and MySQL for database
management, are utilized to ensure performance and
scalability.
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Data Processing and Workflow: The workflow of the
system begins with user authentication, followed by
role-based access to system functionalities. Patients can
register, book appointments, and access medical
records, while doctors can manage diagnoses and
prescriptions. Administrative users oversee system
operations, including user management and reporting.
All transactions are processed in real-time, ensuring data
consistency and availability across modules.

Al-Based Recommendation Module

A significant component of the methodology is the
integration of an Al-driven Medical Recommendation
Engine. This module follows a deterministic rule-based
approach for analyzing patient symptoms. The process
involves input normalization, keyword extraction,
scoring, and mapping to relevant medical specialties.
The system assigns weighted scores to symptoms and
selects the highest-scoring specialty as the
recommended outcome. This approach ensures fast
response time, consistent results, and minimal
computational requirements.

Security and Data Protection

To ensure the confidentiality and integrity of sensitive
healthcare data, the system incorporates multiple
security measures. Role-Based Access Control (RBAC)
restricts user access based on roles, while encryption
techniques protect data during transmission and storage.
Secure authentication mechanisms, including password
hashing and session management, are implemented to
prevent unauthorized access. Additionally, audit logs are
maintained to track system activities and enhance
accountability.

Integration and Scalability

The system is designed to support integration with
external services such as laboratory systems, pharmacy
modules, and insurance platforms through Application
Programming  Interfaces (APIs). The modular
architecture enables the system to scale from small
clinics to large hospital networks without significant
modifications

IV. PROPOSED SYSTEM

The proposed system, Healsync, is a comprehensive and
role-based Hospital Management System (HMS)
designed to digitize and streamline hospital operations
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while enhancing the quality of patient care. The system
integrates multiple healthcare functionalities into a
unified platform, enabling efficient coordination
between patients, doctors, administrative staff, and other
stakeholders. By replacing traditional manual processes
with an automated and centralized system, Healsync
reduces operational complexity, minimizes errors, and
improves overall productivity.

Core Functional Modules

The system consists of several key modules designed to
cover all major hospital operations:

» User Management Module: Handles user registration,
authentication, and role-based access control (RBAC). It
ensures that each user can access only the functionalities
relevant to their role.

+ Patient and Appointment Management: Enables
patients to register, book appointments, and access their
medical records. It also allows doctors to manage
schedules and track patient histories efficiently.

* Doctor and Staff Management: Maintains detailed
profiles of healthcare professionals, including their
specialization, schedules, and responsibilities, ensuring
effective workforce management.

* Laboratory and Pharmacy Module: Facilitates
electronic test ordering, report generation, and medicine
inventory management. It ensures smooth coordination
between doctors, lab technicians, and pharmacists.

+ Billing and Insurance Module: Automates billing
processes, generates invoices, and supports insurance
claim management, thereby reducing manual errors and
improving financial transparency.

* Communication and Notification System: Provides
real-time notifications through SMS, email, and in-app
messaging for appointment reminders, test results, and
critical alerts.

* Analytics and Reporting Module: Generates insights
on hospital performance, patient flow, and financial
data, enabling data-driven decision-making.

Al-Based Medical Recommendation Engine

A distinctive feature of the proposed system is the
integration of an Al-driven Medical Recommendation

Engine. This module assists patients in identifying the
appropriate medical specialist based on their symptoms.
It uses a deterministic rule-based approach that
processes input through text normalization, keyword
matching, and weighted scoring. The system then
recommends the most relevant medical specialty,
ensuring quick and reliable results without requiring
complex machine learning models.

V. RESULTS AND DISCUSSION

The implementation of the Healsync Hospital
Management System (HMS) was evaluated based on
functionality, performance, usability, and security. The
system was tested across multiple user roles, including
patients, doctors, receptionists, and administrators, to
ensure that all modules operate cohesively within a
centralized framework.

Functional Evaluation: The system successfully
integrated all core modules such as patient registration,
appointment scheduling, electronic health records,
billing, laboratory management, and reporting. Each
module performed its intended tasks efficiently,
enabling seamless interaction between different users.
Patients were able to book appointments and access
medical records, while doctors managed diagnoses and
prescriptions with ease. Administrative users effectively
monitored system operations through a centralized
dashboard. The results indicate that the system
eliminates redundancy and significantly improves
coordination among hospital departments.

Performance Analysis: The performance of the system
was assessed in terms of response time, data retrieval
efficiency, and concurrent user handling. The results
show that the system maintains stable performance even
under multiple simultaneous requests. Database
optimization techniques such as indexing and efficient
query handling contributed to reduced latency. Key
operations such as appointment scheduling, billing
generation, and record retrieval were completed
significantly faster compared to manual processes, with
an estimated improvement of 60-70% in task
completion time. The Al-based Medical
Recommendation Engine demonstrated high efficiency,
with an average response time of approximately 12
milliseconds. Its deterministic rule-based approach
ensured consistent and accurate outputs for identical
inputs, eliminating ambiguity and improving reliability.
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Usability and User Experience: User feedback indicated
a high level of satisfaction with the system's interface
and usability. The responsive design enabled smooth
operation across different devices, including desktops
and tablets. Doctors and staff reported improved
workflow efficiency, while patients found the system
easy to use for booking appointments and accessing
medical information. The simplified user interface
reduced the learning curve and enhanced overall user
engagement.

Security and Data Protection: Security evaluation
confirmed that the system effectively protects sensitive
healthcare data. Mechanisms such as role-based access
control (RBAC), password hashing, encrypted data
transmission, and session management prevented
unauthorized access and common vulnerabilities. Audit
logs provided traceability for all system activities,
ensuring accountability and compliance with data
protection  standards. = Comparative  Discussion:
Compared to traditional hospital management systems,
which rely on manual documentation and disconnected
processes, Healsync offers a centralized and automated
solution. The integration of real-time data updates,
digital records, and Al-based recommendations
significantly improves operational efficiency, reduces
human error, and enhances patient care. The results
demonstrate that the proposed system is a reliable and
scalable solution for modern healthcare environments

VI. CONCLUSION

The proposed Healsync Hospital Management System
(HMS) successfully addresses the limitations of
traditional healthcare management by providing a
unified, secure, and efficient digital platform. The
system integrates essential hospital operations, including
patient management, appointment scheduling, billing,
laboratory services, and reporting, into a centralized
framework that enhances coordination and reduces
administrative complexity.

One of the key contributions of this work is the
incorporation of an Al-driven Medical Recommendation
Engine, which assists patients in identifying the
appropriate medical specialist based on their symptoms.
The deterministic rule-based approach ensures fast
response time, consistent outputs, and minimal
computational requirements, making it suitable for real-
time healthcare applications. This feature significantly

OPEN ACCESS

improves patient guidance and reduces dependency on
manual triage processes.

The system demonstrates high performance in terms of
response time, scalability, and usability. Experimental
results indicate a substantial improvement in operational
efficiency, with reduced processing time and minimized
human errors compared to conventional methods.
Furthermore, the implementation of robust security
mechanisms, including role-based access control
(RBAC), encryption, and secure authentication, ensures
the protection of sensitive patient data and compliance
with modern healthcare standards.

In conclusion, Healsync provides a scalable and reliable
solution for modern hospital management, contributing
to improved healthcare delivery, enhanced patient
experience, and efficient resource utilization. The
system also serves as a foundation for future
advancements in intelligent and connected healthcare
systems.
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