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Abstract

The need to store data digitally is becoming a common phenomenon today. However, existing solutions, such ad Dropbox
and Google Drive, among others, fail to provide much control over how data is stored, how access is granted and other
aspects of the user experience. In this paper, we talk about how we designed and built our solution, Voultify. This is a
storage platform that was built using the MERN stack. Unlike other existing storage platforms, our solution offers secure
authentication and access control to storage space in the system. Moreover, the user interface on the front end is very
responsive and allows the users to enjoy working with the files in the storage system. It ensures an optimization of the file
storage by ensuring that metadata and actual files are separated during storage and hence fast system restoration in case of
any system failure. Furthermore, users may have external control over the accessibility of the stored files. Our preliminary
results indicate negligible latency in executing tasks related to stored files and optimal access control protocols.

I. Introduction

With the rising trend of digitization, there is a significant demand for secure ways to store data. People and organizations
both seek places where they can safely store all of their information, not just their personal data but also other confidential
data. But while they may be convenient and easy to use, cloud storage services have their own limitations. They might not
be flexible enough for you to work with them, especially when it comes to programming..

You don't have much say in how data is processed and shared. In terms of issues, one can consider data security risks and
permission management problems, along with architectural limitations. The issue becomes more pressing considering the
growing number of users and stored data.

Voultify is an online platform designed to help you store your. You can easily and safely access your account, manage your
files, and even change your user permissions more easily than with other services.
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II. Literature Review

Over the years, file storage has changed from being stored on a computer to being stored in the cloud. Local storage lets
you store files on a local hard drive, but distributed file systems have stepped up to the plate by efficiently handling large
amounts of. Users can also access files from anywhere thanks to cloud storage and file services.

But a lot of today's systems still use centralized parts, where service providers handle encryption keys and access rights.
This could put your data privacy at risk and take away some of your freedom.

There aren't many platforms that let you set up access controls correctly, which can lead to content that is either too locked
down or too open. But as web technologies have matured to include full-service, full-stack frameworks that can still easily
build scalable sites, the problem may not be as hard to fix as you think.

In recent years, token-based solutions for managing server-side sessions have become more popular. This is because they
can offer per-user session security features without the need for server-side state storage. This document describes a system
that combines a secure section-level login system with access control for each section and page. This makes a strong, very
flexible, and distributed multiuser web application platform.

ITI. Problem Statement
Despite advancements in storage technologies, existing systems still face several limitations:

Lack of User Control Over Access and Sharing of Files

Weak or improperly implemented authentication mechanisms
Difficulty in managing file permissions effectively

Limited scalability when handling increasing workloads
Inefficient communication between frontend and backend systems

Building a network that supports both mobile and fixed devices comes with several challenges. It needs to be secure,
scalable, and easy to manage—without slowing down performance.

IV. Methodology

Voultify is built as a modular and scalable website that allows Voultify’s user to store and manage files securely. It
follows a clear, structured workflow so that every operation is handled efficiently while maintaining strong security.

System Workflow:

1. User registers and logs into the system

2. The authentication token is generated and validated.

3. User uploads a file through the interface.

4. Backend processes and stores the file

5. File metadata is recorded in the database.

6. Files can be downloaded or shared based on permissions.
Core Functionalities:

Secure user authentication

File upload and download management
Controlled file sharing (public/private)
Metadata management for efficient retrieval
Scalable backend processing
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V. System Architecture

The architecture of Voultify is based on the MERN stack, which enables seamless integration between different system
components.

MERN STACK

MERN Stack Development

HTML/CSS,
JavaScript,

BootStrap Node JS Web Server MongoDB

/ \

Front-end Database
Development Management

N

Back-end
Development

A. Frontend Layer (React.js)

The frontend part of the code lets the user interact with the program through a page that is made on the fly. The user can
use this page to upload files and see data that has been saved in the program. You can also change the sharing settings from
this part of the program. React components are used by the frontend to quickly build the page.

B. Backend Layer (Node.js and Express.js)

Most of the functionalities of the application are performed on the backend. For instance, functionalities such as user
authentication, uploading and processing of files, as well as interactions with third-party applications using their APIs are
all performed on the backend. Express.js is used in creating RESTful APIs enabling interaction between the frontend and
database.

C. Database Layer (MongoDB)
For this project we're storing user information, all file metadata, and access permissions in a MongoDB database.
D. Storage Mechanism

Elder Files are stored as a separate file from their metadata and can be stored in cloud storage or a server file system to
improve performance and simplify data management.

E. Data Flow

Client sends request — Server validates user — File is processed — Stored in storage — Metadata saved in database —
Response returned.
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VI. Implementation Details
The system is created using a set of modern software, web and other familiar technologies.
Authentication and Security:

o JWT Tokens(JSON Web Tokens) are used for session management
e Passwords are securely hashed before storage.
e Protected routes ensure only authorized access.

Browser Server
or client app

User enters credentials.
e _ ,\ The server checks the

user's credentials.
If valid, it creates and
encrypts a JWT.

| Browser/client app
generates a
page/resource request

and inserts the JWT in find B>

the header. i
T Se— |
e The server checks the
e 1orization JWT signature and gets
the user information
from the JWT payload.
page/resource displayed.[.  Requested | resource

File Handling: Middleware is used to manage file uploads.
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e Files are stored in a structured directory or cloud system.
e Metadata includes file name, size, type, and owner.

API Design:

e RESTful APIs handle communication between components.
e Endpoints are designed for scalability and clarity.

Frontend Implementation:

e Responsive design that works on screens of all sizes
e User dashboard for file operations

VII. Results and Discussion
The system was evaluated based on performance, usability, and security.

e Average upload time: approximately 1-2 seconds
e Average download time: approximately 2 seconds
e Efficient handling of multiple users

Security Evaluation:

e Unauthorized access attempts were successfully blocked.
e Token validation ensured secure session management.
e AES-256 encryption/decryption is used at user end for file encryption and decryption

Discussion:

Voultify performs well under normal operation. Separating out file storage from metadata improves performance. Token-
based authentication improves security. The system provides a good balance of ease of use and protection.

VIII. Advantages and Limitations
Advantages:

e Strong authentication mechanism
e Scalable and modular architecture
e Flexible file access control

e User-friendly interface

Limitations:

e Requires an active internet connection
e [acks sophisticated encryption capabilities
e (Can be affected by the configuration of the storage device.

IX. Future Scope
The application can be improved by adding:

Better security with data encryption

Compatibility with different cloud storage services
Collaboration capabilities

Artificial Intelligence for file organization

Mobile applications
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X. Conclusion

Voultify presents an easy and efficient solution to secure and scalable storage of files through the use of modern technology.
Through the incorporation of the MERN stack, it promotes ease of communication in the application while maintaining its
flexibility. It demonstrates how functionalities such as security, storage organization, and access control could all be
integrated within one single platform. As a result, it provides an effective foundation for future development of more
complex file management systems.
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