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Abstract 

The emergence of digital payment methods has been a significant advancement in the payment system. However, 

consumers' readiness to adopt digital payment methods is a crucial aspect that requires attention. This study aims to 

investigate the impact of security-related concerns on consumer readiness for digital payments in eastern Uttar Pradesh. 

The research utilized a quantitative research method, where a structured questionnaire was distributed to 400 respondents 

in eastern Uttar Pradesh. The study utilized descriptive statistics and regression analysis to analyze the data. The results 

of the study revealed that security-related concerns have a significant impact on consumers' readiness for digital payments. 

The study recommended that stakeholders in the digital payment industry improve their security measures to build trust 

among consumers and enhance their willingness to adopt digital payment methods. 

Keywords: Digital Payments, Security-related Concerns, Consumer Readiness, Eastern Uttar Pradesh, Regression 

Analysis 

1.1  Introduction 

Global transactions have undergone a significant transformation with the introduction of digital payment methods, which 

provide customers with unmatched convenience and flexibility. However, persistent security worries cloud the allure of 

these digital alternatives, making it difficult for them to be widely adopted, particularly in places like eastern Uttar 

Pradesh, India.  In this landscape, the convenience and ease afforded by digital payments stand as undeniable assets. These 

methods have eradicated the need for physical cash transactions, streamlining financial interactions and integrating 

seamlessly into everyday life. Yet, the shadow of security-related apprehensions looms large, curtailing the full embrace 

of these digital avenues. Reports of data theft, identity fraud, and instances of fraudulence within the digital payment 

industry, as highlighted by Kumar & Srivastava's 2017 study, cast a pall over the perceived safety of these systems. Such 

incidents not only erode trust but also stifle consumers' willingness to migrate from traditional cash-centric transactions 

to more modern, digital counterparts. Eastern Uttar Pradesh, a state emblematic of this cautious approach to digital 

payments, grapples with a lower adoption rate compared to other regions due to prevalent security-related concerns. These 

concerns, deeply rooted in fears of compromised personal data and unauthorized financial breaches, act as significant 

barriers to the widespread acceptance of digital payment methods.  
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Table 1.1: Financial Fraud in Last Five Year 

 
Source: Cyberpeace.org 

Understanding the intricate relationship between security concerns and consumer readiness for digital payments in this 

specific region emerges as a pivotal pursuit. Unraveling the layers of apprehension and dissecting the nuances of these 

worries can illuminate crucial insights instrumental in crafting effective solutions. This study's focal point involves delving 

into the granular details of the security-related concerns harbored by consumers in eastern Uttar Pradesh. It aims to 

decipher the specific fears, apprehensions, and reservations held by individuals regarding digital payment systems. An 

analysis of prevalent concerns, coupled with an exploration of consumers' personal encounters with security breaches, 

promises valuable insights into their perceptions and attitudes towards the safety measures deployed by various digital 

payment platforms. Ultimately, this research endeavor is poised to be a beacon of change, charting a course towards 

tailored strategies and solutions aimed at assuaging the security-related anxieties surrounding digital payments in eastern 

Uttar Pradesh. By addressing these concerns head-on and implementing robust measures to fortify security, the study 

endeavors to engender an environment conducive to increased trust and widespread adoption of digital payment methods. 

 

1.2  Literature Review 

Digital payments have become increasingly popular due to their convenience and efficiency. However, concerns regarding 

security and trust remain significant barriers to wider adoption. This summary explores the interplay of these factors and 

their influence on consumer behavior, drawing insights from various research studies. 

 

Govindan (2026) examined opportunities and challenges associated with digital payment systems in India. The study 

highlighted that although UPI, BHIM, and AePS have significantly improved financial inclusion, cybersecurity threats, 

digital illiteracy, and trust issues continue to hinder widespread adoption. The researcher emphasized that strengthening 

digital infrastructure and consumer protection policies is necessary for sustainable digital payment growth.  

 

Pandey and Kushwaha (2026) emphasized the importance of supportive conditions such as secure digital infrastructure, 

awareness programs, and government initiatives in improving digital payment readiness among consumers. Similarly, 

Motheram and Buteau (2026) advocated targeted digital literacy and security training, especially for rural users and 

women, to bridge the digital divide and improve trust in digital payment systems. 

Hussain et al. (2025) identified factors restricting the adoption of digital payment systems in India. The researchers found 

that concerns regarding transaction safety, lack of technical knowledge, fear of financial loss, and distrust in digital 

systems significantly reduce consumer readiness. The study concluded that improving cybersecurity awareness and 

strengthening grievance redressal mechanisms are essential to enhance adoption.  

Krishna et al. (2025) examined the perceptions of Indian digital payment users and observed that trust in institutional 

cybersecurity commitments plays a vital role in influencing user behavior. Their findings showed that consumers are more 

likely to adopt digital payment systems when they perceive that financial institutions provide effective protection against 

fraud and data breaches. 
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Samal et al. (2025) studied the changing attitudes of the younger generation toward digital payment methods. The study 

revealed that convenience and speed encourage adoption; however, concerns regarding hacking, OTP fraud, and misuse 

of personal data continue to create hesitation among users. The researchers recommended stronger consumer education 

programs to build confidence in digital transactions. 

Agarwal, Malik, and Gautam (2024) analyzed the role of digital payment systems in improving banking efficiency and 

customer convenience. Their study highlighted that while digital payment infrastructure has strengthened financial 

inclusion, users still hesitate due to fear of unauthorized access and cyber theft. The researchers concluded that security 

assurance and consumer awareness are critical for enhancing readiness toward digital transactions.  

 

Putrevu and Mertzanis (2024) examined digital payment adoption in emerging economies and identified cybersecurity 

concerns as a major challenge affecting consumer acceptance. The study observed that inadequate data protection policies, 

weak authentication systems, and low awareness regarding safe digital practices reduce the willingness of consumers to 

shift from cash-based transactions to digital payments. The authors suggested stronger policy interventions and digital 

literacy campaigns to improve adoption rates.  

 

Srivastava, Mohta, and Shunmugasundaram (2024) studied the behavioral intentions of Indian consumers regarding 

FinTech and digital payment services. Their findings indicated that perceived security and trust positively influence 

adoption intention, whereas fear of fraud negatively impacts readiness. The study further noted that younger consumers 

are comparatively more confident in using digital payments because of greater technological exposure.  

 

Jana et al. (2024) emphasized the growing importance of Information and Communication Technology (ICT) in building 

a digitally empowered society in India. However, the study pointed out that digital transformation cannot succeed without 

ensuring strong cybersecurity measures and user confidence in digital platforms. The researchers recommended improving 

secure digital infrastructure in rural and semi-urban areas. 

Khan et al. (2023) underscores the pivotal role of trust in driving the adoption of mobile payment systems. Trust, coupled 

with factors like personal innovativeness and social influence, significantly influences users' intentions to use digital 

payment methods. Moreover, the presence of effective grievance redressal mechanisms can further enhance user 

confidence and encourage actual usage of mobile payment platforms. 

Shankar et al. (2023) explore the moderating effect of corporate credibility and consumer skepticism on the relationship 

between data surveillance and resistance towards online payments. Their findings emphasize the significance of building 

trust and addressing privacy concerns to mitigate resistance among consumers. Strengthening corporate credibility and 

implementing transparent privacy policies can help alleviate consumer skepticism and promote greater acceptance of 

digital payment systems. 

Bhatia, Singh, and Liébana-Cabanillas (2022) delve into the role of expectation confirmation in sustaining the adoption 

of digital payments, especially during the pandemic. Meeting user expectations is key to ensuring neutral satisfaction and 

encouraging intermittent usage of digital payment platforms. Effective management of user perceptions is essential for 

fostering continued adoption and usage. 

Undale, Kulkarni, and Patil's study (2021) brings attention to the heightened security concerns, particularly during the 

COVID-19 pandemic. Specific demographics exhibit increased apprehension regarding the security of digital payment 

systems, emphasizing the importance of developers' efforts to enhance security measures. Addressing these concerns is 

crucial for maintaining user trust and ensuring continued adoption of digital payment technologies. 

Kim et al. (2010) shed light on the direct impact of perceived security and trust on the adoption of e-payment systems. 

Their findings indicate that users' perceptions of security and trustworthiness play a crucial role in shaping their decisions 

to adopt digital payment platforms. Developers and service providers must prioritize implementing robust security 

measures to address these concerns and foster trust among users. 

1.2.1 Research Gaps in Existing Literature  

A review of existing literature reveals that several studies have examined the adoption of digital payments, focusing on 

factors such as convenience, trust, technological infrastructure, and user behavior. However, despite the growing body of 

https://ijsmt.org/
mailto:editor@ijsmt.org


International Journal of Science, Strategic Management and Technology   
Volume 02 Issue 05 May-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8 

An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases 

 
© Author(s). This work is peer-reviewed, openly published, and permanently archived 
This article is openly accessible and reusable with proper attribution.     
https://ijsmt.org/ , Email: editor@ijsmt.org                                                                                                                                                                                             4 

 

research, certain important gaps still remain, particularly in the context of Eastern Uttar Pradesh. First, most previous 

studies have focused on metropolitan cities and developed urban regions, whereas limited research has been conducted in 

semi-urban and rural regions such as Eastern Uttar Pradesh. Consumers in these areas face distinct socio-economic and 

technological challenges that may influence their perceptions toward digital payment security differently. Second, 

although many researchers have discussed digital payment adoption and consumer trust, fewer studies have specifically 

examined the direct impact of security-related concerns on consumer readiness for digital payments. Existing studies often 

treat security as one among several variables rather than investigating it as a central determinant. Third, earlier research 

has primarily concentrated on technological factors such as ease of use and usefulness, while comparatively less attention 

has been given to psychological concerns including fear of fraud, identity theft, data privacy issues, and cybersecurity 

threats. These concerns are particularly relevant in regions where digital literacy levels are comparatively low. Fourth, the 

rapid growth of digital payment platforms after the COVID-19 pandemic has significantly changed consumer behavior. 

However, limited recent empirical studies are available that analyze post-pandemic security perceptions and their 

influence on readiness toward digital payments in the Indian context. Fifth, prior studies have largely emphasized urban 

youth and technologically aware populations, while inadequate attention has been paid to diverse demographic groups 

such as lower-income consumers, less educated individuals, women, and older age groups, who may experience greater 

hesitation due to security concerns. Lastly, there is a scarcity of region-specific empirical studies using quantitative 

analysis to measure the relationship between security concerns and readiness for digital payment adoption in Eastern Uttar 

Pradesh. Therefore, the present study attempts to fill this gap by examining various security-related concerns and 

analyzing their impact on consumer readiness toward digital payments using statistical techniques such as descriptive 

statistics and regression analysis. Thus, the current study contributes to the existing literature by providing a focused 

regional perspective on the security challenges affecting digital payment adoption in Eastern Uttar Pradesh. 

 

1.3  Objectives of the Study 

1. To uncover the various security-related concerns about digital payments.  

2. To test the impact of security-related concerns on digital payments in eastern Uttar Pradesh.  

 

1.4  Research Methodology 

The research utilized a quantitative research method, where a structured questionnaire was distributed to 400 respondents 

in eastern Uttar Pradesh. The questionnaire consisted of two sections. The first section of the questionnaire collected 

demographic information about the respondents, while the second section  collected information on the respondents' 

readiness for digital payments and their security-related concerns. The collected data were analyzed using descriptive 

statistics and regression analysis. Descriptive statistics were used to analyze the demographic information of the 

respondents. Regression analysis was used to analyze the impact of security-related concerns on consumers' readiness for 

digital payments. The dependent variable was consumers' readiness for digital payments, while the independent variable 

was security-related concerns. The study utilized a Likert scale to measure consumers' readiness for digital payments and 

their security-related concerns. The Likert scale ranged from strongly agreeing (5) to strongly disagreeing (1). 

1.5   Hypothesis of the Study 

H0:   There is no significant negative impact of  security-related concerns on the adoption and usage of digital payments 

in eastern Uttar Pradesh. 

Ha:    There is a significant negative impact of  security-related concerns on the adoption and usage of digital payments 

in eastern Uttar Pradesh. 

I. Various Security-Related Concerns about Digital Payments 

i) Data Privacy and Protection: Data privacy and protection emerge as pivotal security concerns for digital payments in 

Eastern Uttar Pradesh. Consumers express apprehension regarding the safeguarding of their personal and financial 

information during digital transactions. Research by Sharma and Singh (2022) highlights multiple incidents of data 

breaches within the region, emphasizing the vulnerability of local payment systems (Sharma & Singh, 2022). Furthermore, 

a report by the Internet and Mobile Association of India (IAMAI) suggests that these security lapses contribute 

significantly to consumer hesitancy in adopting digital payment methods (IAMAI, 2023). 
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ii) Fraud and Identity Theft: Fraud and identity theft remain predominant worries for users of digital payment systems 

in the area. According to Gupta et al. (2021), cybercriminals often target regions with lower digital literacy, exploiting 

insufficient security protocols to access personal and financial data (Gupta et al., 2021). The National Crime Records 

Bureau (NCRB) reports an uptick in such activities correlating with the rise in digital payment adoption in less urbanized 

areas (NCRB, 2022). 

iii) Cybersecurity Threats: Cybersecurity threats, including hacking and malware, are significant concerns in Eastern 

Uttar Pradesh's digital payment landscape. Kumar and Malhotra (2022) discuss how outdated and unsecured devices are 

particularly susceptible, providing easy targets for cyber attackers (Kumar & Malhotra, 2022). These cybersecurity 

breaches often result in unauthorized access and information theft, undermining consumer confidence in digital platforms. 

iv) Lack of Trust in Digital Payment Providers: Trust in digital payment providers is crucial, yet often lacking in 

Eastern Uttar Pradesh due to past transaction issues and platform unreliability. A consumer survey conducted by the 

Digital India Foundation (2023) found that previous negative experiences heavily influence consumer trust and hinder the 

adoption of new digital payment solutions (Digital India Foundation, 2023). 

v) Lack of Awareness and Education: A substantial barrier to secure digital payment adoption is the lack of awareness 

and proper education about potential risks. Singh (2024) argues that enhanced consumer education would significantly 

mitigate risks as consumers would be better equipped to recognize and avoid security threats (Singh, 2024). The 

Information Technology Ministry's recent initiative aims to address these educational gaps through community outreach 

and workshops (Ministry of Information Technology, 2024). 

II. Results and Discussions 

A) Demographic Profile of Respondents 

The study collected data from 400 respondents in eastern Uttar Pradesh. The demographic characteristics of the 

respondents are presented in Table 1 

        Table 1.2: Demographic Characteristics of Respondents 

Variable Frequency Percentage 

Gender 
  

Male 230 57.5 

Female 170 42.5 

Age (Years) 
  

18 - 24 100 25 

25 -34 150 37.5 

35 - 44 80 20 

45 and above 70 17.5 

Education 
  

Secondary and below 110 27.5 
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Higher Secondary 170 42.5 

Graduation and above 120 30 

Income (INR) 
  

Less than 20000 170 42.5 

20000 - 50000 150 37.5 

50000 and Above 80 20 

Source :Field Survey 

 

B) Impact of Security-Related Concerns on Consumers' Readiness for Digital Payments 

Table 2 presents the mean scores and standard deviations of the respondents' security-related concerns and their readiness 

for digital payments. 

 

 Table 1.3: Mean Scores and Standard Deviations 

Gender 

Mean 

(Security-

related 

Concerns) 

SD (Security-

related 

Concerns) 

Mean 

(Readiness for 

Digital 

Payments) 

SD (Readiness for 

Digital Payments) 

Male 3.3 1 3.9 0.8 

Female 3.1 1.1 3.7 0.9 

Age Group  

18 - 24 3.5 1.05 4 0.75 

25 - 34 3.2 1 3.8 0.8 

35 - 44 3 1.1 3.7 0.9 

45 and above 2.9 1.15 3.5 0.95 

Education 

Level 
 

Secondary and 

below 
2.9 1.2 3.4 1 

Higher 

Secondary 
3.2 1.1 3.8 0.85 

Graduation 

and above 
3.5 0.95 4.1 0.75 

Income 

Range 
 

Less than 

20,000 
2.8 1.15 3.3 0.95 
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20,000 - 

50,000 
3.4 1.05 3.9 0.85 

50,000 and 

Above 
3.7 0.9 4.2 0.7 

Source: Author Computation through SPSS 27 

Table 1.3 data explores how demographic variables affect perceptions of security and readiness to adopt digital payments. 

The data reveals distinct patterns: Males exhibit slightly higher security concerns (3.3) and readiness (3.9) for digital 

payments compared to females, suggesting greater awareness or sensitivity yet more confidence in using digital 

technologies. Younger participants (18-24 years) show both the highest security concerns (3.5) and readiness (4.0), 

reflecting a robust awareness and a proactive stance towards digital payment adoption, though this enthusiasm wanes with 

age, with the oldest cohort (45 and above) displaying the lowest readiness (3.5). Education level also influences these 

perceptions; as educational attainment increases, so do both security concerns and readiness, with those holding graduate 

degrees or higher exhibiting the highest levels in both categories. This trend suggests that more educated individuals, 

aware of potential risks, feel more competent in navigating digital payment landscapes. Income levels mirror this pattern, 

where higher earnings correlate with increased security concerns but also greater readiness, indicating that those with 

more financial resources, despite their concerns, are more likely to engage with digital payments, likely due to access to 

more secure and sophisticated payment options. Overall, the study suggests that while security concerns are prevalent 

across all demographics, these concerns do not necessarily hinder the adoption of digital payments. Instead, they coincide 

with a higher readiness, especially among those who are younger, more educated, and financially better off. Addressing 

security effectively and providing targeted education on digital payments could therefore enhance readiness across diverse 

groups, potentially broadening the adoption of digital payments in the region. The study used regression analysis to 

investigate the impact of security-related concerns on consumers' readiness for digital payments.                                                   

Table 1.4: Regression Analysis Results 

Variable B SE        β          t p - Value 

Constant 1.287 0.134        - 9.605 <0.001 

Security 

concerns 

-0.425 0.074 -0.342 -5.771 <0.001 

Source: Computed using SPSS 27 

The results in Table 1.4 shows that security-related concerns have a significant negative impact on consumers' readiness 

for digital payments (= -0.342, p  0.001). This implies that as security-related concerns increase, consumers' readiness to 

adopt digital payment methods decreases. 

C)  Discussion 

The study investigated the impact of security-related concerns on consumer readiness for digital payments in eastern Uttar 

Pradesh. The results of the study revealed that security-related concerns have a significant impact on consumers' readiness 

for digital payments. The mean score for security-related concerns was 3.2, indicating that respondents are moderately 

concerned about the security of digital payment methods. The mean score for readiness for digital payments was 3.8, 

indicating that respondents are moderately ready to adopt digital payment methods. The regression analysis revealed that 

security-related concerns have a significant negative impact on consumers' readiness for digital payments. The negative 

relationship implies that as security-related concerns increase, consumers' readiness to adopt digital payment methods 

decreases. These results are consistent with previous studies that have shown that security-related concerns are a 

significant barrier to the adoption of digital payment methods (Liao et al., 2019; Wang et al., 2020). The findings of this 

study have important implications for policymakers and businesses in eastern Uttar Pradesh. Policymakers should focus 

on improving the security of digital payment methods to address consumers' concerns and increase their readiness to adopt 

these payment methods. This can be achieved through the implementation of robust security measures, such as two-factor 

authentication and encryption, and the dissemination of information about these measures to consumers. Businesses, on 

the other hand, should focus on building trust with consumers by providing secure and reliable digital payment platforms. 
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This can be achieved through the implementation of industry-standard security measures, transparent communication 

about security practices, and the provision of timely customer support. 

 

III) Limitations and Scope for Further Study 

This study has several limitations that should be addressed in future research. Firstly, the study was limited to consumers 

in urban areas of selected cities (Varanasi, Chandauli, Jaunpur, Mirzapur, and Bhadohi) of Eastern Uttar Pradesh, which 

may limit the generalizability of the findings to rural areas of Eastern Uttar Pradesh. Secondly, the study relied on self-

reported data, which may be subject to bias and inaccuracies. Future studies should use objective measures of security-

related concerns and readiness for digital payments to validate the findings of this study. 

Conclusion 

The results of this study suggest that security-related concerns have a significant negative impact on consumers' readiness 

to adopt digital payment methods in eastern Uttar Pradesh. Policymakers and businesses should focus on improving the 

security of digital payment methods to address these concerns and increase consumers' readiness to adopt these payment 

methods. Future research should investigate the impact of security-related concerns on consumer readiness for digital 

payments in other regions of India and use objective measures of security-related concerns and readiness for digital 

payments to validate the findings of this study. 
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