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Abstract

The rapid evolution of digital technologies, cross-border data flows, and artificial intelligence has fundamentally
transformed the relationship between individuals, states, and private corporations. Traditional constitutional
frameworks, historically designed to regulate territorial state power, are increasingly challenged by transnational digital
infrastructures operated by multinational technology companies and algorithmic systems that transcend geographical
boundaries. This paper examines the emerging concept of digital constitutionalism as a normative and legal framework
intended to safeguard fundamental rights in the digital age. It critically analyses how constitutional values such as
privacy, freedom of expression, equality, due process, and democratic accountability are being reshaped by global data
governance and artificial intelligence.

The paper studies the rise of digital constitutionalism through comparative constitutional jurisprudence, international
legal developments, and statutory frameworks including the General Data Protection Regulation (GDPR), the Indian
Digital Personal Data Protection Act, 2023, the Artificial Intelligence Act of the European Union, and emerging global
governance models. Particular emphasis is placed upon the challenges posed by transnational data transfers,
surveillance capitalism, algorithmic discrimination, and platform governance. The research further evaluates landmark
judicial decisions from India, the United States, and the European Union that have contributed to the
constitutionalisation of digital rights.

Using doctrinal and comparative methodologies, the paper argues that constitutional protections must evolve beyond
state-centric paradigms and address the increasing concentration of digital power within private technology
corporations. It concludes that digital constitutionalism must become a transnational legal project grounded in human
dignity, accountability, transparency, and democratic oversight. The paper proposes legal and institutional reforms
aimed at balancing innovation with the protection of constitutional rights in the era of artificial intelligence and global
data economies.

Keywords: Digital Constitutionalism, Artificial Intelligence, Data Protection, Privacy, Fundamental Rights,
Transnational Data Flows, Algorithmic Governance, Constitutional Law.

Introduction

The twenty-first century has witnessed an unprecedented transformation in the structure of governance,
communication, commerce, and social interaction through digital technologies. The rise of artificial intelligence, cloud
computing, social media platforms, biometric identification systems, and cross-border data ecosystems has
fundamentally altered how states exercise power and how citizens experience constitutional rights. Data has emerged as
a strategic economic and political resource, often described as the “new oil” of the digital economy. Simultaneously,
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private technology corporations increasingly possess powers traditionally associated with sovereign states, including
surveillance capabilities, content moderation authority, and influence over democratic discourse.

The expansion of transnational data flows has significantly weakened the territorial assumptions underlying classical
constitutional law. Historically, constitutions were designed to regulate state action within national borders. However,
digital technologies transcend territorial boundaries and create governance structures that are largely global in nature.
Individuals routinely interact with digital platforms headquartered in foreign jurisdictions, while their personal data is
collected, processed, analysed, and monetised across multiple legal systems. This raises critical questions regarding
accountability, jurisdiction, privacy protection, and the enforceability of constitutional rights.

Artificial intelligence has further intensified these concerns. Algorithmic systems are increasingly used in decision-
making processes relating to employment, policing, healthcare, finance, education, immigration, and judicial
administration. Although Al systems promise efficiency and innovation, they also create risks of discrimination,
opacity, bias, and arbitrary decision-making. The use of predictive policing algorithms, facial recognition systems, and
automated content moderation tools demonstrates how Al can threaten civil liberties and democratic values when
deployed without adequate safeguards.

In response to these developments, the concept of “digital constitutionalism” has emerged as a new framework for
protecting rights in the digital environment. Digital constitutionalism refers to the application of constitutional
principles such as human dignity, privacy, equality, transparency, accountability, and rule of law to digital governance
systems. It seeks to limit arbitrary power exercised by both states and private digital actors while ensuring that
technological development remains consistent with democratic constitutional values.

Digital constitutionalism does not merely concern the adaptation of existing constitutional rights to online spaces.
Rather, it represents a broader normative project aimed at reimagining constitutional governance in an interconnected
digital world. It involves the constitutionalisation of internet governance, platform regulation, data protection
frameworks, and algorithmic accountability mechanisms. Scholars increasingly argue that digital constitutionalism
constitutes a response to the growing constitutional vacuum created by transnational digital power.

The significance of this subject has become particularly evident in recent years due to global controversies involving
data privacy violations, online misinformation, mass surveillance, and algorithmic manipulation. The Cambridge
Analytica scandal revealed how personal data could be weaponised to influence electoral processes and public
opinion. Similarly, widespread concerns regarding Al bias and automated decision-making have led governments and
international organisations to formulate regulatory frameworks intended to ensure ethical and rights-respecting Al
systems.

India presents a particularly important context for studying digital constitutionalism. As one of the world’s largest
digital societies, India has rapidly expanded digital governance initiatives, including Aadhaar, digital payment systems,
facial recognition technologies, and online public services. The Supreme Court of India has played a crucial role in
recognising privacy as a fundamental right and addressing constitutional questions arising from technological
governance. Nevertheless, concerns persist regarding surveillance, data protection, intermediary liability, and executive
control over digital spaces.

This paper seeks to analyse the emerging framework of digital constitutionalism and evaluate its effectiveness in
protecting rights in the age of transnational data flows and artificial intelligence. The paper examines the theoretical
foundations of digital constitutionalism, explores the constitutional challenges posed by Al and global data governance,
and analyses judicial and statutory responses from comparative jurisdictions. It argues that constitutional law must
evolve beyond traditional territorial limitations and develop transnational mechanisms capable of regulating digital
power while preserving democratic freedoms and individual autonomy.
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Literature Review

The scholarly discourse surrounding digital constitutionalism has expanded considerably over the last decade.
Academics, policymakers, and legal theorists have increasingly recognised that constitutional values must be adapted to
address the realities of digital governance and transnational technological power.

One of the foundational contributions to the concept of digital constitutionalism comes from Giovanni De Gregorio,
who argues that the internet has created a new constitutional environment in which private technology companies
exercise quasi-sovereign authority. According to De Gregorio, digital constitutionalism seeks to establish limitations on
both public and private digital power through the application of constitutional principles such as rule of law,
accountability, and human rights.

Similarly, Celeste and others conceptualise digital constitutionalism as a reaction against the concentration of power in
digital platforms. Their scholarship highlights how social media companies increasingly regulate speech, privacy, and
political participation without democratic legitimacy. This scholarship is particularly significant because it shifts
constitutional discourse beyond state-centric models and recognises the constitutional implications of private
governance structures.

Lawrence Lessig’s famous proposition that “code is law” remains highly influential in understanding digital
governance. Lessig argued that digital architectures regulate behaviour as effectively as legal norms. His work
established the foundation for examining how technological design influences constitutional freedoms and individual
autonomy.

Julie Cohen has critically examined the relationship between surveillance capitalism and constitutional values. She
argues that informational capitalism threatens democratic self-governance by enabling pervasive monitoring and
behavioural manipulation. Cohen’s work emphasises that privacy should not merely be understood as secrecy but as an
essential condition for autonomy, citizenship, and democratic participation.

Shoshana Zuboff’s theory of surveillance capitalism provides another important contribution to this discourse. Zuboff
explains how technology corporations accumulate behavioural data and convert it into predictive products for
commercial and political purposes. Her work highlights the asymmetrical power relationship between individuals and
digital corporations, demonstrating the urgent need for constitutional safeguards in digital environments.

In the field of artificial intelligence governance, scholars such as Frank Pasquale and Cathy O’Neil have analysed the
dangers of algorithmic opacity and automated discrimination. Pasquale’s concept of the “black box society” explains
how opaque algorithmic systems undermine accountability and due process. Cathy O’Neil similarly demonstrates how
predictive algorithms can reinforce structural inequalities through biased data processing.

Comparative constitutional scholarship has also played a major role in shaping digital constitutionalism. European
scholars have extensively analysed the GDPR as a constitutional instrument designed to protect informational self-
determination. The jurisprudence of the Court of Justice of the European Union (CJEU), particularly in Schrems I and
Schrems II, has been widely studied for its implications regarding data sovereignty and transnational privacy protection.

Indian scholarship has focused significantly on the constitutional dimensions of privacy and surveillance. The landmark
decision in Justice K.S. Puttaswamy v. Union of India generated extensive academic commentary regarding
informational privacy, dignity, and proportionality. Scholars have argued that the judgment established a constitutional
foundation for data protection in India while simultaneously raising concerns regarding state surveillance practices.

Another major area of literature concerns platform governance and freedom of expression. Jack Balkin’s theory of
“information fiduciaries” proposes that digital platforms should bear responsibilities analogous to fiduciary duties due
to their control over user data and public discourse. This literature emphasises the democratic implications of platform
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moderation and algorithmic amplification.

Despite the richness of existing scholarship, several gaps remain. First, much of the literature remains region-specific
and insufficiently comparative. Second, there is limited integration between constitutional theory and emerging Al
governance frameworks. Third, while scholars recognise the transnational nature of digital governance, legal responses
continue to remain largely national and fragmented.

This paper seeks to contribute to existing scholarship by integrating constitutional theory, Al governance, comparative
jurisprudence, and transnational data regulation within a single analytical framework. It aims to examine digital
constitutionalism not merely as a theoretical concept but as an evolving legal and institutional response to global
technological transformation.

Research Methodology

This research adopts a doctrinal and comparative methodology to analyse the constitutional implications of
transnational data flows and artificial intelligence.

The doctrinal methodology involves the examination of constitutional provisions, statutory frameworks, judicial
decisions, international instruments, and scholarly literature relevant to digital constitutionalism. Primary sources
analysed in this paper include constitutional judgments, legislative enactments, international data protection
regulations, and policy documents concerning artificial intelligence governance.

The comparative approach is employed to evaluate how different jurisdictions address digital rights and constitutional
governance in the context of emerging technologies. The research particularly focuses upon India, the European Union,
and the United States because these jurisdictions represent distinct models of digital governance. The European Union
emphasises rights-based data protection frameworks, the United States adopts a market-oriented approach, while India
represents a developing constitutional democracy attempting to balance technological innovation with rights protection.

The paper also analyses international legal instruments and transnational governance initiatives related to digital rights,
including the GDPR, OECD Al Principles, UNESCO Recommendations on Al Ethics, and the European Union Al Act.

The methodology further incorporates critical legal analysis to examine the limitations of existing regulatory
frameworks and judicial approaches. Through this approach, the research evaluates whether contemporary
constitutional frameworks are capable of effectively regulating private digital power and algorithmic governance.

The research is qualitative in nature and relies upon secondary data obtained from books, academic journals, law
commission reports, judicial decisions, governmental publications, and international legal instruments.

Chapter I: Understanding Digital Constitutionalism

Meaning and Evolution of Digital Constitutionalism

Digital constitutionalism refers to the application and adaptation of constitutional values, principles, and safeguards
within digital environments. It seeks to establish normative limitations on the exercise of power by both state and non-
state actors in cyberspace.

Traditionally, constitutional law was primarily concerned with limiting state authority and protecting individual
liberties. However, digital technologies have disrupted this framework by enabling private corporations to exercise
immense regulatory power over communication, information flows, and personal data.

The emergence of digital constitutionalism can be traced to the increasing recognition that digital infrastructures have
become essential spaces for democratic participation, political expression, and social interaction. Social media
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platforms function as modern public spheres, while data-driven technologies shape access to opportunities and
services.

Digital constitutionalism therefore seeks to constitutionalise digital governance structures by embedding values such as:

. Human dignity;
. Privacy and informational autonomy;

. Freedom of expression;

. Transparency and accountability;

1
2
3
4. Equality and non-discrimination;
5
6. Rule of law;

7

. Democratic participation.

Constitutionalisation of the Internet

The internet was initially conceived as a decentralised and open communication network. However, over time, digital
power has become increasingly concentrated in a few multinational corporations such as Google, Meta, Amazon,
Apple, and Microsoft.

These corporations possess significant influence over:

¢ Online speech and content moderation;

o Data collection and behavioural profiling;
¢ Political communication;

¢ Market competition;

¢ Access to information.

This concentration of power has generated demands for constitutional safeguards against arbitrary platform governance
and algorithmic decision-making.

Digital constitutionalism thus seeks to extend constitutional principles into private governance regimes. It
acknowledges that private corporations can threaten rights and freedoms in ways comparable to state actors.

Digital Rights as Constitutional Rights

Several constitutional rights have acquired new dimensions within digital environments:

Right to Privacy

Privacy has emerged as one of the most significant constitutional concerns in the digital age. Digital platforms
continuously collect and process personal information through cookies, biometric systems, surveillance technologies,
and Al analytics.

Modern conceptions of privacy increasingly emphasise informational self-determination, meaning that individuals
should have control over the collection, processing, and dissemination of their personal data.
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Freedom of Expression

Digital platforms have expanded opportunities for expression but also created challenges involving censorship,
misinformation, hate speech, and algorithmic amplification.

Private platforms increasingly determine what speech is permissible online, thereby exercising quasi-constitutional
authority over public discourse.

Equality and Non-Discrimination

Al systems often rely upon biased datasets that reproduce social inequalities. Algorithmic discrimination can adversely
affect marginalised communities in areas such as hiring, policing, lending, and healthcare.

Digital constitutionalism seeks to ensure that automated systems comply with constitutional guarantees of equality and
fairness.

Due Process and Transparency

Automated decision-making systems frequently operate through opaque algorithms. Individuals affected by such
systems may not understand how decisions are made or how to challenge them.

Digital constitutionalism therefore emphasises explainability, procedural fairness, and accountability.

Chapter II: Transnational Data Flows and Constitutional Challenges

Rise of the Global Data Economy

The digital economy depends heavily upon cross-border data transfers. Multinational corporations routinely transfer
personal data across jurisdictions for cloud storage, analytics, targeted advertising, and Al development.

Data flows are central to:

¢ E-commerce;

¢ Financial services;

¢ Healthcare technologies;
¢ Social media;

o Artificial intelligence training models.

However, these transnational data flows create constitutional and regulatory challenges because data protection
standards vary significantly across jurisdictions.

Jurisdictional Challenges

One of the major difficulties associated with transnational data governance is jurisdiction. Data generated in one
country may be processed in multiple jurisdictions simultaneously.
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This raises questions such as:

¢  Which legal system governs personal data?
¢ Which courts possess jurisdiction over privacy violations?

¢ How can constitutional rights be enforced against foreign corporations?

Traditional constitutional frameworks are territorially limited, whereas digital infrastructures operate globally.

Data Colonialism and Digital Sovereignty

Scholars increasingly describe global data extraction practices as “data colonialism.” This concept refers to the
concentration of data resources within large technology corporations headquartered in economically dominant
countries.

Developing nations often become sources of raw behavioural data while lacking meaningful control over digital
infrastructures.

Consequently, states have increasingly asserted claims of “digital sovereignty” through data localisation laws and
regulatory frameworks.

India’s debates surrounding data localisation reflect concerns regarding:

¢ National security;
¢ Economic sovereignty;
¢ Protection against foreign surveillance;

¢ Jurisdictional control.

However, excessive localisation may also threaten internet openness and innovation.

Surveillance Capitalism

The economic model underlying many digital platforms depends upon surveillance and behavioural prediction.
Personal data is continuously harvested to generate targeted advertisements and predictive analytics.

This model creates serious constitutional concerns because:

¢ Individuals often lack meaningful consent;
o Data collection practices are opaque;
¢ Behavioural manipulation undermines autonomy;

¢ Democratic processes can be influenced through algorithmic targeting.

The Cambridge Analytica controversy illustrated how personal data could be used to influence electoral behaviour and
political discourse.
Government Surveillance

Digital technologies have significantly expanded state surveillance capabilities. Governments increasingly use:
¢ Facial recognition systems;
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¢ Metadata analysis;

¢ Biometric databases;

o Internet interception technologies.

While surveillance may be justified for national security and law enforcement, excessive surveillance threatens
constitutional freedoms.

Mass surveillance can create chilling effects upon free speech, association, and political participation.

Chapter III: Artificial Intelligence and Constitutional Rights

Nature of Artificial Intelligence

Artificial intelligence refers to computational systems capable of performing tasks requiring human-like cognitive
abilities such as learning, reasoning, pattern recognition, and decision-making.

Al technologies are increasingly integrated into governance and public administration. Examples include:
¢ Predictive policing;

¢ Automated welfare distribution;

¢ Credit scoring systems;

¢ Recruitment algorithms;

¢ Judicial analytics.

Algorithmic Bias and Discrimination

Al systems are trained using historical datasets that often contain social biases. Consequently, algorithmic systems may
reproduce or amplify discriminatory outcomes.

Examples of algorithmic discrimination include:

¢ Biased facial recognition systems misidentifying minorities;
o Hiring algorithms discriminating against women;

o Predictive policing disproportionately targeting marginalised communities.

These outcomes directly implicate constitutional guarantees of equality and non-discrimination.

Opacity and Lack of Explainability

Many Al systems operate as “black boxes,” meaning that their internal decision-making processes are difficult to
understand even for developers.

This opacity creates constitutional concerns because individuals affected by automated decisions may be unable to:

¢ Understand the basis of decisions;
¢ Challenge discriminatory outcomes;
¢ Seek effective remedies.

© Author(s). This work is peer-reviewed, openly published, and permanently archived
This article is openly accessible and reusable with proper attribution.

https://ijsmt.org/ , Email: editor@ijsmt.org 8


https://ijsmt.org/
mailto:editor@ijsmt.org

International Journal of Science, Strategic Management and Technology OPEN
Volume 02 Issue 05 May-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8
An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases

ACCESS

The lack of explainability undermines procedural fairness and due process.

Al and Freedom of Expression

Al-driven content moderation systems significantly influence online speech. Platforms increasingly rely upon
automated tools to remove content, detect misinformation, and moderate harmful speech.

Although automation improves efficiency, Al moderation systems frequently generate errors and disproportionately
affect vulnerable communities.

This raises important constitutional questions concerning:

¢ Over-censorship;
¢ Political bias;
¢ Democratic participation;

¢ Transparency in moderation policies.

Al Surveillance and Human Dignity

Facial recognition and biometric surveillance systems present serious threats to human dignity and privacy.

Continuous biometric monitoring can create environments of constant surveillance incompatible with democratic
constitutionalism.

Several jurisdictions have therefore restricted or prohibited certain forms of biometric surveillance.
Al Governance and Ethical Principles

International organisations increasingly emphasise ethical Al governance. Core Al governance principles include:
. Transparency;

. Accountability;

. Human oversight;

. Non-discrimination;

1

2

3

4. Fairness;
5

6. Safety;

7

. Privacy protection.
However, ethical principles alone are insufficient without enforceable legal frameworks.

Chapter IV: Comparative Legal and Constitutional Frameworks

European Union

The European Union has emerged as the global leader in digital rights regulation.
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General Data Protection Regulation (GDPR)

The GDPR represents one of the world’s most comprehensive data protection frameworks. Its major principles include:
¢ Lawful processing;

¢ Purpose limitation;
¢ Data minimisation;
¢ Transparency;

¢ Accountability;

¢ User consent.
The GDPR also recognises rights such as:

o Right to access;
o Right to erasure;
¢ Right to data portability;

¢ Right against automated decision-making.

The GDPR significantly influences global digital governance because multinational corporations frequently adopt
GDPR-compliant practices internationally.

European Union Al Act

The EU Al Act adopts a risk-based regulatory approach. It categorises Al systems into:

¢ Unacceptable risk;
¢ High-risk;
¢ Limited risk;

¢ Minimal risk.

The Act prohibits certain harmful Al practices such as manipulative systems and certain forms of social scoring.

United States

The United States adopts a comparatively market-oriented and sector-specific approach to data regulation.

Unlike the EU, the United States lacks a comprehensive federal privacy law. The constitutional framework primarily
emphasises:
¢ Freedom of speech under the First Amendment;

¢ Protection against unreasonable searches under the Fourth Amendment.

However, critics argue that the absence of comprehensive privacy regulation enables excessive corporate data
collection.

India

India occupies a unique position within global digital governance due to its rapidly expanding digital infrastructure.
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Right to Privacy

The Supreme Court of India recognised privacy as a fundamental right in Justice K.S.Puttaswamy v. Union
of India.

The Court held that privacy is intrinsic to:

¢ Human dignity;
¢ Personal liberty;

¢ Autonomy.
The judgment established proportionality as the constitutional standard governing privacy restrictions.

Digital Personal Data Protection Act, 2023

The Digital Personal Data Protection Act, 2023 represents India’s first comprehensive data protection legislation.

The Act regulates:

¢ Processing of personal data;
¢ Consent requirements;
¢ Rights of data principals;

¢ Obligations of data fiduciaries.

However, critics argue that broad governmental exemptions may weaken privacy protections.

Information Technology Act, 2000

The Information Technology Act regulates cyber activities, intermediary liability, and digital offences.

The Intermediary Guidelines Rules impose obligations upon digital platforms regarding content moderation and
compliance.

Concerns remain regarding executive control over online speech and internet shutdowns.
Chapter V: Landmark Case Laws and Judicial Responses
Justice K.S. Puttaswamy v. Union of India (2017)

This landmark judgment of the Supreme Court of India recognised the right to privacy as a fundamental right
under Article 21 of the Constitution.

The Court emphasised:

¢ Informational privacy;
¢ Dignity;
¢ Autonomy;

o Protection against arbitrary surveillance.

The judgment established the constitutional foundation for data protection and digital rights in India.
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Anuradha Bhasin v. Union of India (2020)

The Supreme Court held that access to the internet is closely linked to freedom of expression and trade under Articles
19(1)(a) and 19(1)(g).

The Court ruled that indefinite internet shutdowns are unconstitutional.

This case highlighted the constitutional significance of internet access within democratic society.

Shreya Singhal v. Union of India (2015)

The Supreme Court struck down Section 66A of the Information Technology Act on grounds of vagueness and chilling
effect on free speech.

The judgment reinforced constitutional protections for online expression.

Schrems I and Schrems II

The Court of Justice of the European Union invalidated EU-US data transfer arrangements due to inadequate privacy
protections and surveillance concerns.

These judgments demonstrated the constitutionalisation of transnational data protection.

Carpenter v. United States (2018)

The United States Supreme Court held that individuals possess reasonable expectations of privacy regarding
cellphone location records.

The judgment recognised the implications of digital surveillance technologies for constitutional privacy rights.

Google Spain v. AEPD (2014)

The CJEU recognised the “right to be forgotten,” allowing individuals to request removal of outdated personal
information from search engine results.

This judgment strengthened informational autonomy within digital spaces.

Chapter VI: Challenges to Effective Digital Constitutionalism

Concentration of Digital Power

A small number of technology corporations dominate global digital infrastructures. These corporations possess:
¢ Massive data resources;

o Algorithmic influence;
¢ Economic dominance;

¢ Political influence.
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Their transnational nature complicates regulatory enforcement.

Fragmented Regulatory Frameworks

Different jurisdictions adopt divergent approaches to data governance. This fragmentation creates:
¢ Compliance difficulties;

o Regulatory arbitrage;

¢ Jurisdictional conflicts.

The absence of harmonised international standards weakens effective protection of digital rights.

Balancing Innovation and Regulation

Excessive regulation may hinder technological innovation and economic growth. Conversely, weak regulation enables
rights violations and corporate abuse.
Digital constitutionalism must therefore balance:

¢ Innovation;
¢ Economic development;

¢ Constitutional safeguards.

National Security Concerns
Governments frequently justify surveillance and data collection on grounds of national security.

However, unchecked executive powers risk undermining civil liberties and democratic accountability.

Lack of Public Awareness
Many individuals lack meaningful understanding of’

¢ Data collection practices;
o Algorithmic profiling;
¢ Privacy rights.

This informational asymmetry weakens effective consent and democratic participation.
Conclusion and Suggestions

The emergence of digital technologies, artificial intelligence, and transnational data flows has fundamentally
transformed the constitutional landscape of the modern world. Traditional constitutional frameworks, designed
primarily to regulate territorial state power, are increasingly inadequate in addressing the realities of global digital
governance. Private technology corporations now exercise unprecedented influence over communication, personal data,
democratic participation, and behavioural regulation. Simultaneously, governments possess enhanced surveillance
capabilities through Al-driven technologies and biometric systems.
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Digital constitutionalism has therefore emerged as an essential normative and legal framework for protecting rights
within digitally networked societies. It seeks to extend constitutional principles such as human dignity, privacy,
equality, freedom of expression, transparency, and accountability into digital environments. Importantly, digital
constitutionalism recognises that constitutional threats no longer originate solely from states but also from powerful
private digital actors.

The study demonstrates that transnational data flows create serious challenges regarding jurisdiction, accountability,
privacy protection, and enforcement of constitutional rights. Similarly, artificial intelligence systems create risks of
algorithmic discrimination, opacity, surveillance, and arbitrary decision-making. These challenges require robust
constitutional and regulatory responses.

Comparative analysis reveals that the European Union has adopted the most rights-oriented model through instruments
such as the GDPR and the EU Al Act. India has made significant constitutional progress through judicial recognition of
privacy rights and enactment of the Digital Personal Data Protection Act, 2023. However, substantial concerns remain
regarding governmental exemptions, surveillance practices, and platform regulation.

Judicial decisions across jurisdictions increasingly reflect the constitutionalisation of digital rights. Courts have
recognised informational privacy, internet access, and protection against arbitrary digital surveillance as essential
components of democratic constitutionalism.

Nevertheless, several structural challenges continue to undermine effective digital constitutionalism, including
fragmented regulations, concentration of digital power, weak international coordination, and lack of algorithmic
transparency.

Suggestions

1. Adoption of Comprehensive Al Regulation

Governments should enact legally enforceable Al governance frameworks emphasising transparency, explainability,
accountability, and human oversight.

2. Strengthening Data Protection Laws

Data protection regimes should provide stronger safeguards against mass surveillance, arbitrary data processing, and
excessive governmental exemptions.

3. Algorithmic Transparency Requirements
High-risk Al systems should be subject to mandatory audits, impact assessments, and explainability obligations.
4. International Cooperation

Since digital governance is inherently transnational, states should develop harmonised global standards for data
protection and Al governance.

5. Platform Accountability

Large digital platforms should be subjected to democratic oversight mechanisms ensuring fairness, transparency,
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and protection of fundamental rights.
6. Digital Constitutional Courts and Regulatory Authorities

Specialised institutions may be established to address disputes involving digital rights, Al governance, and platform
accountability.

7. Promotion of Digital Literacy
Citizens should be educated regarding privacy rights, algorithmic systems, and digital governance.
8. Human-Centric Technological Development

Technological innovation must remain subordinate to constitutional values and human dignity.

Ultimately, digital constitutionalism must evolve into a transnational constitutional project capable of regulating digital
power while preserving democratic freedoms and individual autonomy. Constitutional law cannot remain confined
within territorial boundaries in a world where digital infrastructures transcend national jurisdictions. The future of
democracy and fundamental rights increasingly depends upon the ability of constitutional systems to adapt effectively
to the digital age.
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