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ABSTRACT

Cloud computing has become a key technology for storing and processing data, but it also introduces major security
concerns such as data privacy, integrity, and unauthorized access. This paper presents a lightweight and effective data
protection approach that combines multi-layer data transformation techniques with blockchain technology to improve
cloud security. In the proposed method, user credentials are first merged with a secret key and then processed through
several stages including binary conversion, two’s complement calculation, octal encoding, and reverse sequencing to
produce encrypted data. In contrast to conventional cryptographic methods like AES (Advanced Encryption Standard)
and RSA (Rivest-Shamir-Adleman), the proposed technique emphasizes lower computational complexity while still
providing an acceptable level of security. Furthermore, the use of blockchain technology guarantees data immutability
and integrity, protecting the information from unauthorized modification. Experimental analysis shows that the
method offers faster execution and efficient performance, making it appropriate for real-time cloud-based applications.
The findings indicate a balance between security capability and computational efficiency, suggesting that the proposed
approach can function as an additional security layer in cloud computing environments.

INTRODUCTION

The rapid expansion of cloud computing has significantly changed how data is stored, processed, and accessed within
distributed systems. Many organizations now depend on cloud platforms because they provide scalability, flexibility,
and cost-effective solutions for managing large volumes of data. Despite these advantages, storing sensitive
information on third-party cloud service providers introduces serious concerns related to data security, privacy
protection, and data integrity. Issues such as unauthorized access, data leaks, and cyberattacks continue to pose major
obstacles to maintaining secure cloud infrastructures.

Conventional cryptographic techniques like AES (Advanced Encryption Standard), RSA (Rivest—Shamir—Adleman),
and DES (Data Encryption Standard) are commonly employed to protect data in cloud-based systems. Although these
algorithms offer strong levels of encryption, they often require significant computational resources and processing
time. This high overhead can make them less suitable for environments that demand real-time processing or operate
under limited computational capacity. As a result, there is an increasing demand for lightweight security mechanisms
that can provide reliable protection while minimizing performance costs.
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To address this challenge, the current study introduces a new encryption strategy that utilizes a series of
straightforward yet effective transformation methods. These methods include binary conversion, two’s complement
operations, octal encoding, and reverse sequencing. When applied together, these transformations improve data
obfuscation while keeping computational requirements relatively low. Additionally, the incorporation of blockchain
technology enhances the security framework by ensuring data immutability, transparency, and protection against
tampering.

The primary goal of this research is to develop an efficient and secure data protection model tailored for cloud
computing environments, particularly those involving real-time applications. The proposed approach seeks to maintain
an optimal balance between security and performance by enabling faster processing compared to traditional encryption
techniques while still providing a satisfactory level of data protection.

LITERATURE REVIEW

1-32 highlights a strong trend toward integrating blockchain, cryptography, and intelligent techniques to enhance
cloud security. A significant number of studies 1, 2, 14, 16, 20, 22, 28 emphasize the use of blockchain combined with
cryptographic methods such as homomorphic encryption, AES, and RSA to ensure data integrity, confidentiality, and
decentralized access control, although these approaches often suffer from high computational overhead and latency.
Several works 3, 4, 13, 23, 26 explore blockchain-based cloud architectures and distributed storage systems like IPFS,
demonstrating improved transparency and trust but facing scalability and interoperability challenges. Hybrid security
mechanisms incorporating steganography and multi-layer encryption

10, 11, 19, 25, 31 provide enhanced confidentiality, albeit with increased system complexity and processing time.
Review-based studies 6, 9, 15, 21, 27 offer comprehensive insights into threats, mitigation strategies, and future
research directions but lack practical implementation models. Furthermore, emerging approaches integrating machine
learning and artificial intelligence

18, 24, 32 enable adaptive and proactive threat detection, though they introduce challenges related to resource
consumption and deployment complexity. Overall, the literature indicates that while hybrid models combining
blockchain, cryptography, and Al significantly strengthen cloud security, issues such as scalability, computational
cost, and real-world implementation remain key research challenges.

2. PROPOSED WORK
Step1:- Perform addition of credential of user id with secret key.
Step2:- Find 2’s complement of data received from stepl

Step3:-  Convert received data into octal code and send it in reverse order as encrypted data.
Step4:-  Above code used to protect data of cloud computing environment, with RDB and block chain.

3. PSEUDOCODE
BEGIN

/I Step 1: Input User Credentials
INPUT User_ID
INPUT Secret Key

// Step 2: Combine Credentials with Secret Key
Combined Data «— CONCAT(User ID, Secret Key)

© Author(s). This work is peer-reviewed, openly published, and permanently archived
This article is openly accessible and reusable with proper attribution.

https://ijsmt.org/ , Email: editor@ijsmt.org 2


https://ijsmt.org/
mailto:editor@ijsmt.org

International Journal of Science, Strategic Management and Technology OPE"a ACCESS
Volume 02 Issue 05 May-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8
An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases

// Step 3: Convert Combined Data to Binary
Binary Data « CONVERT TO BINARY(Combined Data)

// Step 4: Find 2’s Complement
Ones_Complement «<— INVERT BITS(Binary Data)
Twos_Complement «— ADD BINARY(Ones Complement, 1)

/I Step 5: Convert to Octal
Octal Data «— BINARY TO OCTAL(Twos Complement)

// Step 6: Reverse Octal Code
Encrypted Data «— REVERSE(Octal Data)

// Step 7: Store in RDB and Blockchain
STORE IN RDB(Encrypted Data)
STORE IN BLOCKCHAIN(Encrypted Data)

/I Step 8: Output Encrypted Data
PRINT "Encrypted Data: ", Encrypted Data

END

Voo g

Combine User ID + Secret Key

Find 2's Complement

{ Convert to Octal /

Reverse Octal Code

Encrypted Data

Store in

=i

e

Store in Blockchain

Secure Cloud Data

4. FLOWCHART
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5. STRENGTHS OF PROPOSED METHOD

¢ Multi-layer transformation (binary — complement — octal — reverse)
o Harder to interpret without knowing transformation logic

¢ Integration with blockchain ensures data integrity and immutability

¢ Suitable for real-time cloud systems

6.ADVANTAGE OF PROPOSED METHOD

e Proposed method is faster than AES and RSA due to lightweight operations
e RSA is slow due to complex mathematical computations
e DES is fast but insecure

Scenario Best Algorithm
Real-time cloud authentication Proposed Method
Secure file storage AES

Secure communication / key exchange RSA

Legacy systems DES

TABLE 1:- Use Case Comparison

7. CONCLUSION

This study introduced a lightweight and efficient data protection approach for cloud computing environments by
integrating multi-layer data transformation techniques with blockchain technology. The proposed framework performs
a series of operations combining user credentials with a secret key, converting the data into binary form, applying
two’s complement transformation, encoding the result into octal format, and finally reversing the sequence to produce
encrypted data. These layered transformations increase the level of data obfuscation while maintaining relatively low
computational complexity.

Experimental analysis shows that the proposed method provides faster processing time and lower computational
overhead compared with conventional encryption algorithms such as Advanced Encryption Standard (AES), Rivest—
Shamir—Adleman (RSA), and Data Encryption Standard (DES). Because of its lightweight design, the method is well
suited for real-time cloud applications and environments with limited computational resources. Additionally, the
integration of blockchain technology enhances security by ensuring data integrity, immutability, and protection against
unauthorized modifications, thereby reinforcing the reliability of the overall framework.

Despite these advantages, the proposed approach offers a moderate level of security when compared with
mathematically strong cryptographic standards. As a result, it is more appropriate to use this technique as an additional
security layer rather than as a complete substitute for well-established encryption algorithms. Future research can aim
to improve the robustness of the system by incorporating stronger cryptographic techniques, implementing dynamic
key generation mechanisms, and integrating artificial intelligence—based threat detection for enhanced security.
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FUTURE ENHANCEMENT
o Integration of hashing techniques (e.g., SHA-256): Secure hashing algorithms can be incorporated to improve data
integrity and strengthen protection against tampering.

o Implementation of dynamic or session-based keys: Using keys that change for each session can enhance security by
minimizing the risk of key reuse and unauthorized access.

e Incorporation of machine learning for anomaly detection: Machine learning models can be applied to monitor
system behavior and detect unusual patterns or potential security threats in real time.

e Adoption of zero-trust security architecture: Implementing a zero-trust model ensures that every user and device
must be continuously verified before accessing system resources, thereby increasing overall system security.
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