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CHAPTER1
LINTRODUCTION

As we all know, that the technology has evolved to a very large extent, which ultimately led to the evolution of Al, now
with the help of Al and machine learning, the concept of “DEEPFAKES” arose. Deep-fake is the technology of generating
synthetic media in which a person’s voice or likeness is substituted by fake ones. Like every coin has two faces, the use of
Deep-fake is also classified into two types:

1 Positive use

2 Malicious use

In the field of education, entertainment industry, business etc. it is often used in a positive manner. But, when it is used
maliciously it jeopardizes people’s rights and social confidence. Defamation, financial fraud, political deception and non-
consensual pornography are some of the examples of the malicious use of deep-fakes.

This study investigates the significant ethical and legal issues raised by deep-fake, looking at how this technology obfuscates
the distinction between the reality and illusion [fake ones], the integrity of democratic states can be compromised by it as
well as it can endanger the Intellectual property rights, and the fundamental right to privacy of the people.

1.1 BACKGROUND AND EVOLUTION OF DEEPFAKE TECHNOLOGY

The term “deep-fake” is made up of the combination of two different words; i.e. “deep-learning” + “fake”, they both together
form the phrase “Deep-fake”, which is becoming more than just a technological curiosity. It is also causing a serious threat
to the ideas of truth and digital identity. It started in Reddit’s virtual hallway in the year of 2017 only rather than created in
a lab. The ideas of editing the photos, videos etc. are not a new concept, but the extent had enlarged due to the deep-fake
technology. Majorly, the use of Al for generating deep-fake substances started in the post COVID era, i.e. after the year
2020-2022, mostly we can say from the year 2024. Till date the corporate companies as well as the normal individuals are
having lack of technical defences to cope against deep-fakes and other Al based technological threats.

In today’s era, the social-media platforms like the Facebook, X, YouTube etc. are being used by millions of users for the
source of entertainment, news and learning different skills, also, due to the digital India movement, the number of people
using the technology had grown rapidly. But, the news, the photos, videos etc. we are watching is original or not is a major
concern; if the content is fake then it will cause a negative impact on the knowledge as well as the decision making power
of the individuals.

Recent technical developments have made it simple to produce what are now known as "deep-fakes," which are extremely
lifelike films with minimal evidence of manipulation.

Artificial intelligence (Al) programs that blend, merge, replace, and superimpose photos and video clips to produce phony
videos that look real are known as deep-fakes. Without the approval of the individual whose image and voice are used,
deep-fake technology can create, for instance, a hilarious, pornographic, or political video of someone saying anything.
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The scope, scale, and sophistication of the technology involved in deep-fakes are revolutionary because nearly anyone with
a computer can create phony films that are nearly identical to real media.

In the future, deep-fakes will probably be used more frequently for revenge porn, bullying, fake video evidence in court,
political sabotage, terrorist propaganda, blackmail, market manipulation, and fake news, even though early examples of
deep-fakes focused on political figures, actresses, comedians, and entertainers having their faces woven into porn videos.
1.1.1 The Historical Context

Photo editing was a time-consuming, manual procedure prior to the digital era. Since, our childhood we had seen movies
like Jurrasic Park, The Mummy, Harry Potter etc. which were made with the technology of high end computer generated
imagery [CGI] in the era of 1990s and early 2000s, here, the production charges were very high due to the technology used
and the procedure was time-taking also.

After the developments of 1990s and 2010s, the new concept of machine learning was introduced in the year 2014, known
as “GAN”, i.e. Generative Adversarial Network. It was developed by lan Goodfellow along with his team. By letting
machines to produce images, video, and audio that are considerably more lifelike than anything before possible, GANs
paved the way for a new era of synthetic media. This innovation was used in almost all early deep-fake systems.

Although CGI has been used for digital manipulation since the 1990s, the REDDIT "deep-fakes" event in 2017 upped the
game by automating the production of sexual, non-consensual content. The transition from celebrity parodies to
sophisticated political disinformation and financial fraud has happened quite quickly in India. So, 2017 can be called as the
year which brought the regular users in the dark world of technology, where the users started using technologies outside
the ambit of academic uses. At this time, the technology was fuelling on the both sides, i.e. for the creativity as well as for
the harmful misuse, including the non-consensual pornography. There were some open sources tool like DEEPFACELAB
which were used as a platform. Thus, in order to identify the fake content before it spreads, necessity for the protection
arose.

Now, in today’s digital era, the use of deep-fakes is not only limited to the negative impact like fraud, impersonation etc. it
is now used in the legitimate purpose of education, media etc.

1.1.2 The Transformation:

In the earlier times, to do the certain edits, professionals were required along with high end computer system, which is
drastically changed in today’s era, where a simple computer can perform the same task without any-kind of professional
knowledge of the user. The reasons that led to the development are as follows:

The 1* reason was the development of the technology like GPUs, i.e. Graphic Processing Unit. For example:-Hardware
acceleration.

The 2™ main reason was the access to large data, i.e. today billions of photos and videos can be accessible by the user
through the medium of internet.

The 3™ major reason was the development of the technology like Generative Adversarial Networks.

The transformation has happened quickly in the Indian setting. Technology has advanced more quickly than the legal
framework, from beginning of face-swapping applications used for amusement to the more recent and alarming use of
synthetic media in political campaigning and non-consensual explicit content.

1.1.3 The India-Specific Evolution

Due to low digital literacy in rural areas and strong smartphone usage, the Indian digital environment is distinct. As a result,
deep-fake have become "viral" before they can be independently validated. The Indian government announced the
Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Amendment Rules, 2026 as a result of
historic events like the Rashmika Mandanna’s deep-fake case in 2024. The first official legal definition of "Synthetically
Generated Information" (SGI) is currently provided under these regulations.
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1.2 The Process of Generating Synthetic Media:

The process through which the synthetic media of deep-fakes is generated should be known to understand the legal
consequences, outcomes, or offshoots of the specific action. The GANS, i.e. Generative Adversarial Network is the tool
which is used to produce the majority of high-quality synthetic media.

The Mechanism showing the work of GANs:

The Two-Actor Model

The Generator: An algorithm that uses a training dataset of actual photos to produce phony content (audio, video, or
photographs) produces a phony image with the most realistic appearance. Its initial attempts are clumsy and appear to be
digital noise.

The Discriminator: An algorithm that serves as a reviewer, trying to discern between "fake" and "real." It detects the fake
with ease and provides "feedback" to the Generator.

The Generator eventually creates a "perfect fake" that the Discriminator is unable to identify as these two networks compete.
This feedback is used by the Generator to make its next try better.
Until the Discriminator is unable to discern between the real and fake photos, this cycle is repeated thousands of times.
Legal Significance of the Mechanism

Because of its "adversarial" nature, the software is made to evade detection. This makes it challenging for the Indian justice
to rely only on "visual inspection" as evidence in court, creating a "cat-and-mouse" game for digital forensics.

Emerging Technologies

By 2026, voice cloning and diffusion models will have joined GANs as the main tools. According to Rule 3[3][a][ii] of the
IT Rules, 2026, Indian law now requires such material to have "Provenance Metadata" a digital fingerprint that links the
file to the particular Al tool that created it.

The Live Generation of Images and Voices:

It is the newest from of fraud taking place with the help of Al in this type of crime the fraudster generate the images and
voice of the people known to the victim during live video calls, thus the victim believes the fraudsters and then, they target
the victim. Earlier, the fraudsters were using only the voice-calls to scam the victim, which has now changed to the video-
calls etc.

Now, due to the rise in this type of generation of synthetic media, no any industry is safe from it, they must be ready for the
upcoming threats due to this Deep-Fake technology.

1.3 A Brief overview of the current Indian legal system:

Under the provisions of IT Act 2000, there are some sections which helps in tackling few kinds of problems related to the
digital world, i.e. section 66E, section 67, section 67A etc. helps the victim in case of circulation of the images, videos etc.
of them without their consent, also section 67B, specifies the punishment for publishing, transmitting materials related to
the child-pornography.

Also under BNS, 2023, there are few sections which guards the rights of the victims like section 77, section 356 and section
351.

Now, under the DPDP Act, 2023, the rules regarding the rights related to the individuals whom data is being used as well
as the reason for why that particular data is being used is laid down, known as the “Rights of Data Principles”.
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Examples of few Case laws:
Anil Kapoor v. Simply Life India & Ors. (2023 SCC Online Del 5914)

Legal Principle: The Delhi High Court established a precedent for celebrity protection by defending the actor's "Personality
Rights" against Al-generated "likeness" and voice clones.

Shilpa Shetty Kundra v. Getoutlive.in (2025 SCC Online Bombay 5486)

Legal Principle: The Bombay High Court ruled that Al content that violates people's dignity violates their right to privacy
under Article 21 and ordered the immediate removal of deep-fakes.

Nandamuri Taraka Rama Rao v. Ashok Kumar (2025 SCC Online Del 9417)
Legal Principle: Safeguarded Junior NTR's "Personality Rights" from unapproved Al-generated commercial goods.

Cognizance of False Verdicts by the Supreme Court (Order dated February 27, 2026) The Supreme Court ruled that using
Al-generated "fake judgments" that is, cases that don't exist in a trial court constitutes professional misconduct and
jeopardizes the judiciary's legitimacy.

1.4 Constructive Uses vs. Destructive uses of Al generated synthetic content: Deep-fakes.

The use of deep-fake is not only limited to the negative side. Like every coin has two faces, the use of deep-fake can also
be categorised into two types i.e. the positive use and the malicious use. Now, it depends upon the will of the user to use
positively or negatively the technology.

1.4.1 The Constructive use of Deep-fake technology:

The use of deep-fake technology can be done in positive manner also. It is widely used in the entertainment industries, in
the educational sector for teaching, healthcare services and also in businesses like e-commerce.

Film Industry:

There is a wide use of Deep-fake in the film industry. As India is a nation where people speaking several languages live
together, thus, a single movie made in a particular language can be dubbed into several different languages. Also, there is a
system of voice cloning present with the help of Al. Sometimes, few scenes of a movie is edited with the help of deep-fake
to avoid the cost of shooting once again. Now, imagine a scenario where an actor dies while shooting for a film, then also
we can take help and can generate deep-fake of him to complete the movie.

Education:

Generating live videos of famous historical personalities for the proper visual understanding of the students. For example:
Generating the synthetic video of Dr. B.R.Ambedkar teaching the Constitution of India to the students. Language barriers
were broken down in a 2019 global malaria awareness campaign featuring David Beckham, who seemed bilingual in an
instructional advertisement using speech and visual alteration technology (USATO03). In a similar vein, deep-fake
technology can overcome language barriers during video conferences by translating speech and concurrently changing
mouth and facial movements to enhance eye contact and give the impression that everyone is speaking-the-same-language.

Societial use and Medical use:

In societal use, one can generate the image/videos of their deceased loved ones to comfort themselves in their absence.
Also, as we see till date when the topic is of transgender the society is still somewhere orthodox, thus, most of the
transgender are not able to express themselves whole heartedly, now, with the help of deep-fakes they are able to see
themselves in their desired gender. In medicinal use, with the help of deep-fake one can generate the voice clones of the
people suffering from ALS and had lost their ability to speak.

© Author(s). This work is peer-reviewed, openly published, and permanently archived
This article is openly accessible and reusable with proper attribution.
https://ijsmt.org/ , Email: editor@ijsmt.org 4



https://ijsmt.org/
mailto:editor@ijsmt.org

#oA40 International Journal of Science, Strategic Management and Technology opEns AccEss
luj‘J Volume 02 Issue 05 May-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8
Ny An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases

Business:-

In business, the companies are now generating Al supermodels for cost cutting and those models are becoming popular
also. These deep-fake models help the people to look the exact same dress on different colour tones. Also, some e-commerce
websites are now generating Al based deep-fake image of the customer to virtually try on the products by themselves for
looking into the fitting etc. Again the on-going trend of personal avatar is also generated through deep-fake Al only.

Cultural Preservation:

We can generate images of ancient attires of our earlier generation to visualize them for our better understanding. Also we
can generate the images of the monuments which are now majorly destroyed to see how it looked when it was in a good
structure. We can restore our old, local folk music and movies.

Sarcasm and Creativity:

Digital artists push the limits of creativity and political parody through the use of synthetic media. Example: Memes made
on Indian PM and PM of Italy.

1.4.2 Deconstructive Application of Deep-fakes:

Non-Consensual Intimate Imagery (NCII):

Deep-fake porn videos are generated by grafting the face of the victim with the body of someone else. According to Article
21 of the Indian Constitution, this constitutes a serious violation of the right to privacy.

Financial Fraud:

Al can be used in causing financial frauds like the Phishing attacks, here the attacker can change his/her voice with the help
of Al into the voice of the known person of the victim to get the desired financial transfer.

Political Manipulation:

Deep-fakes have the capacity to agitate the crowd and thus can cause the results of the elections getting hampered because
of it, which can be harmful for a delicate democracy like India. It can be done by portraying a leader, saying something
he/she never said.

Evidence Tampering:

To get the benefit of “reasonable doubt” the criminals can produce any deep-fake document and can claim it to be authentic.
Here, section 336 of BNS helps the victim to fight on the ground of Forgery of the evidence.

1.4.3 Few problems addressed by the Indian legal system:

There are certain problems which can be created by using deep-fake technology, are being addressed by the Indian legal
system on different names, some of them are as follows:

Sextortion and publishing and transmitting non-consensual images:

Section 66E of the IT Act, 2000 along with section 67 of the IT helps in tackling these kind of offences. Also, section 77
of BNS, i.e. voyeurism along with section 292 of BNS helps the victim to fight against the crime.

Impersonation & Fraud:

Section 66D of the IT Act (Cheating by personation using computer resource) and the section 319 of BNS (Cheating) helps
the victim to fight against the crime.
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Rumors causing public mischief:

If any kind of political misinformation or statements, rumours etc. are being published then according to the IT Rules 2026,
a 3-hours window for taking down the content is provided. Also section 353 of BNS talks about public-mischief.

Forged evidence produced:

To get the benefit of “reasonable doubt” the criminals can produce any deep-fake document and can claim it to be authentic.
Here, section 336 of BNS helps the victim to fight on the ground of Forgery.

1.5 The 2026 Regulatory Paradigm:
The Information Technology Amendment Rules, 2026 shifted the burden of proof.
Mandatory Labelling: If the content is synthetic, a label must be visible on 10% of the display surface.

Identity Disclosure: According to Rule 3(1) (b), platforms are now legally obligated to reveal or to identify of a deep-fake
creator of the victim upon request.

Loss of Safe Shelter security of the Intermediaries:

A platform (intermediary) may be sued as the "publisher" of the crime and lose their immunity under Section 79 of the IT
Act if they do not delete a reported deep-fake within the allotted two to three hours of the provided timeline.

Below is a detailed breakdown of the 2026 Regulatory Paradigm:
1.5.1 The Statutory Definition of "SGI"

Rule 2[1][wa] of the regulations adds the term "Synthetically Generated Information" (SGI) to the legal language.
Definition: Any information i.e. audio, visual, or audio-visual that has been intentionally or algorithmically produced or
altered to look genuine and authentic, making it "indistinguishable" from an actual person or event.

Exclusions: "Good Faith" editing is prudently excluded by the law. Colour correction, noise reduction, and simple video
stabilization are examples of routine improvements that are not considered SGI. This shields editors and photographers
from needless compliance obligations.

1.5.2 The Reduced timeline for taking down the Windows:

The reduction in the amount of time it takes for intermediaries (like Meta, X, and YouTube) to react to illicit content is the
biggest shift. Because these are the platforms which is easily accessible by the public at large. Now, if any kind of synthetic
media is circulating on these platforms for a longer duration, then it can create threat of destabilization of law and order in
the society. If the synthetic media that had been circulated is about a particular person, it will lead to the damage of his
societal image i.e. will lead in defamation of the person at a very large extent. Thus, it was the need of the hour to reduce
the timeline for the intermediaries to take down the deep-fake content.

Type of Notice / Content Previous Timeline (2021) / New 2026 Timeline
Court or Government Order / 36 Hours / 3 Hours

Non-Consensual Intimate Imagery (NCII) / 24 Hours / 2 Hours
General Grievances (User Complaints) / 15 Days / 7 Days

Urgent Harm (Impersonation/Misinformation) / 72 Hours / 36 Hours

Legal Note: The goal of the "2-hour rule" for deep-fake pornography is to prevent video from going viral and damaging a
victim's reputation before they have a chance to consult a lawyer.
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1.5.3 Transparency and Labelling Mandates

The 2026 paradigm places the onus of "truth" on the inventor and the platform.

Visual Labelling: Every visual SGI needs to have a label that is "prominent, easily noticeable, and adequately perceivable."
Although a set 10% screen area was proposed in early drafts, the final regulations call for a qualitative threshold of
"conspicuous visibility."

A "prominently prefixed audio disclosure” (such as an Al voice stating "The following audio is synthetic" before the clip
begins) is required for Al-generated voices.

Attributes [data about data] Inserting:

The Information regarding the original source i.e. the digital fingerprints of the material given should be provided. The
clearing of the marks regarding the original source is strictly banned under the new regulations.

1.5.4 Audits required by the Intermediaries [SSMIs]|:

The Stricter Due Diligence, i.e. SSMIs is applied to all the platforms having more than 5 million users.

1. User Declarations: The platform must inquire, "Is this Al-generated?" when a user uploads material.

2. Technical Verification: Users' honesty is not enough for platforms. To determine whether the content is fake, they
must use "reasonable technical measures" (automatic Al detectors).

3. Quarterly Warnings: Intermediaries are required to inform users about the repercussions of producing deep-fakes,
such as account termination and identity disclosure to law authorities, every three months (previously every year).

1.5.5 The "Safe Harbour" Pivot

Intermediaries have historically benefited from immunity (Safe Harbour) for user-posted content under Section 79 of the
IT Act.
The 2026 Change: If intermediaries do not implement "appropriate technical measures," they will no longer be immune.

The Due-diligence Takedowns:

Here, if the moderator of any social media platform, while managing the platform finds something suspicious i.e. in her/his
sense seems spams or any offensive content, deletes that content in good-faith, is shielded from any kind of legal action
even in absence of a formal court-order.

1.5.6 The revelation of the identity:

If something bad happens to an individual due to the deep-fake, and if he/she requests the intermediary with the help of
Rule 3[1][b] of the IT Rules 2026, it is said to provide the information of the creator to the victim or to the law enforcement
agencies upon the request. This essentially puts an end to "anonymity" for bad actors that use artificial tools.

ii. TITLE:

LEGAL ASPECTS OF DEEPFAKE: BLURRING THE LINE BETWEEN REALITY AND IILUSION.
LITERATURE REVIEW

The material currently available on deep-fake is divided into three categories: technological, ethical, and legal. The conflict
between deep-fake and the right to privacy more especially, the right to be forgotten and the right to publicity is highlighted
in legal literature. The authorship and copyright infringement concerns related to Al-generated content based on pre-existing
human likenesses are also severely lacking, according to evaluations of recent intellectual property literature. In order to
pinpoint the precise statutory gaps in the current legal system I will review IT Act, Intellectual Property laws, a small
segment of Constitution law of India.
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I. DPDP ACT

So, first of all we will study the newly enacted DPDP Act 2023, in this act it had made compulsory to give the consent for
the data which is acquired by the data fiduciary from the one who is generating the data, the data collected must be for a
specific purpose, unconditional and free from any kind of ambiguity. Here, the compulsory unconditional consent had made
the data of the users vulnerable for the cyber-crimes. The users are not getting the chance for giving their consent according
their own will. It is called as the Rights of Data Principal. One of the most famous case, which was happened recently
before the act came into force is as follows:

It was made against the policy of sharing the users data is Facebook India Online case, here in this case, the data of the
Whatsapp users were shared with the Facebook and if the Whatsapp will not share the data with Facebook, it will lead to
the termination of the services. In this case, the honorable Delhi High Court held that this sharing of data is unreasonable
and is not fair for the users of Whatsapp. But, in spite of this the policies for the protection of the data, in scenarios like this
is not being discouraged by the DPDP Act, and thus, the data shared can be used for various purposes including for Al
training also, as the data shared are with the consent of the users only.

I. INFORMATION TECHNOLOGY ACT, 2000.

In India, the act dealing with cyber-crimes is no other than IT Act 2000. The act was influenced by the UNCITRAL Model
Law on E-commerce also, the IT Act was amended in the year 2008 due to the emerging cyber-crime threats. But at the
time of enactment of the IT Act, it was considered progressive and a kind of ahead of time. There are a lot of cyber related
offences which are recognized under the IT Act 2000. They are given under chapter 11 “OFFENCES”. This act covers
various kinds of cyber-crimes like, the offence of tampering with the computer related documents, offences related to
computer, transmitting obscene material with the help of electronic medium of data transfer.
Now, as we can see that the act came in the year 2000, and at that time Al was not there, as it came before the evolution of
Al, machine learning and deep-fake technologies, it lacks in provisions regarding the crimes committed with the help of
these new technologies.
The deep-fake cases has an indirect intersection with various crimes like defamation, identity theft, privacy violations,
financial scams, sexual harassment etc.
But, in the IT Act the word deep-fake is no-where mentioned. Still it deals with the cases of deep-fakes to a certain extent
by the help of various other provisions which are somewhere, indirectly linked with the deep-fake crime. Few examples of
these kind of sections are as follows:

i.Identity Theft [section 66C]: It stipulates that anyone who fraudulently or dishonestly uses another person's electronic
signature, password, or other distinctive identifying feature faces a maximum sentence of three years in prison and a fine
of up to one lakh rupees.

However, it is also unclear if voice cloning and face identity fall under the definition of unique identification

ii.Violation of Privacy [section 66E]: This provision states that anyone who publishes or transmits someone else's private
photos  without  that  person's  permission is  violating  that  person's right to  privacy.
The majority of the time, this part is utilized while dealing with altered private photos and videos.

However, it is not made clear in this provision that images or films created with artificial intelligence will fall under its

purview.
iii. Transmitting Obscene material in electronic form [section 67 and 67A]: Are used mainly in the cases related to deep-
fake pornography.

iv. Controlling Power of the government [section69A]: It authorizes the government that if they think that any content might
hamper the sovereignty, national security, public order of a country.
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II. THE INTELLECTUAL PROPERTY LAWS

In the Intellectual property laws, there is a concern regarding the authorship of a Al generated content. The acts like the
copyright act was made according to the human creativity but today the contents are now being generated by the Al thus
there arises a question regarding the authorship and ownership of the content. The definition of author given under the
copyright act is not taking about the Al. So, the programmer, the developer of the platform using Al deep-fake content, the
user etc. who is said to be the owner of the content.

Also, there is a concern of copyright infringement happening on the name of training data. Many data which are given to
the Al are not given by the consent of the user, they are mostly collected from the online sources without the consent of the
user.

III.CONSTITUTIONAL LAW

There are certain articles under the constitution of India, which are majorly being affected by the deep-fake. Especially the
right to freedom of speech and expression along with right to privacy are majorly being affected by the deep-fakes. Here,
in right to freedom of speech and expression the major challenge is to maintain a balance between speech freedom and it’s
protection against the digital harm. Like article 19[1][a] protects freedom of speech but does it applies the same way when
memes are created with the help of deep-fake and are further being transmitted.

The constitution doesn’t clearly talks about right to personality like name, face, voice under the ambit of right to privacy,
but the judiciary have gradually recognized it. But, then comes the deep-fake which mostly replicate the individual’s replica
without his/her consent.

IV. Major Gaps found in the existing laws regarding the deep-fake technology are as follows:
a) There is not any proper dedicated law regarding deep-fake in our country. The IT Act was enacted before the Al was
developed thus, it doesn’t cover the deep-fake crimes effectively.
b) There is not a properly defined definition of deep-fake which creates gap in the interpretation of the words like deep-
fake, synthetic media etc.
¢) The present day laws focus on obscenity and impersonation but it don’t address the issues like non-consensual Al
generated content
d) The liability on the intermediaries is not strict, the platforms don’t auto-check the content for removing, it removes the
content only when someone raises a complaint.
e) Al labelling should be strictly followed, which is not present effectively today.
f) The jurisdictional challenge in overcoming the cyber-crimes is always present.
g) The data protected is still acting like a myth, biometric data protection rules are somewhere not sufficient enough to
protect our data.
h) Political deep-fakes are very much used these days, rules are absent regarding political deep-fakes.
i) The jurisdictional confusion and slow procedure of taking down the content is making the situation worse day by day.
j) Alsoitis very difficult to know who had created the deep-fake content. There is absence of legislation for the disclosure
of the creator with the content.
k) The Intellectual property laws like the copyright act recognizes the modern generative Al system or not is still a question.

P.T.O
ili. STATEMENT OF PROBLEM

Is the current legal frameworks, i.e. tort laws, intellectual property laws, criminal laws, cyber laws etc. are sufficient enough
to effectively prevent, identify, punish the circulation of deep-fakes or to address any other kind of challenges created by
Deep-fake.
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iv. SIGNIFICANCE OF THE RESEARCH

In the present world due to the vast rise in the technology, for the legislators, the courts, and the cyber-security enforcement
organizations, it is very important to believe in “seeing is no longer believing”. This research will help them to further
discuss on the topic of Al regulation by pointing out at the term Deep-fake, which somewhere breaches the fundamental
right to life and personal dignity along with other constitutional rights (especially with regard to women's dignity and
election integrity). While promoting the technological advancement it helps in creating a road map for constructing a free
and fair legal system.

v. SCOPE

This study will focus on the legal consequences of the deep-fake with regard to the right to privacy, defamation, intellectual
property rights along with cyber-crimes. It will also examine the international regulations like the EU Al Act along with
our legal frameworks like the IT Act 2000, Criminal codes and the DPDP Act.

vi. LIMITATION

As the technology is evolving at a very high speed, the major limitation is that to find out technical findings according to
the present needs, as it becomes out of date immediately. Additionally, it is very difficult to provide the remedies regarding
the crime related to the technology due to lack of globally accepted legal framework [jurisdiction issues].

P.T.O

vii. OBJECTIVES OF RESEARCH
i. To analyse how the Deep-fake technology is working and the way it is affecting our society and law-order.
ii. To determine whether the dangers created by the deep-fakes could be dealt with our current laws like IT Act, Intellectual
Property laws, criminal laws etc. or not.
iii. To evaluate whether our fundamental right to privacy, right to life, right to freedom of speech and expression are
balanced or not due to the rise of deep-fakes or synthetic media.
iv. To identify whether the legal, technological and regulatory reformations are needed to stop effectively the malicious use
of deep-fakes.

viii. HYPOTHESIS

Due to the rapid evolution and change in the technology and the sudden growth in the number of users, the traditional legal
frameworks like the IT act, criminal laws etc. are not alone enough to address the challenges created with the help of Al
like the deep-fake. There is an absence of globally accepted legal and regulatory framework could address this issue
effectively.

ix. RESEARCH METHEDOLOGY

The study will use empirical research methodology. It will be descriptive and analytical in nature, involving a critical
assessment of current laws, legal theories and court rulings.

x. SOURCES OF DATA COLLECTION
Primary Sources: Responses collected with the help of Google forms.

Secondary Sources: Constitution of India, statutory enactments (Information Technology Act, Intellectual Property Laws,
Criminal Laws), International treaties, conventions, and landmark judicial pronouncements by Supreme and High Courts.
Articles from law journals, reports from Law Commissions and parliamentary committees, news publications.

Tertiary Sources: The articles which are available on online website
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CHAPTER 2

CHALLENGES REGARDING THE INFRINGEMENT OF RIGHT TO PRIVACY AND INTELLECTUAL
PROPERTY IN THE AGE OF SYNTHETIC MEDIA

2. INTRODUCTION

Artificial intelligence's quick progress has completely changed how information is produced, shared, and used. The rise of
"deep-fake" technology is one of the most contentious technological advancements in recent years. Deep-fakes are artificial
intelligence-generated or altered synthetic media that mimic real people by employing machine learning and deep learning
techniques to produce incredibly lifelike photos, audio files, or videos. Although the technology has valid uses in
accessibility, education, entertainment, and digital innovation, its abuse has sparked grave worries about privacy, autonomy,
dignity, reputation, and democratic integrity.

Because deep-fakes can cause serious psychological, social, economic, and personal harm, their increasing ubiquity has put
judicial systems around the globe under pressure. Deep-fakes, in contrast to conventional image modification techniques,
have a sophisticated realism that makes them hard to spot. They can therefore trick viewers into thinking that fake content
is real. The protection of the rights to privacy and dignity, which are acknowledged as crucial elements of constitutional
and human rights jurisprudence, is significantly impacted by this.

Non-consensual deep-fake pornography, in which a person's face is digitally placed onto sexually explicit content without
that person's consent, makes the problem more serious. Women and marginalized groups are disproportionately affected by
such usage, highlighting the gendered aspects of technological abuse. Furthermore, deep-fakes enable identity theft,
impersonation, defamation, and violations of the right to publicity, all of which jeopardize legal personality and human
liberty.

Therefore, the rise of deep-fakes raises important ethical and legal issues, such as whether current laws are sufficient to
address harms caused by Al, how to protect privacy and dignity in digital environments, whether consent-based frameworks
are adequate, and how to hold creators, distributors, and platforms that enable such content accountable.

2.1INFRINGEMENT OF RIGHT TO PRIVACY AND PERSONAL DIGNITY

It is acknowledged that the right to privacy is a fundamental component of human autonomy and liberty. People may
manage personal data, sustain close connections, and protect their identities without unjustified intrusion thanks to privacy.

In the historic decision of Justice K.S. PUTTASWAMY v. UOI (2017), the Supreme Court of India unanimously ruled that
the right to privacy is a basic right safeguarded by Article 21 of the Constitution, solidifying the right's constitutional
standing. The Court noted that bodily integrity, informational self-determination, decisional autonomy, and the maintenance
of one's dignity are all components of privacy.

The ruling acknowledged that privacy and dignity are inextricably linked. Human dignity is the inherent value of every
person, necessitating respect for their identity, autonomy, and reputation. An assault on dignity is any misuse of technology
that degrades, objectifies, or takes advantage of a person without that person's consent. Because deep-fakes alter and exploit
personal information, images, videos, and biometric characteristics, they directly compromise informational privacy. By
denying people the ability to decide how their voice or image is utilized, they also violate decisional autonomy.
DEEP-FAKES CAN BE USED AS TOOL FOR INVASION OF PRIVACY

Theft of Personal Information:

Photos, videos, and audio recordings that are either publicly or privately collected are used to construct deep-fakes. Large
amounts of personal information are available on social media platforms, which may be used without permission. People
frequently become victims just because their photos are available online. Informational privacy is violated when such data
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is collected and altered without authorization. People no longer have control over how their personal data is used and
distributed.

Consent Violation:

The basis of privacy law is consent. Because deep-fakes are typically produced and disseminated without the subject's
consent, they are intrinsically problematic. Until the modified content is extensively disseminated, the victim might not be
awarethatitexists.

Deep-fake production becomes a type of digital exploitation when consent is lacking. Consent to share photos does not
entail consent to alter them into fake sexual content, even in cases where the original photos were voluntarily posted online.

Psychological and Emotional Damage:

Deep-fake victims frequently experience extreme emotional pain, embarrassment, anxiety, despair, and reputational harm.
Because viewers may mistake the phony content for real, the realism of deep-fakes exacerbates these negative effects.
Victims of cases with graphic sexual content often face stress, harassment, social exclusion, and career difficulties. The
psychological damage brought on by digital humiliation shows how privacy invasions affect people's dignity directly and
go beyond information abuse.

An enduring digital footprint:

The durability of internet circulation is one of the main problems caused by deep-fakes. It is almost impossible to remove
fake content completely once it has been submitted and spread. Copies may persist on websites, chat apps, and private
forums even after platforms remove the content.

Constitutional Dimensions of Deep-fakes

Article 21: Personal Liberty and the Right to Life:

The Right to life and personal liberty is protected under Article 21 of the Indian Constitution. This clause has been
interpreted by judges to encompass privacy, dignity, reputation, and mental health. Because deep-fakes violate autonomy
and dignity, they are in violation of Article 21. People lose control over their identity and public image when they use non-
consensual synthetic media.

Article 19[1][a]: Freedom of Speech and Expression

Concerns about freedom of expression are also raised by deep-fake regulation. Some applications of synthetic media can
be classified as political commentary, satire, parody, or creative inventiveness. But the right to free expression is not
unqualified. Reasonable limitations in the interests of defamation, decency, morality, public order, and security are allowed
under Article 19(2). Therefore, it is possible to control harmful deep-fakes that violate privacy, disseminate false
information, or harm one's reputation without violating the rights to free expression guaranteed by the constitution.

Keeping Expression and Privacy in Check:

The difficulty is striking a balance between the rights to privacy and dignity, expressive freedom, and technical progress.
While insufficient regulation leaves victims without recourse, excessive control may stifle free speech. Therefore, a
proportionality approach that separates malevolent deep-fakes from legal uses must be adopted by courts and legislators.

2.1.1 Non-consensual Deep-fake Pornography and its Gendered Impact

The term "non-consensual deep-fake pornography" describes sexually explicit synthetic media in which a person's body
or face is digitally incorporated into pornographic material without that person's agreement. Such material gives the
impression that the victim engaged in sexual activity.
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This type of misuse is among the most pervasive and detrimental uses of deep-fake technology. According to studies,
women are the focus of the vast majority of deep-fake pornography.

Non-consensual deep-fake pornography causes more harm than only reputational injury. It is a serious breach of bodily and
informational autonomy as well as sexual exploitation, cyberbullying, and gender-based abuse.

Targeting Women Disproportionately:

According to research, deep-fake pornography primarily targets women. Targets have included journalists, politicians,
students, activists, celebrities, and regular ladies.

Deep-fake abuse's gendered component is a reflection of larger patriarchal societal trends. Misogyny, objectification, and
sexual dominance are replicated in digital environments through use of the technology. Women are more susceptible to
reputational damage from fake sexual content because they are frequently subjected to more scrutiny over sexuality and
morals.

Digital Violence and Cyber Misogyny:

Cyber misogyny and deep-fake pornography are closely related. It normalizes online harassment and perpetuates negative
preconceptions that reduce women to sexual objects.

Trolling, threats, extortion, and public humiliation are commonplace for victims. Because the abuse is digital, the
offenders can target victims anonymously and quickly disseminate content throughout the world.

Chilling Impact on Women's Involvement:

Women are deterred from freely engaging in public life, politics, activism, and internet platforms by the possibility of deep-
fake abuse. Due of the ease with which publicly accessible photographs can be altered, women who maintain a public
presence are particularly vulnerable. This has a chilling impact on democratic participation and freedom of expression.

Sexually explicit deep-fakes aimed at undermining credibility and silencing voices have increasingly targeted female
politicians and journalists.

Sexual Autonomy and Bodily Integrity Violations:

As because it creates sexual behaviour without consent, non-consensual deep-fake pornography compromises sexual
autonomy. Digital appropriation of the victim's identity and body occurs for the purpose of sexual exploitation. The violation
is psychologically and socially similar to sexual abuse, even if there may not be an actual sexual act. Physical contact is
only one aspect of the idea of bodily integrity. Courts are beginning to acknowledge that equally serious suffering can result
from digital abuses of sexuality and autonomy.

Social and Psychological Effects on Victims:

Victims frequently encounter humiliation and shame, depression and anxiety, fear of being judged by others, academic and
professional repercussions, Break-down in relationships, emotional trauma and suicidal thoughts. Because of patriarchal
societal standards, women are disproportionately affected by the social stigma associated with sexual material. Victims may
still experience mistrust and moral policing even when content is shown to be fraudulent.

Because victims are unable to completely remove the fake content, the enduring nature of online circulation exacerbates
psychological distress.

Sexual Violence with Deep-fake Pornography:

Many academics contend that deep-fake pornography that is not consented to should be classified as sexual violence.
Physical assault is not the only kind of sexual violence. It encompasses actions that violate sexual autonomy and dignity,
such as coercion or exploitation.
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Victims of deep-fake pornography face unwelcoming objectification and public exposure. The severity of the injury is not
lessened by the lack of physical contact.

Therefore, it is possible to conceptualize the production and dissemination of such content as image-based sexual assault.
Revenge Pornography:

Deep-fake pornography is comparable to revenge pornography in that both involve the distribution of private photos without
permission. Deep-fake pornography, on the other hand, is different since the pictures may be completely fake. Because
offenders can avoid responsibility by claiming that the content is not "real," this presents special legal issues.
Even when the content is fake, the harm that results is nonetheless real.

2.1.2 DEFAMATION, IDENTITY THEFT AND RIGHT TO PUBLICITY.
Defamation and Deep-fakes:

The publication of untrue remarks that damage someone's reputation is referred to as defamation. Reputation is
acknowledged as a crucial component of personal autonomy and dignity.
Because fraudulent audio-visual information looks so real, deep-fakes raise special defamation issues. Deep-fake videos,
in contrast to textual rumours or photo-shopped images, can accurately show people acting in ways they never did. Also,
the viewers are more likely to accept audio-visual evidence, this realism exacerbates reputational loss.

Typically, a defamatory deep-fake involves:
False representation, dissemination or publication, reputational damage, and victim identification. Because deep-fakes
inaccurately depict people in compromising, illegal, immoral, or degrading circumstances, they satisfy these requirements.

Examples consist of: Politicians who seem to make provocative remarks, celebrities in pornographic material,
businesspeople are shown committing fraud, journalists seen advocating misleading information. Such false representations
undermine credibility and public trust.

Constitutional Reputation Protection:

Reputation is acknowledged by Indian courts as a component of Article 21. The Supreme Court stated that reputation is a
crucial component of dignity and upheld criminal defamation legislation in SUBRAMANIAN SWAMY v. UOI (2016).
Because deep-fakes allow for the broad distribution of fake, defamatory content, they pose a threat to constitutional
safeguards.

Challenges in Defamation Law

Dissemination Speed: Before victims can react, deep-fakes can spread quickly thanks to digital platforms.
Anonymity: Criminals may utilize foreign servers, encrypted services, or anonymous accounts.

Proof and Authenticity: When technological know-how is needed, victims may find it challenging to demonstrate
manipulation.

Viral Damage: Reputation can be severely harmed by even brief circulation.

Political Deep-fakes and Democratic Damage: Democratic systems are likewise at risk from deep-fakes. It is possible for
political people to be erroneously portrayed as saying hurtful things, encouraging violence, or acknowledging corruption.
Elections and public opinion can be distorted by such manipulation. Deep-fakes also contribute to a "liar's dividend,"
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which allows real evidence to be written off as fraudulent. Public confidence in the media and democratic institutions is
weakened by this.

Identity Theft with Deep-fakes:

The unlawful use of another person's identity for dishonest or fraudulent purposes is known as identity theft. Because Al
can accurately mimic face characteristics, speech, and behaviours, deep-fakes exacerbate identity theft. Fraudsters can trick
family members, employers, or financial institutions by using voice cloning technologies to mimic speech patterns.

Types of Deep-fake Identity Theft

Financial Deception: Fraudsters may pose as CEOs and approve financial transactions by using voice or video clones.
The use of social engineering: Victims may be tricked into disclosing private information by Al-generated mimicry.

Online Deception and Cat-fishing: Deep-fakes can be used to fabricate online personas for extortion or exploitation.

False Endorsements: Influencers and celebrities may be misrepresented as supporting goods or political agendas.
The Law Concerning Identity Theft:

Identity theft including the illicit use of passwords, electronic signatures, or other identifying characteristics is illegal
under Section 66C of the Information Technology Act.

Cheating by personation using computer resources is punishable under Section 66D.

However, sophisticated Al impersonation may not be adequately addressed by current regulations.

RIGHT TO PUBLICITY:
The right to regulate the commercial use of one's name, likeness, voice, image, or identity is known as the right to publicity.

For public people, athletes, performers, and celebrities whose identities have commercial worth, this privilege is especially
important.

When someone's likeness is utilized for profit without their permission, deep-fake violate their right to publicity.

Examples consist of: Celebrity-starring Al-generated ads, artificial endorsements, digital personas that mimic public
figures, videos that have been altered for financial gain.

Differentiating between Rights to Privacy and Publicity:

Publicity and privacy rights are related, yet they are not the same.

People are shielded from unwelcome interference and psychological damage by privacy.

The commercial exploitation of identity and economic interests are the main emphasis of publicity right. Thus, both rights
may be violated concurrently by a deep-fake.

For instance, the unapproved use of a celebrity's image in explicit Al-generated content may result in both financial loss
and psychological pain.
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Al-Based Commercial Exploitation: Synthetic endorsements and Al-generated ads present new legal challenges. Without
authorization, a business may utilize Al to replicate a celebrity's image. Customers may be misled by such use, and people
may lose out on licensing income.

2.2.2 TP CHALLENGES IN THE AGE OF SYNTHETIC MEDIA AND COPYRIGHT INFRINGEMENT IN Al
TRAINING DATA

Intellectual property (IP) law is one of the main fields impacted by deep-fake technology. Conventional IP frameworks
were developed for works created by humans and traditional copying methods. Al-generated and Al-manipulated content,
however, calls into question these presumptions. Ownership, authorship, copyright infringement, moral rights, fair use,
licensing, and digital personality rights are among the issues that come up. The line between inspiration and illegal copying
has become more clouded due to Al systems' growing capacity to mimic artistic styles, voices, and likenesses.

Deep-fakes also bring up more general social issues. They have the ability to disseminate false information, influence
elections, harm people's reputations, and take advantage of people without their permission. Unauthorized digital clones of
actors and singers pose a threat to the entertainment sector, as publishers and artists contest the use of copyrighted content
in Al training datasets. Globally, governments and courts are currently finding it difficult to modify current legal theories
to fit the quickly developing Al ecosystem.

Four major legal and intellectual property issues associated with synthetic media and deep-fake technologies:

1. IP challenges in the age of synthetic media

2. Copyright infringement in Al training data

3. Ownership and authorship of deep-fake generated content

4. The doctrine of fair use versus unauthorized digital cloning

e [P Challenges in the Age of Synthetic Media (Deep-fakes)

Because deep-fake technology makes it possible to replicate and imitate protected content with great realism and little
effort, it has raised significant intellectual property problems.

Traditional Intellectual Property Frameworks Face Challenges:

The development of traditional intellectual property laws was predicated on the idea that identifiable human creators are
the source of creative works. Because Al systems may independently produce realistic material based on pre-existing works,
deep-fake technology challenges this idea.

The main IP issues are as follows: Unauthorized duplication of works protected by copyright, digital voice and likeness
cloning, producing derivative works without authorization, ownership and liability are difficult to determine, infringement
of one's personality rights, conflicts between jurisdictions across borders.

When it comes to machine-generated innovation, these problems highlight the shortcomings of traditional copyright
concepts.

Copyright Challenges:
Unauthorized Duplication:
Copyrighted content, including movies, songs, images, paintings, and written texts, is frequently used by deep-fake systems.

Large amounts of internet data are scraped by Al engineers in order to train models. Copyrighted materials may be
unlawfully copied, stored, and examined during this procedure.
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This puts creators' rights and Al advancement at odds. Because their works are copied digitally, copyright holders contend

that using their creations for Al training without permission constitutes infringement. However, Al companies argue that

because the process is transformative, it is permitted under principles like fair use or text-and-data mining exclusions.
P.T.O

Derivative Operations.

Content that closely resembles authentic copyrighted works can be produced with deep-fakes. For instance: Songs produced
by Al could mimic the voice and style of a vocalist, artificial art may imitate the visual methods used by an artist, texts
produced by Al could imitate a writer's style. If these outputs significantly replicate protected expression, they may be
considered unapproved derivative works under copyright law.

Challenges with Trademarks and Brands.

Additionally, trademark rights may be violated by synthetic media. Fake celebrity endorsements or Al-generated ads could
misrepresent a brand's affiliation. Deep-fakes have the potential to produce fake advertising campaigns that undermine
customer confidence.
For example: A deep-fake video can purport to show a famous person promoting a product, artificial influencers could
mimic current brand advocates, stock markets may be manipulated by phony business announcements.

Traditionally, customers are shielded from misunderstanding about the source of products and services by trademark law.
However, identifying culpability and purpose is made more difficult by Al-generated impersonations.

Rights to Publicity and Personality.

The personality rights, particularly the right to publicity and image rights, are seriously threatened by deep-fake technology.
These rights prevent unapproved commercial exploitation of a person's name, voice, appearance, likeness, and identity.
Because Al systems may digitally replicate their voice or appearance without permission, actors, singers, sportsmen, and
influencers are especially vulnerable.

Examples consist of songs produced by Al that imitate well-known singers, celebrity likenesses used in artificial
advertising, human performers are being replaced by virtual actors. Such actions could circumvent license agreements and
profitably exploit an individual's identify.

Moral Rights Issues

Numerous legal systems acknowledge moral rights, such as the attributional right, the right to the work's integrity. Deep-
fakes have the potential to harm an artist's reputation by manipulating or distorting their work. An Al system might, for
instance, create offensive copies of artistic works or change sequences created by filmmakers.

The creator may no longer have control over how their work is displayed to the public, which makes this problematic.

Enforcement and Jurisdictional Challenges.

Because synthetic media travels the world via the internet, policing is challenging. A deep-fake hosted on servers in one
nation may target people in another. Different nations take different stances on copyright legislation, data security, the rights
of personality and regulation of Al. Because of this, victims frequently encounter procedural barriers when attempting to
get remedies.

Evidentiary Issues.

Digital evidence is undermined by deep-fakes. Digital photos, audio files, and video footage are being used by courts more
and more. However, it is challenging to assess authenticity in synthetic media. This leads to difficulties in Criminal actions,
Cases of defamation, the integrity of elections, the security of the country. Researchers stress that increasingly complex
generation techniques are a persistent threat to deep-fake detection algorithms.
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COPYRIGHT INFRINGEMENT IN AI TRAINING DATA

Al Training's Nature.

For training, generative Al systems need massive amounts of data. This information comprises: Books, Pictures, Videos,
Music, Code, The posts on social media, Scholarly publications.

Web scraping techniques are widely used by Al engineers to gather publically accessible content from the internet. A
large portion of this content is covered by copyright laws.

Copying works into datasets, transforming them into machine-readable representations, and identifying patterns within
them are all steps in the training process.

Why Copyright Problems Occur.

Creators are granted exclusive rights under copyright law to make copies of works, distribute the work, get derivative
works ready, publicly exhibit artwork.

Because copyrighted works are duplicated during dataset creation and processing, Al training frequently involves the
reproduction right. Rights holders contend that the commercial exploitation of creative labour by Al businesses is profitable.

The Problem of Reproduction:

Copyrighted resources must be stored and analysed in order to train generative Al. Because digital copies are made, even
if only momentarily, scholars contend that this technique can be considered reproduction under copyright law. Al firms
argue that instead of maintaining emotive content, machine learning only extracts statistical associations.
Critics point out that contemporary generative models can occasionally produce outputs that are strikingly similar or
replicate copyrighted content verbatim.

Over-fitting and Memorization.

"Memorization" or "over-fitting" is a significant issue. When Al systems replicate portions of training data too precisely,
this happens.

For instance: Copyrighted picture reproduction, creating passages from books, copying musical compositions, replicating
creative styles.

Because they imitate copyrighted expression rather than only learning abstract patterns, such outputs can constitute
infringement.

Al developers have been the target of several lawsuits. Al systems were allegedly trained on copyrighted literature without
permission, according to authors and publishers. Artists assert that their works and styles were imitated by image-generation
systems. Al-generated summaries and reproductions, according to media corporations, compete with journalism
marketplaces. Artificial intelligence-generated voice clones and synthetic songs that mimic artists are challenged by
musicians. Future copyright jurisprudence will be greatly influenced by these cases.

2.2.1 OWNERSHIP AND AUTHORSHIP OF DEEP-FAKE GENERATED CONTEXT:

The Problem of AI Authorship

Authorship and ownership of Al-generated works are among the most contentious topics in contemporary IP law.
Conventional copyright frameworks presume that: The work is written by a human author, human intellectual exertion is
reflected in creativity, authorship gives rise to ownership. These presumptions are called into question by deep-fake
technologies, which allow Al systems to produce realistic media on their own with little assistance from humans.
Principles copyright is mainly Human-Centric i.e. only human authors are recognized by the majority of copyright laws in
the world.

Who Is the Owner of Deep-fake Content?

A number of potential claimants could claim ownership of deep-fakes produced by Al:

The developer of Al, the user asking the Al, the training data owner, the person portrayed, nobody (public domain).
Different ethical and legal questions are brought up by each strategy.
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Al Developers' Ownership.

Al firms may assert ownership due to:

The program was developed by them, the model was trained, the developers made resource investments. Ownership of
software does not, however, always translate into ownership of all Al-generated output.

User Ownership

Some contend that since they direct the creative process, users who offer cues and instructions ought to be the owners of
the results. This method is similar to ownership concepts in digital design or photography, where tools support human
creativity. Determining an adequate human contribution is still challenging, though.

Theory of Public Domains:
According to a different theory, since there is no human creator, works created entirely by Al should stay in the public
domain. Although this strategy encourages public access, it might deter investment in creative Al.

Ownership Conflicts and Personality Rights:

Real people are frequently portrayed in deep-fakes. Copyright ownership and personality rights clash as a result.
For instance: A user produces a fake actor's video.

The video produced by Al might use unique language.

Nevertheless, the actor's image is used without permission.

Personality rights may limit the resulting work's commercial use even if copyright is present.

Authorship Guidelines.

The degree of human involvement in Al-assisted projects is being assessed by courts more and more. Among the pertinent
factors are:

Inventive rapid choosing.

Modification and editing.

Organizing outputs by hand.

Al autonomy level.

Copyright protection is more likely if human ingenuity predominates.
Issues with Joint Authorship

Al-related complex projects may require several contributors:
Creators of datasets, Programmers, Quick engineers, Editors, Final consumers etc.
When contributions overlap, it becomes challenging to determine shared authorship.

Al and Moral Rights

Moral rights concepts are complicated by Al-generated works because attribution could become ambiguous, without
permission, artists' styles may be imitated, reputations may be distorted by deep-fakes.

Artists are calling for more control and acknowledgment when their creative identities are imitated by Al

Economic Consequences:

Large companies may control the creative industries through automated content creation if Al-generated works are granted
copyright protection.

Denying protection, on the other hand, might lessen the motivation for Al innovation.

For policymakers, striking a balance between these interests continues to be a major task.
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The New Developments needed in Law

Courts and governments are looking on potential reforms like:

Al-generated content must be disclosed, watermarking digitally, copyright regulations unique to Al, licensing regimes
based on consent, acknowledgment of rights to synthetic identities.

But as of right now, there is no universal legal framework.

2.2.2 THE DOCTRINE OF “FAIR USE” vs. UNAUTHORIZED DIGITAL CLONING

What Fair Use Means:

The legal concept of fair use is mainly accepted in the US. Under specific circumstances, it allows limited unapproved use
of copyrighted content. The doctrine aims to strike a balance in Creators' protection, the right to free speech, creativity, the
interest of the public.

The Four Fair Use Factors.
i. Goal and Type of Use
The Courts consider if the usage is non-commercial or commercial, reproductive or transformative. Fair use is more likely
to apply to transformative uses.
ii. Character of the Copyrighted Content
Factual works are not as strongly protected as creative ones.
iii. Quantity and Significance
Courts evaluate the extent to which the original work was utilized.
iv. The Impact on the Market
This aspect looks at whether the use hurts the original work's market value.

Fair Use and AI Training
Model training, according to Al businesses, is fair use because it creates statistical representations from data, results are
not the same as the original works, the training is similar to indexing or search engine operations.

Criticism of Claims of Fair Use

Opponents contend that Al systems are essentially different from human learning due to the following:-

Large-scale replication, exploitation for profit, automated duplication, substitution in the market.
Publishers and artists argue that generative Al poses a threat to creative labour markets.

Unauthorized Digital Cloning

The term "digital cloning" describes the unapproved duplication of an individual's speech, the face, appearance, motions,
also the creative identity.

Such cloning is becoming more and more affordable because of the deep-fake technology.
Examples consist of:

Artificial celebrity endorsements, songs produced by Al that imitate musicians, the digital resuscitation of actors who have
passed away.

The Problems with Digital Cloning

Digital cloning without authorization may violate copyright legislation, trademark legislation, rights of personality, rights
to privacy, the law against defamation.

Victims could be harmed by financial losses, damage to one's reputation, emotional anguish and the exploitation of identity.
The Conflict in Between Fair Use and Digital Cloning:

Whether Al-generated imitations are criminal appropriation or transformative expression is the main legal dispute.
Justifications for Fair Use Advocates contend that new forms of expression are produced by Al, copyright does not apply
to artistic styles, widespread access to training data is necessary for innovation.
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Excessive limitations could impede scientific research and technological advancement, according to some academics.
Arguments Opposed to Fair Use

Critics contend that deep-fakes directly take use of people's identities, human performers are replaced by voice cloning, Al
outputs and originals are in commercial competition, unauthorized cloning compromises consent.
They argue that the exploitation of a person's identity or creative effort should not be justified by fair usage.

Economic Substitution and Market Damage

Market substitution is one of the most compelling arguments against fair usage. For instance Al-generated graphics could
take the place of human artists, voice actors may be replaced by synthetic voiceovers, and the deep-fake actors could make
it harder to find work. The Courts may reject fair use claims if Al-generated content directly competes with original works.

Moral Aspects

The fair use controversy touches on ethical in addition to legalities.

Among the crucial ethical issues are, Should Al training be paid for by creators?
Is it possible to innovate without consent?

Should the digital rights of the deceased be preserved?

Is it possible to market human identity indefinitely?

These problems draw attention to conflicts between human dignity and technical advancement.

Balanced Regulation Is Necessary

More and more experts support fair regulatory regimes that safeguard artists and people, promote creativity, encourage
openness, assure responsibility and avoid abuse.

CHAPTER 3
SOCIAL IMPACT OF DEEP-FAKES ALONG WITH THE REGULATORY APPROACHES FOR DEEP-FAKE
AND INTERMEDIARIES:

3.1 Social impact of deep-fakes:

The digital ecosystem has entered an era of "synthetic media," where music, video, text, and images may be artificially
created, thanks to the quick development of artificial intelligence (Al), machine learning, and generative adversarial
networks (GANSs).

Incredibly realistically altered. "Deep-fakes," a word used to depict hyper-realistic manipulated media produced using deep
learning algorithms, are among the most contentious examples of synthetic media. Deep-fakes can mimic voices, gestures,
facial expressions, and even emotions, making it difficult to distinguish between reality and application. However, they
have rapidly developed into a tool that can affect public opinion, violate privacy, interfere with democratic processes, and
violate intellectual property rights. Concerns about false information, non-consensual pornography, identity theft,
defamation, and copyright breaches have grown as generative Al technologies become more widely available.

Deep-fakes provide a complex legal problem from the standpoint of cyber law. The intricacies of synthetic media were not
intended to be addressed by the legal frameworks that were in place in India and around the world. Conventional beliefs on
copyright, privacy, Al-generated works and digitally cloned identities are difficult for authorship and personality rights to
accept.

Concern regarding deep-fake harms has grown among Indian judges and academics, particularly in cases involving public
figures, political disinformation, and Al-generated likeness exploitation. Recent court cases in India show how personality
rights and privacy risks related to synthetic media are becoming more widely acknowledged.
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3.1.1 Effects on Democratic Conversation and Truth

The decline in public confidence in visual evidence is one of the most hazardous social repercussions of deep-fakes. In the
past, photos and movies were trustworthy sources of evidence. This trust in evidence is compromised by deep-fakes.

The rise of "liar's dividend" has grown to be a serious issue. This idea describes circumstances in which people reject
authentic evidence as fraudulent in order to avoid responsibility. Politicians who are accused of wrongdoing may argue that
real videos are manipulated by artificial intelligence.

Additionally, deep-fakes have been used as weapons in elections to distribute false information, trick voters, incite conflict
within the community, it can tarnish the political reputations.

The democratic atmosphere in India is especially precarious because of the high usage of social media, quick spread of false
information, diversity in language, low levels of digital literacy.

Social and Psychological Damage

Deep-fakes are digitally produced or altered photos, videos, or audio recordings that give the impression that someone is
saying or doing something that never happened. Deep-fakes are now simpler to produce and disseminate due to the quick
development of artificial intelligence and social media. Many deep-fakes are made with malicious intent, even though some
are intended for amusement or instruction. Because deep-fakes target a person's identity, dignity, reputation, and mental
health, the social and psychological harm they do is exceedingly severe. As the falsified content spreads online, victims
frequently endure silent suffering. Deep-fakes have an effect on more than just individuals; they can erode public confidence
in online information and digital communication.

Emotional anguish is among the most detrimental consequences of deep-fakes. When victims come across phony content
online that uses their voice or face, they frequently feel violated, horrified, and powerless. It can be quite painful to see
oneself misrepresented in inappropriate or humiliating circumstances. Because it feels like they have lost control over who
they are, many victims report the experience as extremely upsetting. When the content quickly spreads across other social
media platforms, the psychological strain gets even worse. Victims may always worry about who has viewed the material
and how others may perceive them.

Another significant effect of deep-fakes is social humiliation. False photographs or videos can harm a person's reputation
among friends, family, co-workers, classmates, and the broader public. People may continue to question the victim's
innocence even after the content is shown to be fraudulent. Sensational content frequently elicits fast reactions from society
without fact-checking. Victims may thus become the focus of the gossip, mockery, and public humiliation. Some people
avoid social situations out of fear of being ridiculed or evaluated by others.

Deep-fakes can potentially wreak significant damage to a person's reputation. With an edited video might falsely depict
someone participating in unlawful, immoral, or unethical activities. This can undermine the value of hard labour, trust, and
professional achievement in a relatively short period of time. Public figures, professionals, and teachers. Both business
executives and ordinary citizens might become victims. When a person's internet reputation is tarnished, it is incredibly
difficult to regain trust. Search engines and social media platforms may continue to display the bogus content long after it
has appeared, creating long-term reputational damage.

Depression and anxiety are common psychological consequences reported by deep-fake victims. Constant stress, fear,
embarrassment, and public pressure can have a bad impact on mental health. Victims may feel powerless because they
cannot completely prevent the spread of fraudulent content. Anxiety is frequently caused by fear of social criticism,
professional harm, or risks to one's personal safety. In severe circumstances, sufferers may experience insomnia, panic
attacks, a lack of confidence, and emotional isolation. Some people may need professional counselling or treatment to heal
from the psychological trauma induced by deep-fakes.
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Deep-fakes can also result in job losses and career setbacks. Following the discovery of distorted content online, the
employers may question a victim's character or credibility. Employees may face suspension, termination, or missed career
chances as a result of false charges made using deep-fakes technology. Business professionals may lose clientele,
relationships, or public trust. Students and job seekers may also suffer when fraudulent videos harm their academic or
professional reputations. Even if the content is later revealed to be fraudulent, considerable damage may have already been
done.

The viral nature of digital platforms exacerbates the matter significantly. Social media allows content to be shared
internationally in minutes. Once a deep-fake has been shared, downloaded, reposted, or replicated across several platforms,
it is very impossible to remove completely.

Even if the original source is destroyed, other versions may still circulate online. This permanent digital presence causes
ongoing concern for victims since they are aware that the content may return at any time. The rapidity of online sharing
also increases the scope of harm before fact-checking or legal action is taken.

Deep-fakes are highly associated with cyberbullying. Individuals, particularly teenagers and young adults, may become
targets of online harassment via manipulated media. Bullies utilize phony recordings and images to humiliate, threaten, or
socially isolate people. Deep-fakes, which appear genuine, can easily mislead viewers and amplify online abuse. Victims
of cyberbullying frequently experience fear, loneliness, and emotional distress. Continuous online attacks can harm
academic achievement, social relationships, and self-esteem.

Another risky application of deep-fake technology is vengeance pornography. In numerous circumstances, an individual's
face is digitally substituted into sexual or indecent content without their permission. Women are disproportionately affected
by such abuse. These false sexual recordings are frequently used to humiliate, dominate, or punish individuals following
personal disagreements or relationship breakdowns. Revenge pornography violates privacy, dignity, and personal rights.
Victims may suffer considerable emotional suffering. Social shame. And long-term psychological distress. The threat of
such exploitation fosters insecurity and distrust in online communities.

Deep-fakes are increasingly being used in blackmail and extortion. Criminals may fabricate films or audio recordings to
intimidate victims and extract money, personal information, or other favours. Victims may fear that others will accept the
phony content, causing them to remain silent or comply. In certain cases, scammers employ deep-fake voice technology to
imitate family members, business executives, or government officials. Such crimes can result in financial loss, mental
distress, and serious legal consequences.

Beyond individual pain, deep-fakes cause larger social problems. One of the most serious risks is a loss of faith in digital
communication. As deep-fakes get more lifelike, consumers may begin to question the veracity of genuine movies, pictures,
and audio recordings. This causes misunderstanding regarding what is true and false. False information can quickly spread,
swaying public opinion and undermining societal harmony. Deep-fakes could potentially be used to convey political
propaganda, sway elections, or incite social unrest.

The erosion in faith in the media has an impact on journalism and law enforcement. Education and public communication.
People can allege that real recordings are false, which calls authentic evidence into question. Dishonest people refute
genuine facts by blaming deep-fake technology, a situation known as the "liar's dividend." As a result, society may struggle
to separate reality from manipulation. This reduces trust in internet information and undermines democratic discourse.
Deep-fakes induce psychological terror, which influences how individuals behave online. Individuals may become more
careful while sharing images, videos, or personal information on social media. Some people may avoid participating in
digital areas entirely because they fear the misuse of their identity. This limits freedom of expression and causes anxiety
during online conversations. Trust between individuals may erode because people no longer feel convinced about the
authenticity of digital content.

Children and teenagers are especially sensitive to the negative consequences of deep-fakes. Young individuals may not
completely comprehend how manipulated media works, making them easy targets or inadvertently spreading misleading
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information. Exposure to humiliating or explicit deep-fakes can have major consequences on emotional development and
mental health. Schools and parents thus have an essential role in educating children about digital safety, ethical internet use,
and media literacy.

Governments, tech businesses, and educators and society must work together to mitigate the negative effects of deep-fakes.
Strong laws and regulations are required to penalize individuals who perpetrate malicious deep-fakes. Social media
platforms should enhance their mechanisms for recognizing and removing manipulated information rapidly. Artificial
intelligence systems can also aid in detecting bogus media before it spreads widely. Public awareness initiatives are
necessary to teach individuals how to verify information and prevent distributing erroneous content.

3.1.2 ECONOMIC AND CYBER SECURITY CONCERNS

Deep-fake voice cloning has emerged as a major economic and cyber security issue as it is being used in sophisticated
fraudulent activities. Cyber criminals can now create incredibly realistic synthetic voices that resemble executives, public
personalities, and even family members with startling precision. These technologies have been used in financial fraud,
business impersonation, CEO scams, and phishing attacks, in which attackers trick victims into sending money, giving
sensitive information, or granting illegal access to confidential systems. For example, fraudsters may utilize cloned voices
to mimic senior company officials and tell employees to do urgent financial transactions, taking advantage of confidence
and authority within organizations.

Furthermore, the proliferation of synthetic identities has raised worries about the trustworthiness of digital identification
methods. Many enterprises increasingly rely on voice recognition and biometric verification for security; however, deep-
fake technologies weaken these processes by successfully duplicating an individual's vocal features, allowing them to evade
authentication protocols. As a result, cyber security infrastructures are increasingly vulnerable to identity theft, unauthorized
system access, and large-scale social engineering attacks. As a result, deep-fake voice cloning is not only a scientific
problem, but also a significant threat to economic stability, organizational trust, and digital security in modern society.

3.1.3 IMPACT ON WOMEN AND ON THE MARGINALIZED COMMUNITIES

The advent of deep-fake technology has raised severe ethical, social, and psychological concerns, especially among women
and underprivileged groups. Deep-fakes are digitally altered photos, movies, or audio recordings made with artificial
intelligence to impersonate genuine people. While technology can be utilized to entertain, educate, and innovate, its misuse
has disproportionately hurt society's most vulnerable people. The impact goes beyond individual victims to address greater
issues of gender inequality, discrimination, and misuse of power in digital environments.

Women are among the most common victims of malevolent deep-fake content, particularly non-consensual deep-fake
pornography. According to research, women account for the vast majority of deep-fake pornographic material available
online, including celebrities, journalists, politicians, and everyday people. In many situations, women's faces are digitally
overlaid on sexual content without their knowledge or permission. This type of exploitation undermines privacy, dignity,
and physical autonomy.

Victims face harsh and multifaceted consequences. Women subjected to deep-fake pornography frequently experience
emotional pain, embarrassment, anxiety, despair, and reputational harm. Such content can harm personal relationships,
careers, and social standing. In professional settings, women may lose trust or endure harassment as a result of edited
content that incorrectly shows them in vulnerable situations.

Furthermore, deep-fake abuse mirrors and perpetuates patriarchal frameworks that have traditionally objectified and
controlled women's bodies. Technology becomes yet another tool for perpetrating gender-based violence in the digital
realm. Because women already suffer greater rates of online harassment and cyber abuse, deep-fakes exacerbate existing
inequities rather than introducing wholly new kinds of discrimination.
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Now, for marginalized group the impact are as follows:

Hate propaganda

Deep-fakes can be used to disseminate hate against marginalized groups by fabricating films or statements that promote
stereotypes, provoke violence, or support prejudice. Manipulated media may depict members of minority communities as
engaging in criminal, immoral, or anti-national acts. Such information can exacerbate prejudice, social antagonism, and
communal problems.

The quick spread of misinformation via social media platforms exacerbates the danger. Many viewers may fail to recognize
edited content, reinforcing harmful biases and hostility toward already vulnerable communities.

Targeted misinformation

Marginalized groups are likewise vulnerable to targeted misinformation efforts designed to influence public opinion or
suppress political involvement. Deep-fakes can be strategically used to undermine activists, community leaders, or social
movements by portraying them as dishonest, violent, or radical. During elections or political confrontations, misinformation
can undermine democratic participation and marginalize minority views.

Targeted misinformation is especially destructive since underrepresented communities may already have limited access to
accurate media coverage. Deep-fake technology thus heightens the likelihood of social exclusion and political
marginalisation.

3.1.4 Cultural Manipulation

Deep-fake technology can also help to manipulate cultural narratives by distorting minority communities' identities,
traditions, and histories. Artificially generated content may distort cultural practices, religious beliefs, or historical events,
resulting in confusion and cultural erasure. In certain circumstances, deep-fakes are used to mock or criticize cultural
identities for amusement or political purposes.

This manipulation jeopardizes the legitimacy and integrity of cultural representation in digital environments. For
populations already striving for recognition and equality, such misuse of technology exacerbates social estrangement and
hinders attempts to promote inclusion and respect.

3.1.5 Reinforcement of social inequalities

One of the most troubling elements of harmful deep-fakes is how they exacerbate existing societal inequities. Technology
is typically viewed as neutral; nonetheless, its implementation reflects societal biases and power systems. Deep-fake abuse
disproportionately impacts populations who already face discrimination, harassment, and little protection from social and
legal systems.

Deep-fakes maintain patriarchal domination by transforming women's identities into targets of exploitation and humiliation.
For oppressed groups, technology becomes a tool for disseminating hatred, ignorance, and cultural distortion. As a result,
deep-fakes do more than only cause new digital problems; they exacerbate long-standing inequities based on gender,
ethnicity, class, sexuality, and political power.

3.1.6 Threat to media and journalism

Synthetic media, particularly Al-generated content such as deep-fakes, altered audio, forged articles, and manipulated
videos, pose a significant threat to journalism and public trust. Because this content can closely resemble genuine persons,
events, and news reports, it is difficult for viewers to distinguish between truth and deception.

- Synthetic media harms journalism by presenting fake content as legitimate.

Journalism relies on accuracy, proof, and public trust. Synthetic media weakens these underpinnings by making bogus
information appear incredibly realistic. All systems can generate films, audio, photos, and written reports that simulate
genuine events or individuals. For instance, a bogus video could show a government leader spreading misleading
information.
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Edited audio clips may imitate journalists or celebrities, while Al-generated articles may mimic reputable news
organizations' style.

Many individuals receive news quickly through social media, so they may believe and distribute erroneous information
before it is validated. This harms the reputation of legitimate journalism by leading audiences to question whether any
content is genuine.

Another risk is that genuine reporting is misinterpreted as fraudulent. This phenomenon, known as the "liar's dividend,"
occurs when those accused of crime dismiss real evidence by claiming it was manufactured by artificial intelligence.

- Deep-fake news reports are falsified broadcasts or videos made using artificial intelligence to mimic real news outlets,
reporters, or events.

How they function Al can:

IT can replicate a person's face and voice, it can also recreate the newsroom settings, create realistic video footage, can
create credible news scripts.

Deep-fake reports are dangerous because they appear professional and trustworthy, leading to the rapid spread of
misinformation. Viewers may not recognize tampering, especially if the logos, presenters, and visuals mimic those from
reputable news networks.

Possible effects are as follows:

Can provide false political information during elections, fake emergency announcements, manipulated financial news,
which impacts the markets, can do harm to the reputations of prominent figures or organizations.

- Interviews were fabricated.

Fabricated interviews include fabricating fictitious discussions or remarks that never occurred.

Methods which Al tools can use are as follows:

They can create realistic voices, can record lip-synced video footage, it can create fully imaginary dialogue. A public figure
may appear to be offensive and provocative or deceptive remarks, even if they never made them.

The consequences are as follows:

It Damages to the personal and professional reputations of the individual, it can help in spreading political propaganda, also
can help in the manipulation of public emotions, it can cause loss of confidence during genuine interviews. Journalists may
also have difficulties in confirming the authenticity of genuine recordings once false copies become ubiquitous.

Also it can generate manipulated war film which can cause misunderstanding during emergencies, during wartime, natural
disasters, or emergencies, people depend greatly on media for accurate information. Manipulated footage might alter reality
during these sensitive times.

Examples of Al-generated videos are it can show the attacks that never happened, it can also make exaggerated claims
about devastation or casualties, it can misrepresent military operations, this may also spread phony humanitarian
emergencies.

This particularly harmful in various crisis situations like:

Whenever people see something related to crisis, they respond emotionally and fast, also the governments and corporations
make critical decisions during such situation, panic spreads quickly by such misinformation.

False film can amplify fear and incite violence. It could cause diplomatic problems between nations. It may also disrupt
rescue operations or humanitarian relief activities.

P.T.O

3.2 Analysis of domestic frameworks

A. DPDP ACT

So, first of all we will study the newly enacted DPDP Act 2023, in this act it had made compulsory to give the consent for
the data which is acquired by the data fiduciary from the one who is generating the data, the data collected must be for a
specific purpose, unconditional and free from any kind of ambiguity. Here, the compulsory unconditional consent had made
the data of the users vulnerable for the cyber-crimes. The users are not getting the chance for giving their consent according
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their own will. It is called as the Rights of Data Principal. One of the most famous case, which was happened recently
before the act came into force is as follows:

It was made against the policy of sharing the users data is Facebook India Online case, here in this case, the data of the
Whatsapp users were shared with the Facebook and if the Whatsapp will not share the data with Facebook, it will lead to
the termination of the services. In this case, the honorable Delhi High Court held that this sharing of data is unreasonable
and is not fair for the users of Whatsapp. But, in spite of this the policies for the protection of the data, in scenarios like this
is not being discouraged by the DPDP Act, and thus, the data shared can be used for various purposes including for Al
training also, as the data shared are with the consent of the users only.

B. INFORMATION TECHNOLOGY ACT, 2000.

In India, the act dealing with cyber-crimes is no other than IT Act 2000. The act was influenced by the UNCITRAL Model
Law on E-commerce also, the IT Act was amended in the year 2008 due to the emerging cyber-crime threats. But at the
time of enactment of the IT Act, it was considered progressive and a kind of ahead of time. There are a lot of cyber related
offences which are recognized under the IT Act 2000. They are given under chapter 11 “OFFENCES”. This act covers
various kinds of cyber-crimes like, the offence of tampering with the computer related documents, offences related to
computer, transmitting obscene material with the help of electronic medium of data transfer.

Now, as we can see that the act came in the year 2000, and at that time Al was not there, as it came before the evolution of
Al, machine learning and deep-fake technologies, it lacks in provisions regarding the crimes committed with the help of
these new technologies.

The deep-fake cases has an indirect intersection with various crimes like defamation, identity theft, privacy violations,
financial scams, sexual harassment etc.

But, in the IT Act the word deep-fake is no-where mentioned. Still it deals with the cases of deep-fakes to a certain extent
by the help of various other provisions which are somewhere, indirectly linked with the deep-fake crime. Few examples of
these kind of sections are as follows:

v. Identity Theft [section 66C]: It stipulates that anyone who fraudulently or dishonestly uses another person's electronic
signature, password, or other distinctive identifying feature faces a maximum sentence of three years in prison and a fine
of up to one lakh rupees.

However, it is also unclear if voice cloning and face identity fall under the definition of unique identification.

vi. Violation of Privacy [section 66E]: This provision states that anyone who publishes or transmits someone else's private
photos without that person's permission is violating that person's right to privacy.
The majority of the time, this part is utilized while dealing with altered private photos and videos.
However, it is not made clear in this provision that images or films created with artificial intelligence will fall under its
purview.

vii. Transmitting Obscene material in electronic form [section 67 and 67A]: Are mainly used in the cases related to deep-
fake pornography.

viii. Controlling Power of the government [section69A]: It authorizes the government that if they think that any content
might hamper the sovereignty, national security, public order of a country.

C. THE INTELLECTUAL PROPERTY LAWS

In the Intellectual property laws, there is a concern regarding the authorship of a Al generated content. The acts like the
copyright act was made according to the human creativity but today the contents are now being generated by the Al, thus
there arises a question regarding the authorship and ownership of the content. The definition of author given under the
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copyright act is not taking about the Al. So, the programmer, the developer of the platform using Al deep-fake content, the
user etc. who is said to be the owner of the content.

Also, there is a concern of copyright infringement happening on the name of training data. Many data which are given to
the Al are not given by the consent of the user, they are mostly collected from the online sources without the consent of the
user.

D. CONSTITUTION LAW

There are certain articles under the constitution of India, which are majorly being affected by the deep-fake. Especially the
right to freedom of speech and expression along with right to privacy are majorly being affected by the deep-fakes. Here,
in right to freedom of speech and expression the major challenge is to maintain a balance between speech freedom and it’s
protection against the digital harm. Like article 19[1][a] protects freedom of speech but does it applies the same way when
memes are created with the help of deep-fake and are further being transmitted.

The constitution doesn’t clearly talks about right to personality like name, face, voice under the ambit of right to privacy,
but the judiciary have gradually recognized it. But, then comes the deep-fake which mostly replicate the individual’s replica
without his/her consent.

E. The newly introduced criminal code [BNS,2023]

India just replaced the colonial-era Indian Penal Code of 1860 with the “Bharatiya Nyaya Sanhita” of 2023 (BNS). The
BNS went into effect on July 1, 2024, and aims to modernize Indian criminal law by identifying cyber-enabled offences
and the technology based crimes. However, the legislation lacks a precise provision for defining or criminalizing deep-
fakes. Instead, deep-fake related wrongdoing is dealt indirectly through regulations dealing with forgery, defamation,
disinformation, obscenity, cheating, impersonation, organized crime, and public order violations.

The BNS's legal treatment of deep-fakes demonstrates both progress and severe legislative deficiencies. The legislation
tries to apply ancient criminal theories to current technological harms, but the lack of exact statutory language generates
interpretive confusion and enforcement issues.

Understanding Deep-fakes in Legal Context

Deep-fakes use artificial intelligence algorithms, particularly deep learning models, to create synthetic material that appears
legitimate. These modified files may include face-swapping movies, Al-generated voices, morphed photographs, fabricated
speeches, fraudulent corporate communications, and misleading social media posts.

The legal issue arises because deep-fakes can be used for a variety of illicit activities. They can harm reputations, incite
communal hatred, rig elections, encourage cyber fraud, or sexually exploit individuals. In India, women are more vulnerable
to nonconsensual deep-fake pornography.

The difficulty for criminal law is assessing whether existing charges are broad enough to encompass Al-generated synthetic
media. Because deep-fakes are not always "false documents" in the usual sense, courts must construe customary
prohibitions broadly to incorporate digital manipulations.

The Indian government has explicitly stated that Al-generated harms, such as deep-fakes, are actionable under existing
laws. The Press Information Bureau has suggested that sections of the BNS, the Information Technology Act of 2000, and
related guidelines can be used to combat deep-fake usage.

But, many of the legal scholars have noted that the BNS is generally technologically neutral, with no explicit definitions of
synthetic media or deep-fake crimes.
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Below are some of the sections Of BNS, which indirectly deals with Deep-fakes.

i.Defamation under Section 3560ne of the most important rules related to deep-fakes is Section 356 of the BNS, which
criminalizes defamation. Deep-fakes frequently depict people committing acts they did not commit, so undermining their
reputation and dignity.

For example: A manufactured film depicting a public figure making offensive statements, morphed intimate content
concerning a private individual, or an Al-generated content falsely identifying a person with criminal behavior.

Such activity directly harms reputation and may result in criminal charges under defamation legislation. Legal analysts
acknowledge that modified or synthetic media can be "visible representations” capable of defaming individuals.

From a legal sense, the application of defamation law to deep-fakes illustrates a link between established criminal doctrines
and contemporary technologies. The substance of the violation is reputational harm, regardless of the technology means
used.

ii.Forgery and Fabrication of Electronic Records:

The BNS classifies electronic records as forgery offences. Section 337 specifically tackles the falsification of electronic
records and government-issued papers. Although deep-fakes are not explicitly addressed, Al-generated material may be
classified as fabricated electronic records if they are made with the aim to deceive or harm. For example: An adulterated
government announcement video, a fabricated courtroom recording, identity documents manufactured by artificial
intelligence, or manipulated biometric data.

The introduction of "electronic records" is significant since it updates traditional forging principles for the digital age.
However, conceptual confusion continues because deep-fakes do not always require the modification of an existing
document. Some are wholly synthetic, derived from datasets.

iii. Cheating and Personification

Deep-fakes are increasingly being utilized for financial crime and impersonation. Al-generated voices can impersonate
CEOs, relatives, or government officials to trick victims into moving money or exposing sensitive information. In such
instances, the BNS regulations governing cheating, dishonest inducement, and impersonation may apply. The deceptive use
of synthetic media to obtain property or inspire reliance meets the key elements of cheating offenses.

The illegality is not just in creating fraudulent information, but also in employing deception to obtain wrongful benefit or
create wrongful loss.

iv. Public Mischief and False Information [Section 353]

The government has emphasized that Section 353 of the BNS can be utilized to combat misinformation and misleading
news distributed by deep-fake technology.

Deep-fake videos may be used to promote communal violence, create panic during emergencies, manipulate elections,
reduce public trust in institutions, or to cause social turmoil.

Section 353 punishes false or deceptive remarks that are likely to cause fear, panic, or public unrest. This feature is
especially relevant in circumstances of political deep-fakes and disinformation campaigns. The rise of Al-generated
propaganda creates constitutional issues such as democratic integrity and electoral fairness. Deep-fakes blur the distinction
between truth and fiction, hurting informed public debate.
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v. Organized Crime under Section 111 of BNS.

Under Section 111, the BNS creates a new organized crime offence. Legal experts have stated that large-scale coordinated
deep-fake operations may be covered by this section if synthetic media is utilized routinely for crimes or financial fraud.
For example, organized extortion using altered intimate videos, coordinated election manipulation efforts, Al-enabled
financial scams etc. This section recognizes that cybercrimes are becoming more networked and global. However, Section
111's broad scope has drawn criticism for its ambiguity and potential for abuse.

vi. Obscenity and Sexual Exploitation

Deep-fake pornography is one of the most dangerous kind of Al abuse. Women, celebrities, journalists, and students have
all been targeted with nonconsensual intimate deep-fakes. Although the BNS does not directly specify Al-generated sexual
content, regulations pertaining to obscenity, voyeurism, insult to modesty, and sexual harassment may be used. In addition,
the Information Technology Act expands criminal culpability in cases involving the transmission of obscene electronic
data.

From a feminist legal perspective, deep-fake pornography violates:
Bodily autonomy, sexual Dignity and privacy.

Victims frequently experience psychological implications such as trauma, reputational damage, social isolation, and
professional injury.

3.3 International perspectives:

Deep-fakes affect privacy, democracy, cyber-security, human rights, and public trust across national boundaries, therefore
the international viewpoint on them is vast and growing. Instead of a single global legislation, different countries and
international organizations are tackling the issue through a variety of legal and policy frameworks.

a) Data protection laws

Many countries have regulations in place to protect and regulate deep-fakes. Deep-fakes frequently use a person's picture,
voice, or biometric data without permission. Regulations such as the European Union's Al and privacy frameworks prioritize
personal data protection and mandate openness in the usage of Al-generated material. These regulations are intended to
prevent identity fraud and unlawful manipulation of personal information.

b) Laws Concerning Cyber-security Because deep-fakes can be exploited for fraud, identity theft, disinformation
campaigns, and social engineering attacks, they are becoming more and more recognized as cyber-security concerns. Deep-
fake identification and prevention are being incorporated into national cyber-security policies by a number of countries.
International organizations acknowledge that false information produced by Al has the potential to erode digital security
and trust.

¢) Laws Concerning Election Integrity Deep-fakes have the potential to sway public opinion, disseminate false political
information, and tamper with elections, which worries many democracies. As a result, nations are creating legislation
requiring the labeling or disclosure of political content produced by Al. To lessen the possibility of misleading synthetic
media influencing political processes, the European Union, for instance, established transparency obligations under the Al
Act.

d) Privacy Laws

In order to mitigate the negative effects of non-consensual deep-fakes, particularly those including intimate or libelous
content, privacy frameworks are employed. Victims may experience mental suffering, harm to their reputation, and abuses
of their dignity. Unauthorized production and dissemination of such content is considered a violation of personal autonomy
and privacy rights in many jurisdictions.
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e) Frameworks for Intellectual Property

Because Al systems may mimic copyrighted materials, voices, performances, or likenesses, deep-fakes can pose a threat to
intellectual property. Countries are investigating whether regulations pertaining to copyright, trademarks, and publicity
rights can safeguard artists and celebrities. Protecting popular figures from commercial exploitation and unapproved digital
duplication.

f) Provisions of Criminal Law For detrimental uses of deep-fakes, such as fraud, harassment, revenge pornography, child
abuse, or electoral meddling, some nations have imposed criminal penalties. Malicious production and dissemination of
misleading synthetic media are increasingly being penalized by criminal law.

g) Standards for Human Rights International organizations emphasize that responses to deep-fakes must strike a balance
between security, freedom of expression, and other human rights. UNESCO and the OECD, for example, support human-
centered Al governance that upholds democratic values, privacy, and dignity while promoting responsible innovation.

h) The necessity of international cooperation due to the rapid cross-border dissemination of deep-fakes via social media
and online platforms, national regulations are no longer enough. Therefore, information exchange, uniform laws, technical
standards, and enforcement procedures all depend on international cooperation. To effectively counteract cross-border
misuse of deep-fakes, international organizations are promoting cooperation or Al transparency, watermarking systems,
detecting technology, and ethical Al governance.

3.3.1 Deep-fakes And International human rights law:

Deep-fake have emerged as a major global concern because they have the potential to seriously undermine fundamental
human rights. International human rights law protects privacy, freedom of expression, dignity, and reputation. However,
the misuse of artificial intelligence via deep-fake technology poses significant egalitarian and ethical issues to governments
and international organizations.

a. Right to Privacy.

International human rights law protects the right to privacy as follows:
Article 12 of the Universal Declaration of Human Rights,

Article 17 of the International Covenant on Civil and Political Rights.

These provisions declare that no one shall be subjected to unlawful interference with their privacy, family, home, or
reputation. Deep-fake technology can infringe this right by using a person's face, voice, or identity without permission. It
is extremely dangerous when people produce and disseminate phony intimate or graphic information online.

Women are frequently the major victims of non-consensual deep-fake pornography, which can cause embarrassment,
emotional distress, harassment, and damage to personal dignity. Because these bogus documents can spread quickly via
digital networks, victims may find it difficult to regain their privacy and social position.

International human rights law focus on the need to safeguard individuals from technological misuse that interferes with
personal autonomy and dignity.

b. Freedom of expression.

It is recognized as follows:-

Article 19 of the Universal Declaration of Human Rights;

Article 19 of the International Covenant on Civil and Political Rights.

These provisions protect individuals' rights to express opinions, discuss ideas, and convey information through various
types of media. Deep-fake technology is not always illegal because it can be utilized for entertainment, education, art, and
political commentary.
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However, difficulties arise when deep-fakes are used to disseminate false information, manipulate public opinion, instigate
hatred, or disrupt democratic processes. Governments thus face a difficult task. On the one hand, they must prevent
damaging falsehoods and safeguard society against deception.

On the other hand, severe regulation of deep-fakes may limit creativity, free speech, and lawful digital expression.

As a result, countries are trying to strike a balance between:

Technological innovation and free speech, individual privacy and human dignity, public security and democratic openness.
This balance remains one of the most contentious topics in international human rights law today.

c. Right to Reputation and Dignity

Deep-fakes can potentially seriously harm a person's reputation. Fake videos or audio recordings of politicians, celebrities,
judges, corporate leaders, or ordinary residents may depict them as engaged in unlawful, immoral, or offensive behavior.

Such content may result in social isolation and public shame, loss of job or career opportunities, psychological trauma and
emotional discomfort and political unrest and popular distrust.

International human rights concepts increasingly acknowledge that reputation is inextricably linked to human dignity. False
and altered digital materials, even if later proven untrue, can have long-term consequences for how society perceives a
person. Because deep-fakes can quickly propagate throughout social media sites, the harm caused is frequently immediate
and impossible to rectify. This has prompted legal scholars and policymakers to call for better international collaboration
and clearer laws controlling artificial intelligence and digital manipulation.

3.3.2 Approach of USA regarding deep-fake:

The United States' response to deep-fake is changing through a combination of federal laws, state restrictions, technology
business rules, national security measures, and public awareness campaigns. The United States does not yet have a single
comprehensive federal deep-fake law, but it does use a variety of legal and legislative mechanisms to mitigate the risks.

- Focus on harm rather than technology itself.

The United States' approach generally restricts the detrimental use of deep-fake rather than outright prohibiting Al-
generated content. Policymakers understand that synthetic media can have valid purposes in entertainment, education,
accessibility, and research. The government focuses on deep-fakes that involve election meddling, Fraud, impersonation,
non-consensual explicit content, defamation and misinformation and national security threats. Federal agencies include
federal trade commission, federal communications commission, and homeland security department, have warned that false
Al material may violate consumer protection, cyber-security, and communication regulations.

- Election Protection Measures

One of the most stringent areas of regulation is elections. Several states in the United States have laws that prohibit
fraudulent Al-generated political commercials near election time. These statutes typically requires labels indicating
disclosure on Al-generated campaign content

Immediate removal of fraudulent electoral media, there are penalties for purposefully deceiving voters. The danger is that
deep-fakes may represent candidates making deceptive comments or engaging in acts that never occurred.

- Criminalization of non-consensual Deep-fake pornography

Many states have implemented legislation prohibiting sexually explicit deep-fakes made without consent. These laws
punish such content similarly to image-based sexual assault, or "revenge pornography". Victims may file criminal
complaints, seek civil damages and can request content removal. Because of the significant psychological and reputational
harm inflicted on victims, this issue has attracted bipartisan support.
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- National Security and Cyber-security Concerns

U.S. security services see deep-fakes as a potential threat to military operations, diplomatic relations, public trust, financial
systems etc.

Deep-fakes could be used for foreign disinformation campaigns, social engineering schemes, voice cloning fraud, identity
impersonation.

The government, as a result, promotes research into Deep-fake detecting methods and also technologies for digital
watermarking and media authentication.

- Cooperation with Technology Companies

The United States relies significantly on collaboration with private technology companies rather than direct regulation.
Some of the major companies are Open Al, Google, Meta etc. Microsoft has implemented policies to label the Al-generated
content and remove harmfully altered media, limits impersonation abuses, establish watermarking standards.

The U.S. government frequently supports voluntary compliance and industry norms rather than initiating severe centralized
regulation.

- Protection of Free Speech

The American approach emphasizes the importance of balancing regulation with the constitutional right to free expression
guaranteed by the First Amendment. Courts and lawmakers are concerned that overly broad deep-fake bans could restrict
satire and parody, limit artistic expression, and interfere with political communication.

As a result, rather than outright prohibiting all synthetic media, US laws often focus on misleading intent, fraud, or
quantifiable harm.

- Research and Technology Development

The United States government finances universities, defense agencies, and commercial laboratories to better development
of Al detection tools, authentication verification systems, watermarking-technologies, media literacy programs.
Organizations such as DARPA have funded research initiatives targeted at identifying altered audio and video.

- CHALLENGES:

Despite improvements, the United States continues to face various challenges like deep-fake technology develops rapidly
thus detection tools are imperfect. Also, laws vary among states, cross-border online content is difficult to regulate,
balancing innovation and regulation remains tricky.

333 UK

In order to create answers for new Al-related problems, the UK additionally promotes cooperation between academic
institutions, research-center, businesses, and foreign partners. The nation aims to maintain its competitiveness in the global
Al market while safeguarding public interests by promoting innovation in addition to regulation.

Challenges Faced by the United Kingdom are as follows:

The UK confronts a number of obstacles to successfully regulating deep-fakes despite continuous efforts. A significant
challenge is striking a balance between the necessity to avoid dangerous content and the right to free speech. It is challenging
to enact rules that target malevolent deep-fakes without restricting legitimate creativity because some modified media may-
be-utilized-for-satire-and-creative-expression-or-amusement.

The speed at which technology is developing presents another difficulty. Detection systems frequently find it difficult to
keep up with increasingly realistic Al-generated material, while deep-fake generating techniques continue to advance.
Regulators and law enforcement organizations must therefore continuously modify their strategies.
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Because deep-fake content can be produced in one nation and disseminated worldwide via internet platforms, cross-border
enforcement presents additional challenges. Therefore, effective mitigation of digital harms requires-international-
cooperation.

Concerns have also been raised regarding the possible abuse of Al detection systems. Automated moderation systems may
make mistakes, misidentifying real content as fraudulent or failing to recognize complex manipulations. This emphasizes
how crucial it is to combine technical solutions with legal protections and human monitoring.

Public Awareness and Digital Literacy

The UK acknowledges that the issues surrounding deep-fakes cannot be fully resolved by legislation alone. Digital
knowledge and public awareness are equally crucial. People need to be able to assess online content critically and
comprehend how manipulated media can affect people's beliefs and actions.

People are encouraged to check information before sharing it online via educational efforts and media literacy initiatives.
Public institutions, educators, and journalists all contribute significantly to the dissemination of correct knowledge and the
prevention of false information.

Initiatives that assist people in recognizing dubious digital information and comprehending the moral ramifications of Al
technologies are supported by the government. Raising public awareness can enhance resistance to disinformation tactics
and lessen the impact of dangerous deep-fakes.

Thus, we can say that in order to tackle the problems posed by deep-fakes and artificial intelligence technologies, the UK
has taken a thorough and dynamic strategy. To successfully control digital hazards, the nation incorporates online safety
legislation, data protection rules, criminal law reforms, cyber-security measures, and Al governance techniques rather than
depending-on-a-single-legal-framework.

Digital platforms have significant obligations under the UK's Online Safety framework to keep an eye on and eliminate
harmful information, including altered media. While criminal law improvements target malevolent actions like fraud,
cybercrime, and intimate deep-fake abuse, data protection laws protect people from unlawful use of personal information.
At the same time, the government prioritizes responsible Al development, cyber-security, and kid safety.

Even though there are still issues because of the speed at which technology is developing and the widespread use of digital
communication, the UK is strengthening its laws and regulations. The nation hopes to establish a more secure and reliable
digital environment by encouraging responsibility, openness, innovation, and public awareness. In the era of artificial
intelligence, the UK's strategy highlights the significance of striking a balance between ethical responsibility, technological
advancement, and the protection of individual rights.

3.3.4 The European Union Artificial Intelligence Act[EU AI Act]

The first comprehensive supranational law in the world that specifically regulates artificial intelligence systems is the
European Union Artificial Intelligence Act (EU Al Act). The Act, which was formally passed as Regulation (EU)
2024/1689, creates uniform guidelines for the creation, application, commercialization, and use of Al throughout the
European Union. Many people consider the bill to be a significant advancement in international regulatory policy, digital
governance, technology law, and human rights regulation. The Al Act aims to strike a balance between innovation and the
protection of democracy, the rule of law, public safety, basic rights, and consumer protection.

Rapid developments in machine learning, generative Al, biometric surveillance technologies, predictive systems, and
automated decision-making gave rise to the Al Act. Concerns about algorithmic discrimination, opacity, manipulation,
misinformation, privacy violations, labour displacement, and dangers to democratic governance were raised by the growing
social and economic impact of Al systems. The General Data Protection Regulation (GDPR), consumer protection
regulations, and product safety rules are examples of existing legal frameworks that were deemed inadequate to handle the
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particular hazards presented by Al technologies. As a result, the EU implemented a risk-based regulatory structure designed
especially for artificial intelligence.

The European Commission proposed a draft rule in April 2021, marking the start of the Al Act's legislative path. The final
wording was approved in 2024 following protracted discussions between the European Parliament, the Council of the
European Union, academia, industry players, and civil society organizations. Although many of the requirements will take
effect gradually over a number of years, the regulation went into effect in 2024.

OBJECTIVES AND THE PURPOSE OF THE ACT

The AI Act's main goal is to enhance EU internal market performance while guaranteeing that Al systems uphold
fundamental rights and European constitutional values. The Act's stated goal is to advance "human-centric and
trustworthy AL" according to Article 1 of the Regulation. In order to allow enterprises to operate under a single legal
framework and provide users with consistent protections, the law aims to establish uniform standards that apply to all
Member States. Among the main objectives are as follows:

1. Ensuring Al systems are secure.

2. Preserving human dignity and fundamental rights.

3. Preventing manipulative or discriminating Al activities.

4. Improving responsibility and openness.

5. Encouraging investment and innovation in reliable Al.

6. Increasing the public confidence in Al systems.

7. Making Europe a global leader in the governance of ethical Al

The European constitutional concept, which emphasizes proportionality, human autonomy, democratic accountability, and
prudent governance, is also reflected in the Al Act. The EU approach takes a rights-based framework heavily inspired by
the EU Charter of Fundamental Rights, in contrast to countries that promote innovation with less regulation.

SCOPE OF THE ACT

The AI Act has a wide range of material and territorial applications. It applies not only to organizations founded inside the
EU but also to providers and the executor outside the EU if their Al systems have an impact on Union citizens. This
extraterritorial application is similar to the worldwide scope of the GDPR.

The following are covered by the rule:

Al system providers entering the EU market. Also to the EU executors who wuse Al systems,
Al system distributors and importers, product makers incorporating Al into their offerings. Suppliers of all-purpose Al
models. The use of Al systems by private companies and public authorities.

However, some activities are not covered by the Act, such as:
Al systems that are only utilized for national security or military objectives. Al used only for personal or domestic purposes.
Research and development activities in science under particular circumstances. Open-source Al systems in specific,
constrained situations.

- Artificial Intelligence Definition

The definition of artificial intelligence was one of the most contentious topics during the drafting process. In order to prevent
quick obsolescence, the final definition takes a technologically neutral stance. A machine-based system that can function
with different degrees of autonomy and produce outputs like suggestions, forecasts, judgments, or content that affects real-
world or virtual environments is referred to as an Al system under Article 3.
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The EU's goal to make the law future-proof is reflected in the broad definition. However, some contend that a too broad
scope could lead to legal ambiguity, particularly with relation to standard software systems and automated algorithms.
According to scholarly criticism, ambiguous phrasing may cause problems with interpretation when it comes to court
enforcement.

- Al Systems with Unacceptable Risk factor: Article 5 forbids some Al techniques because they are seen to be intrinsically
incompatible with European values. These AI systems fall under the category of "unacceptable risk."
Among the prohibited Al techniques are public authorities' social score systems, Al systems taking advantage of children's
or people with disabilities' vulnerabilities, Al methods that are manipulative and harmful to the mind, Unintentional facial
image harvesting from CCTV or the internet, Some systems of predictive policing, With a few specific exceptions, real-
time remote biometric identification in public areas.

- These restrictions show how much the EU values democratic liberties, privacy, and human dignity. Concerns sparked
in part by surveillance methods used in authoritarian governance systems are reflected in the ban on social scoring. In a
similar vein, limitations on biometric surveillance aim to stop widespread monitoring and its detrimental impact on civil
liberties.

However, several prohibitions have been critiqued by academics for being conceptually ambiguous. Judicial explanation
may be necessary for terms like "exploitation," "manipulation," and "subliminal techniques."

- Al Systems which are at very high risk category: "High-risk" Al systems are subject to the Al Act's most specific
requirements. These Al systems have the potential to drastically impact people's rights, opportunity, safety, or access to
basic services. Al utilized in high-risk systems includes: Hiring, instruction and evaluation of students, banking and credit
scoring, vital infrastructure, the police, border security and migration, medical equipment and administration of justice.
Now if, Al applied to assess job candidates, assess creditworthiness, or forecast criminal activity, for instance, may have a
significant impact on basic rights. As a result, providers and executor of such systems are subject to stringent compliance
requirements under the Act.

Requirements for Al Systems at High Risk

- Systems for Risk management: In order to identify predictable risks related to the implementation of Al, providers must
set up ongoing risk management procedures. Throughout the system's lifecycle, risk mitigation must take place.

- Quality and Data Governance: Datasets used for testing, validation, and training must adhere to requirements for
completeness, correctness, representativeness, and relevance. The goal of this requirement is to lessen discrimination and
bias in algorithms.

- Technical Records: Providers are required to keep thorough technical records attesting to their adherence to the law.
Such recordings may be examined by authorities during conformity evaluations.

- Openness and User Data: Users must be given clear instructions so they can comprehend the risks, constraints, and
capabilities of the system.

- Human Supervision: High-risk Al systems need to allow for significant human oversight and intervention. When
necessary, human operators should be able to override-automatic-judgments.

- Cyber security robustness and Accuracy: Systems must attain suitable levels of technological dependability and
resistance to manipulation or cyber-security threats.

- Evaluations of Conformity: High-risk systems must go through conformity assessments to ensure they comply with the
Act's criteria before going on sale. CE marking practices are comparable to those found in EU product safety regulations.
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The EU's attempt to incorporate product safety concepts into Al governance is evident in the regulatory framework.
Transparency-Requirements-and-Low-Risk-AI-Systems

Some Al systems are less dangerous, but they still have transparency requirements. Examples consist of chat-bots, systems
that identify emotions, deep-fakes. When interacting with such systems, users need to be aware that they are interacting
with artificial intelligence (Al) instead of people. In order to prevent misinformation and deceit, Al-generated content must
also be properly mentioned. As worries about artificial media manipulation during elections and public discourse grew, the
deep-fake provisions became more significant.

Low-Risk Artificial Intelligence Systems

The majority of Al applications are classified as low-risk and are still mainly uncontrolled. Al in video games, spam
filters, and recommendation systems in everyday situations are a few examples.
In order to prevent overregulation, the EU purposefully took a lax attitude to low-risk innovation.

General-Purpose-Al-Model-Regulation-| GPAI]

Large language models and generative Al systems are examples of general-purpose Al models, which are among the most
innovative features of the Al Act. The introduction of Open Al GPT models and other similar systems compelled lawmakers
to address fundamental Al technologies with a wide range of downstream applications.

GPAI model providers are required to keep the technical records up to date, to describe the training data, adhere to EU
copyright regulations, for highly capable models, perform systemic risk evaluations, put cyber-security measures in place.
Concerns regarding innovation, trade secrets, and global competitiveness made the regulation of GPAI models politically
controversial. During efforts to lessen regulatory constraints, major tech businesses actively campaigned.

Intellectual-Property-and-Copyright-Concerns

Copyright law and the Al Act have a lot in common. Summaries of copyrighted training materials must be published by
providers of generative Al systems. Growing conflicts between Al developers and creators including writers, musicians,
journalists, and artists who claimed that protected works were being used without permission for model training gave rise
to this need. The EU's current copyright exemptions for text and data mining, according to critics, provide legal loopholes
that favour to big Al companies. The unresolved copyright issue could lead to further legal action in European courts.
Mechanisms-for-Governance-and-Enforcement

A multi-layered governance system encompassing national authorities and EU institutions is established by the Al Act.

Office-of-European-Al

Advanced GPAI models are overseen and implemented by the European Al Office. The European Commission oversees
its operations.

Authorities-for-National-Supervision

Competent authorities must be appointed by each Member State to oversee and enforce market surveillance.
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European-Artificial-Intelligence-Board
THE EU BOARD, encourages uniform application of the regulation and fosters coordination among-the-Member-States.
Sanctions-and-Penalties: Non-compliance with the AI Act carries harsh financial consequences.

Possible penalties consist of: Prohibited Al activities can cost up to €35 million, or 7% of the world's annual revenue, for
additional infractions, up to €15 million or 3% of turnover, or the SMEs may be exempt from penalties under specific
circumstances. The punitive structure demonstrates the EU's commitment to strict enforcement and reflects the deterrence
mentality of the GDPR.

THE-EU-AI-ACT-EVALUATION

The AI Act has drawn a lot of criticism despite its importance.

- Concerns-about-Overregulation: Excessive compliance requirements, according to critics, could burden start-ups and
inhibit innovation. Documentation, compliance evaluations, and the legal ambiguity can be one of the challenging factor
for the small kind of businesses.

- Enforcement Challenges: Regulators and courts may not be able to handle the technological complexity of Al systems.
Highly specialized technical expertise is necessary for effective monitoring.

- Worldwide-Competitiveness: Strict regulation, according to some industry players, can make Europe less competitive in
comparison to the US and China.

- Loopholes in Copyright: Inadequate safeguards against unapproved Al training methods are still criticized by the
creative sectors.

- Enforcement Challenges: Regulators and courts may not be able to handle the technological complexity of Al systems.
Highly specialized technical expertise is necessary for effective monitoring.

3.4THE ROLE AND LIABILTY OF INTERMEDIARIES AND THE SOCIAL MEDIA PLATFORM

Globally, the proliferation of deep-fakes has sparked serious ethical, legal, and social issues. Social media platforms and
internet intermediaries play a crucial role in either supporting or restricting the circulation of such modified media because
the majority of deep-fake information is disseminated through digital networks. Social networking sites, search engines,
internet service providers, video-sharing websites, hosting services, and messaging apps that let users post, share, send, or
access content online are examples of intermediaries. Although these organizations don't always produce harmful
information, they frequently serve as conduits for it to reach millions of consumers.

Because deep-fakes propagate quickly and have the potential to cause irrevocable harm before they are discovered or
removed, the discussion about the accountability of intermediaries and social media platforms has become more heated. As
a result, governments and regulatory bodies throughout the world are working to specify the level of responsibility and due
diligence requirements that intermediaries must work in order to mitigate the negative effects of deep-fakes.

The role of intermediaries and social media platforms in connection to deep-fakes, their legal obligations, the difficulties in
content regulation, and striking a balance between accountability and freedom of expression are all explained in this essay.
An organization that helps users on digital networks communicate or obtain information is known as an intermediate. Online
platforms that host or transmit third-party content are typically referred to as intermediaries in legal term. Examples are
Websites for social networking, platforms for sharing videos, Messaging apps Search engines, providers of cloud hosting,
Internet service provider. A particular class of middlemen known as social media platforms enables users to produce,
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upload, and share material in a public or semi-public manner. Because they promote quick sharing, interaction, and
algorithmic amplification, these platforms have emerged as the main avenues for the spread of deep-fake content.
Because they run the infrastructure that allows deep-fakes to proliferate, intermediaries are crucial. They have the
technological capacity to identify, limit, eliminate, or classify corrupted media, even though they might not produce it
themselves.

ROLE OF INTERMEDIARIES REGARDING DEEP-FAKE:

Monitoring and Moderation of Content: The Content control is one of the main responsibilities of intermediaries. It is
required of social media platforms to recognize and control user-uploaded dangerous information. Intermediaries are
increasingly using automated methods and human assessors to identify modified media because deep-fakes can be deceptive
ordangerous.

In general, content moderation entails: Keeping an eye on uploads, Reporting questionable content, eliminating dangerous
deep-fakes, limiting visibility, suspending accounts for persistent infractions. A lot of platforms use artificial intelligence-
based detection techniques that examine irregularities in metadata, lighting patterns, audio synchronization, and facial
movements. It is also possible for human moderation teams to check if material is in violation of platform policies.
However, because deep-fake technology is always changing, identification is still challenging. Advanced deep-fakes have
the potential to evade automated systems and stay online long enough to do extensive damage.

Due Diligence Requirements: Governments are putting more and more pressure on intermediaries to handle online
information with "due diligence." Due diligence is taking appropriate precautions to avoid the distribution of dangerous or
illegal content.
In India, intermediaries are required by the Information Technology (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021 to notify users about content that is forbidden and to delete illegal content after being notified. The
Ministry of Electronics and Information Technology has issued government advisories that have particularly.

It might be necessary for intermediaries to: Disseminate explicit user instructions, create procedures for resolving
grievances, eliminate dangerous deep-fakes within the allotted period, assist law enforcement, Continue to provide
transparency reports, take reasonable steps to avoid disinformation and impersonation. Therefore, the function of
intermediaries goes beyond simply hosting content. It is becoming more and more required of them to take an active role
in digital governance.

To protect against False Information: Misinformation and disinformation efforts are greatly aided by deep-fakes. Engaging
content is given priority by social media algorithms, which may inadvertently magnify sensationalized edited films and
made-up stories. Intermediaries contribute significantly to the decrease of false information by: Verifying the accuracy of
dubious media, labelling information that has been altered, lowering the amplification of algorithms, endorsing reliable
sources of information, alerting users before to publishing content that is contested.

Certain platforms include cautionary labelling like "altered content," "synthetic media," or "digitally manipulated." Instead
of naively believing internet content, these labels assist users in critically assessing its legitimacy. Deep-fakes can affect
public opinion and democratic outcomes, therefore this function becomes particularly crucial during elections, public
emergencies, and political disputes.

Collaboration with Governmental Authorities: When looking into crimes related to deep-fakes, intermediaries frequently
collaborate with law enforcement and regulatory organizations. Platforms may be asked by governments to remove illegal
content, reveal user data, or preserve evidence. This kind of collaboration is especially required in situations involving:
Online fraud, Theft of identity, Sexual abuse, Interference with elections, Slander

Dangers to national security.
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The advancement of detection technologies: Research on deep-fake detection is highly funded by large social media firms.
Platforms must constantly enhance their detection techniques due to the rapid evolution of deep-fake creation technologies.
Among the technological initiatives are: Forensic analysis powered by Al, Systems for watermarking, Authentication of
metadata, verification via block-chain, mechanisms for tracing sources. Some businesses work with academic institutions
and civil society groups to develop industry-wide guidelines for spotting falsified media.

Intermediaries'-Legal-Liability:

Protection of Safe Harbour. The majority of nations offer "safe harbour" protection to intermediaries. Safe harbour refers
to the fact that intermediaries are not always held accountable for illegal content that users post as long as they follow the
law and take appropriate action after being informed. Intermediaries in India are granted conditional protection under
Section 79 of the Information Technology Act, 2000. Only when intermediaries exercise due caution and do not
intentionally assist illegal behaviour can they qualify for this safety. Safe harbour is justified by the fact that platforms are
unable to effectively monitor all of the billions of user-generated content pieces they contain.
Deep-fakes, however, pose a threat to this paradigm since governments are putting more and more pressure on platforms to
detect dangerous synthetic media before it becomes widely disseminated.

Proactive Monitoring vs. Actual Knowledge: Whether intermediaries should monitor content proactively or just take
action after receiving notice is one of the main legal arguments.

In the case of Shreya Singhal v. Union of India, the Indian Supreme Court ruled that intermediaries must only remove
illegal content after obtaining real knowledge through court orders or government notifications. Opponents contend that
requiring proactive surveillance could Promote excessive censorship, endanger the right to free speech, increase the
burden of compliance, lead to the arbitrary removal of content.

However, proponents contend that proactive monitoring is required because to the rapid proliferation of deep-fake and their
potential for imminent harm. The larger difficulty of striking a balance between digital freedom and platform accountability
is reflected in this tension.

ROLE AND LIABILITY OF SOCIAL MEDIA PLATFORM:

Despite the fact that many digital entities are middlemen, social media platforms play a particularly significant role due to
their algorithmic systems and reach.

Amplification via Algorithms: Social networking sites use algorithms that are intended to increase user interaction. Deep-
fake content that is sensational or emotionally charged frequently gets more views, shares, and reactions, increasing its
visibility. Platforms may therefore inadvertently aid in the viral dissemination of altered media. Thus, one of their
responsibilities is to investigate how harmful content is amplified by engagement metrics and recommendation-
algorithms. Platforms can lower this risk by: Restricting the suggestion of content that has been flagged, removing the
deceptive videos, Disrupting quick sharing habits

giving credible sources priority.

Platform Policies and Community Standards: The majority of significant social media sites have regulations against
impersonation and altered material. In general, these regulations forbid false synthetic media, intimate imagery that is not
consented to false information about the election, false impersonation. Platforms use visibility limits, content removal, and
account suspensions to enforce these standards. Enforcement is still uneven, though. While genuine satire or parody may
be inadvertently removed, some damaging deep-fakes persist online for long periods of time.

Mechanisms for User Reporting: Users can report harmful or questionable content using the tools provided by social media
companies. Because automated algorithms are unable to correctly recognize every deep-fake, such procedures are crucial.
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Digital literacy and public awareness: Additionally, social media companies have an obligation to inform users about media
manipulation and deep-fakes. Initiatives to raise awareness could include: Campaigns for education, fact-checking
collaborations, resources for media literacy, alerts regarding the dangers of false information. Because even the most
sophisticated moderation mechanisms are unable to totally exclude synthetic media from online spaces, digital literacy is
crucial.

CHAPTER 4: DATA ANALYSIS

This chapter presents the analysis of data collected in this research by the method of “Simple Random Sampling”. Here,
the total number of responses collected with the help of Google form is 112 and the total number of questions asked from
them is 19 including the name of the respondent.

Before analyzing the data collected, I would like to explain why this method of collecting responses is helpful in a research.

- It is helpful to a researcher in understanding the awareness level of the people.
- It is also helpful in analyzing the exposure frequency of the people.
- The digital literacy of the people are also shown while collecting responses.

1. The very 1* response in this survey is regarding the gender of the people participating in this survey.

Gender

112 responses

® Male
® Female
Prefer not to say

From the above graph we can conclude the various data:

- The representation of different genders:

Here, the total number of respondents is 112, out of which 53.6% is female which approximately makes a total number of
60 responses. Also, the total percentage of male responses is 45.5% which is nearly making 51 responses.

Now, prefer not to say section is nearly about 0.9% i.e. 1 response.

So, we can say that this survey sample is nearly balanced in terms of gender, though it is slightly female dominated. The
balanced participation helped in reducing the chances of sampling biasness, gender over-representation, one sided
interpretations etc. Also, the balanced gender representation improves the chances of the comparative analysis of both the
genders, statistical reliability and the diversity of perspectives.
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Here, the gender distribution is helpful in understanding the impact of deep-fakes on different genders like the vulnerability
of a gender, societal consequences, fear and awareness, better understanding of the term deep-fake etc.

- Out of 112 responses 1 response shows the option of “prefer not to say” about gender which somewhere may indicate
the person’s privacy concern, distrust in the data, fear of profiling or may be gender identity sensitivity. It is a very small
data but it shows the awareness of privacy.

P.T.O

2. The 2™ response is regarding the occupation of the respondents participating in this survey.

Occupation
112 responses

@ Law Student

@ Advocate

) Academician

@ IT sector

@ Content Creator

@ Business Professional
@ Other

The above Pie-chart shows 7 different categories of professionals involved in this survey. They are broadly classified into
Law students, Advocates, IT sector, Academician, Content creator, Business professional and others.

Here, the largest % of responses is under the category of others, i.e. a total of 44.6% of the total which is approximately 50
responses. While, the Advocates are around 24.1% of 112 i.e. nearly there are 27 responses from them. 13.4% are law
students which makes 15 responses from them. The IT sector professionals are about 8.9% i.e. there are nearly 10 responses
from their side. The Academicians, the business professionals and the content creators have participated in a very small %
in the survey yet there data are very much relevant for the survey.

Now, taking data from different kinds of professionals plays a very important role in understanding the fact that how
different sectors are affected in different manner due to deep-fake. It also helped us in understanding the knowledge of
different professional regarding our existing legal framework and the technological advancement happening out.

The Advocates and the law students might be focused more on the legal perspective while giving responses as they are
likely to be more aware about the legal perspective than the other professionals. The responses coming out from the law
students shows that the students nowadays, are becoming aware about the advancement of the technology around their
surroundings. The IT professionals might have given responses by thinking about the data security in the technological
world and also the deep-fakes are created by using the advance technology only and the IT sector professionals are having
technical knowledge regarding various kinds of technologies. For the business professional the reputation risk and cyber
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fraud could be the main concern while giving responses, there are more chances of them to be a victim of intellectual
property deep-fakes. Although, in this survey the content creators are very few in numbers but in their profession deep-fake
plays a very important role for example: It can be used in generating voices in different languages, satire, story-telling etc.
Also, the percentage of Academicians is also very low in this survey yet very important as they can response very well this
issue analytically and ethically. Now, the largest response was from the group Others, which shows that the issue of Deep-
fakes is not only limited to certain specialized professions only but it has become a concerning topic to the people at large.

3. The chart shows the ages of the respondents of the survey:

Age

112 responses

® 1825
® 26-35
36-45
® 46-55
@ 55+

The age group is divided into 5 categories, i.e. 18-25, 26-35, 36-45, 46-55, 55+. In which 18-25 is 29.5% which shows
approx. 33 responses are from this group, 26-35 is 55.4% i.e. 62 responses are from this group only, 36-45 is less in number,
46-55 is 7.1% which indicates that nearly 8 responses are from this group only and 55+ has very few responses.

From the chart we can analyze the fact that the maximum number of responses are coming from the young generation while
the older age group’s contribution is very low. Also the highest number of responses are from the age group 26-35, which
shows the young adults had given more than half of the responses. The people of this age group are the young adults who
are highly active on social media platform as well as they are ones working with the technology also and because of the
very same reason this is the age group who more likely to be exposed to the highly generated synthetic videos, photos,
misinformation etc. Their participation in such a huge percentage shows that the topic of deep-fake is somewhere related
to their day to day stuffs as they share and receive online contents regularly.

Now, the 2" highest response is from the group 18-25, which is mostly considered to be the group of young students, recent
graduates who are basically young internet users.

From the above two groups we get to know that nearly 85% of the total response is from the young generation only in this
survey which shows their dominance in the field of technologies as they are the ones who are the creator as well as the
adopters of the technologies. And because of the very same reason they are the ones who will encounter the most use of
deep-fake on several platforms.
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Also, as we have seen that the survey response is 85% given by the youth which shows that it will likely reflect the opinions
of the youth population more as compared to the older generation.

The 3™ largest group is from the age 46-55, which is nearly 7.1% of the 112 i.e. 8 responses from this group, which shows
the survey has limited exposure to the middle aged people. Also they may have less technological exposure also which
makes them a soft target of digital manipulations like deep-fakes etc. Another major reason of their participation in less
quantity is due to digital illiteracy in that generation, also lack of awareness program regarding technological enhancement
in the age group.

4. The 4™ pie-chart shows the educational qualifications of the respondents.

Education qualification
112 responses

@ Undergraduate

@ Post-graduate
Professional degree

@ Doctorate

@ Other

Here the educational qualification of the respondents is classified into five different categories: Undergraduate, Post
graduate, Professional degree, Doctorate, Others. Now we can see that the total percentage of undergraduate respondent is
32.1%, the highest % is of Post graduate which is 39.3%, also the percentage of Professional degree respondent is 20.5%,
here, the total number of doctorate is only 2 while the percentage of respondents with other type of degree is 6.3%. So from
the above given pie-chart we can conclude that the sample collected is of academically very diverse background. Here,
from the chat the maximum responses are from the respondents having higher educational qualification. On the 2" place
lies the responses of the undergraduate respondents, which shows that the research will reflect us the thinking of the younger
generation as well as the academically engaged individuals. Also, the least number of response is from the academically
expert individuals like the doctorate, which reflects that the research focuses more on normally academically sound people
rather than the expert ones in the field.

Now, from the data collected we can calculate the total number of respondents from each particular qualification category,
i.e. the undergraduates are 32.1% which makes them about 36 number of respondents, the Post-graduates are having a
39.3% of the total i.e. they are approximately 44 in number, the responses from the professional degree is a total of 20.5%
which makes them nearly 23 in number, the least number are responses from the doctorate which makes them a total of
1.8% i.e. 2. The last category of qualification was others which was a total of 6.3% i.e. 7 responses are from that category.

Here, when we will the 3 major categories% we will get to know that they together had given more than 90% of the
responses, which indicates that the responses are majorly collected from the people having greater exposure of technology
and are having higher academic knowledge.

© Author(s). This work is peer-reviewed, openly published, and permanently archived
This article is openly accessible and reusable with proper attribution.
https://ijsmt.org/ , Email: editor@ijsmt.org 45



https://ijsmt.org/
mailto:editor@ijsmt.org

#oA40 International Journal of Science, Strategic Management and Technology opEns AccEss
luj‘J Volume 02 Issue 05 May-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8
Ny An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases

SEPARATELY ANALYZING EACH CATEGORY:
1. UNDERGRADUATE CATEGORY:

It represents mostly the younger generation people who are using technology in their day to day life or we may say that
they are digitally active ones. In today’s generation they are active on social media platforms like Instagram, Snapchat, X,
Facebook which is one of the major platform where the deep-fakes are circulated rapidly. Therefore, the study of this
generation helped in finding their encounter with deep-fakes like memes etc. whether they are circulating it or not. They
are having a very practical exposure to the synthetic media like deep-fakes as they are very much familiar to the technology.

i1.POST-GRADUATE CATEGORY:

In the chart the maximum responses are from this category only. Now, the responses from this category are from the
individuals who are having higher research knowledge as well as they are having more awareness about the technological
developments. The chances of them having familiarity with the technology is high also, there are chances that they may be
having more academic discussions about Al, Machine Learning, Deep-fakes etc.

1ii.PROFESSIONAL DEGREE CATEGORY:

In this chart the 3™ largest responses are from this category only. Now, this group consists of various professionals from
very distinct fields like Engineering, IT, Media etc. Their participation helped in knowing the perspectives of the individuals
from different practical background.

iv.DOCTORATE CATEGORY RESPONSE:

The participation of this category is very low as compared to the other category in this survey but their response still
holds a very significant value in this study as they are the ones having strong theoretical as well as analytical knowledge,
which makes them the individual having advanced research skills for answering and knowing any concept.

v.OTHER CATEGORY:

It represents various categories like the one having diploma, vocational course, self-taught individuals etc. The response
of this category is important because the synthetic media like deep-fake is not affecting the individuals by knowing their
educational background. The one who is not having exposure to the changing technology are more vulnerable to the
technology like deep-fake.

vi.OVERALL IMPACT OF EDUCATIONAL BACKGROUND OF THE RESPONDENTS ON THIS RESEARCH:

The individuals having significant education will be able to perform critical thinking before answering the questions.
Also, they will be more aware of the technological reform happening around them.

P.T.O
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5. The 5™ response shows the understanding of the term Deep-fake by the individuals, i.e. whether they are aware
of the term “Deep-fake” or not.

Are you aware of the term "Deepfake "?

112 responses

® Ves
® \o

This chart shows the positive response % is around 90.2% which is approximately 101 responses while, the negative
response is around 9.8 i.e. around 11 responses out of 112.

Now, the question regarding the awareness of deep-fakes shows the technological literacy of the individuals, their digital
exposure and their experiences with Al. Also, from the survey it is clear that more than 90% of the samples are aware about
this which shows people are now being aware about the penetration of Al in social environments.

The social media platforms like Whatsapp, X, Instagram etc are one of the major circulator of deep-fakes. But to these
platform people are also becoming aware about this type of synthetic media. We can easily see that there are 100s of deep-
fake photos, videos etc. of public figures like actors, politicians are spreading on everyday basis, which had made aware
even the individual who is not having technical knowledge regarding deep-fake. This chart also indicates that Al
manipulations like Deep-fake have now reached to the discussion level of public conversations.

Here in the pie-chart above 9.8% is negative response, which concludes that till date the society had not become a
technologically educated society. Approximately 1/10 of the population is still not aware about the Deep-fakes, which
shows technical or digital knowledge gap in the society.

These responses highlights the inequality in technical awareness in the society and awareness is the basic need for protection
against the misuse of the technology.

We are living in the era where digitalization had become a part of our day to day life, and if the people living in this era
would lack in understanding the manipulated videos, photos, audios it will influence the outcomes of elections, can damage
the reputation of the individual in the society, can enable cybercrime to a very large extent.
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6. The Next Response Is Given Below:

Have you ever encountered any kind of problem due to Deepfake?
112 responses

@ Yes
@ No

Here, we can see that 82.1% of the responses are clearly indicating that they have not encountered any kind of problem due
to deepfake while the rest 17.9% had given the response that they have encountered any kind of problems regarding the
deep-fake.

Breaking down the % into numericals we get to know that approximately 92 individuals had given the negative response
regarding experience of deep-fake problems while 20 individuals had given positive response of having experience of deep-
fake problems, this shows that approximately 5 out of 28 people had experienced the deep-fake problem which shows that
it had now become a concern for the people at large.

Now, there are a lot of problems that respondents might have faced due to synthetic media generation of deep-fakes like in
today’s digital word people casually forwards the memes created with the help of deep-fake for entertainment. Also, it is
very common cyber crime practice of defrauding an individuals by taking help of the Al generated voice of their known
people.

If we notice around our sorrundings we will find a lot of small vendors using the Al generated photos of the celebraties for
the endorsement of the product they are selling.

In the pie-chart given above we notice that majority of individuals had given responses that they have not encountered any
kind of problem due to deep-fake, it is possible that they might not be aware about what deep-fakes actually consists of
which means that they might have believed any content to be true while failing to recognise it’s true authenticity. Or as we
know, that India is a developing country so till date it is not feasible for everyone to access technology easily, so this might
be the reason behind their limited exposure towards deep-fake technology. Another reason could be that there might be
awareness among individuals to avoid the problems created due to deep-fakes.
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7. The Below Is The responses Collected For The7th Question Of The Survey.

Do you know the positive uses of Deepfake?

112 responses

0 Ve
®\o

From the above given pie-chart we can analyze the fact that 40.2% of the responses are accepting the fact that they are
aware about the positive use of deep-fake, while on the other hand 59.8% of the people are not aware about the positive use
of deep-fake. 40.2% of 112 constitutes about 45 responses while 59.8% constitutes nearly about 67 responses. Here, more
than 50% of the responses are showing that they are not aware about the positive application of deep-fake, one of the major
reason for this can be the marketing of deep-fake technology by the media is highly negative. To make the people aware
they had created a panic situation in the mind of the people regarding the new generation Al technology.

There are several positive uses of deep-fakes, like in the entertainment industry it is used for translating as well as dubbing
the languages of the movies etc. while in education sector with the help of deep-fakes the visualization of the theories had
become a great help in making the students learn the theories easily and effectively. Also in the healthcare industry it is
used to help the patients who are dealing with loss of speech and are having neurological problems.
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8. Below Is The Response Of The 8" Question Of The Survey:

Have you encountered negative impact of Deepfake?
112 responses

® Yes
® \No

From the above pie-chart we can conclude that 54.5% of the responses, i.e. nearly 61 responses among 112 are stating that
they encountered negative impact of deep-fake while the rest 45.5% i.e. 51 responses out of 112 responses are stating the
fact that they have not encountered any type of negative impact of deep-fake in their life. Here, we can see that the difference
between the two responses is not very high, still the majority respondents had experienced something negative regarding
deep-fakes. From the chart responses we can say that the negative functioning of the deep-fake had been experienced by a
significant number of individuals in the present digital word. We may assume that the ones who had said that they had
experienced might have experienced it through the medium of social media platform, fake calls for financial frauds, fake
media contents etc.

Now, in this chart more than half responses are saying that they had experienced something negative from deep-fakes,
which shows that how our society had started normalizing the negative effects of Al technologies like deep-fakes. But, the
positive responses to this question also suggests that the individuals are now becoming aware in understanding the deep-
fakes, which is beneficial for the betterment of our society.

The 45.5% of the responses who had said that they had not encountered the negative impact of deep-fakes is relaxing as
well as concerning at the same time. As because it may be the incident that the one who are saying that they had not
encountered the negative impact are the ones who is not having proper technological knowledge to identify between the
original content or the Al generated ones. India is a country of villages and is still in a position of developing country thus,
the digital literacy had not reached to the villages to a certain recognizable extent, so we cannot say that the people living
there are free from the negative impact of the deep-fakes, in reality they are the ones who are not able to identity between
synthetic media like deep-fakes, in short they are the real suffered ones.

P.T.O
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9. Below Is The Pie-Chart Of The Responses Of The 9™ Question :

Have you ever generated Deepfake (of any kind) by yourself?

112 responses

® Yes
® \o

‘

From the piechart we get to see that 94.6% responses are stating that they have not generated any kind of deep-fakes by
themselves i.e. approximately 106 number of individuals out of 112 had stated this fact which is a huge response in a
particular side. It plays an important role in understanding that using and circulating Al is very easy when compared to
creating an Al based content. People still are not that much technologically sound that they can easily generate Al used
content of deep-fakes.

There is also a possibility that few respondents had given false review that they have not generated deep-fakes of anykind
because of the fear that deep-fakes are generally considered negative in the market, as most people are aware of deep-fakes
due to the awareness programmes by the media etc.

Also there is a small percentage of responses i.e. 5.4 % of the total is stating the fact that they have created deep-fakes
which is significantly a very low response. It highlights the difference of consumption of technology vs. creation of
technology. But we cannot deny the fact that the use of technology is increasing at a very speed and day by day Al is
becoming very handy to the people, so the sudden growth of Al can be possible.
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10.Below Is The Responses Collected From The Samples On Question number 10 of the Survey:

Have you ever questioned the originality of a substance due to Deepfake?
112 responses

O Yes
® \o

From above we can analyze the fact that 58% of the responses i.e. a total number of 65 responses out of 112 respones,
which is more than half of the responses is stating the fact they they have encountered the situation where the originality of
the substance comes into question due to deep-fakes. As the individuals are concerned about deep-fakes, the vast majority
of people no longer believe that what they see or hear online is authentic. Just 42% of people still accept digital content at
face value. This suggests that a culture of mistrust and uncertainty has grown as a result of deep-fakes. Artificial intelligence
and machine learning techniques are used by deep-fake technology to change audio, video, or photos so realistically that it
becomes challenging to discern between fake and real information. Deep-fake technology has already started to erode public
trust in digital information, as evidenced by the fact that over half of the respondents voiced doubt.

This outcome is quite important from a legal standpoint. Evidence, authenticity, credibility, and truth are the fundamental
foundations of law. Digital evidence, including voice recordings, photos, videos, and electronic documents, is frequently
used in court to establish justice and liability. However, the validity of such evidence is threatened by the growing frequency
of deep-fakes. Electronic recordings may lose some of their evidentiary value if people start to question the authenticity of
digital content. Laws pertaining to cybercrime, data protection, evidence, and privacy rights are all affected by this.

The survey's findings emphasize the critical need for more robust regulatory frameworks to control deep-fake technology
in the context of legal research. Deep-fake production and abuse are still not specifically addressed by law in many nations.
Current cyber laws may penalize identity theft, fraud, impersonation, and defamation, but they might not sufficiently
address the complex harms brought about by Al-generated manipulations. As a result, legislators should think about
enacting specific laws addressing the production of deep-fakes without authorization, their malicious distribution, and
digital impersonation.

The public's increasing knowledge of technology manipulation is also reflected in the 58% response. This awareness might
be seen favourable since it shows that consumers of internet information are become more careful. The capacity to critically
analyse digital content is crucial in a time when social media and quick information exchange rule the day. But too much
doubting can also lead to social issues. People may become confused, misinformed, and lose faith in media organizations,
governmental communications, and legal procedures if they start to question every piece of digital proof.
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Analysis of the 42% of respondents who selected "No" is also crucial. Despite the presence of deep-fakes, this segment of
the populace either believes that substances are authentic or may not be sufficiently informed on the technology and its
consequences. This statistic implies that a sizable segment of the populace continues to rely on digital content without any
scrutiny. People who have this kind of trust may be more susceptible to frauds, digital fraud, propaganda, and false
information. From a policy standpoint, this highlights the necessity of legal literacy and digital awareness initiatives to
teach people how to spot modified content.

In terms of ethics, the graph represents a larger dilemma of authenticity in the digital era. Human communities rely on
communication that is honest, trustworthy, and credible. By making it harder to distinguish between fact and fiction, deep-
fake technology undermines these ideals. People are becoming more doubtful of what they see and hear online, according
to the study results. Such ambiguity can erode interpersonal trust, media credibility, and democratic discourse.

The pie chart illustrates how the public's confidence in the uniqueness and legitimacy of digital content has been greatly
impacted by deep-fake technology. While the 42% response shows that a sizable portion of society still retains confidence
or is unaware of the risks associated with deep-fakes, the majority response of 58% suggests widespread concern and
doubtfulness regarding the surrounding manipulated information.

11.GIVEN BELOW IS THE RESPONSE OF QUESTION 11 OF THE SURVEY:

In your opinion the impact of Deepfake in our social life is
112 responses

@ Positive
@ Negative
* Prefer not to say

From the above given pie-chart, we get to see that 63.4% of the respondents are saying that deep-fake had negatively
affected their life. 30.4% are the individuals who are may be not in a condition to understand the impact of deep-fake into
their lives. 6.3% are the responses which are focusing on how it positively affected their life.
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Now, majority responses are negative:

The majority of respondents on the chart i.e. 63.4%, think that deep-fakes negatively affect social interactions. This
suggests that the majority of respondents are worried about deep-fake technology's negative implications. This opinion
could be supported by the following:

-The propagation of false information and fake news, online fraud and scams, harassment and cyberbullying, reputational
harm, a decline in faith in digital media

The smallest percentage is of the positive impact:

Just 6.3% of respondents believe deep-fakes are beneficial. This is the chart's smallest segment, indicating that relatively
few people have a positive opinion of deep-fakes. Supporters of deep-fake technology may think it can be helpful in the
following areas: creative media production, education and training, entertainment and filmmaking, and technological
innovation.

Uncertain or Neutral Reactions.

Prefer not to say; about 30.4% were chosen. This represents a sizable percentage of responders. It might imply that a lot of
people are unsure about deep-fakes' effects, don't know enough about the technology, and have conflicting views on its
advantages and disadvantages.

Overall Interpretation of this graph.

The graph unequivocally demonstrates how the general population views deep-fakes negatively. While the majority of
respondents identify deep-fakes with social hazards rather than advantages, a sizable portion of respondents were unsure,
indicating the need for:

Increased public knowledge, instruction regarding deep-fake technology, moral guidelines, and online safety precautions.
Also, the pie chart shows that just a small minority of respondents view deep-fakes favourably, while the majority believe
they are detrimental to social life. Many people are still unsure, which suggests that knowledge and comprehension of
deep-fake. technology are still evolving. In general, the data shows that people are becoming more concerned about the
social repercussions of deep-fakes.
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12.Below is the responses collected on question number 12 of the survey:

Do you agree that the Indian Laws are sufficient to protect the individuals from the misuse of
Deepfake?

112 responses

0 Ve
0 No

From the above given graph we get to the see that majority of the responses that is approximately around 80.4% are stating
the fact that the Indian laws are not sufficient enough to protect them from technologies like deep-fake. The graph indicates
a widespread belief among the public that India's current legal system is insufficient to deal with the escalating threat posed
by deep-fake technology.

The overwhelming negative reaction suggests that people are becoming more concerned about the abuse of synthetic media
and artificial intelligence. Deep-fake are capable of incredibly realistic video, audio, and image manipulation, posing
concerns like: Identity theft, cyberbullying, revenge pornography, political disinformation, fraud, impersonation, and
defamation.

According to the comments, respondents believe that present Indian regulations are ineffective at preventing or correcting
these damages.

Also, the responses suggests that: Inadequacy of the Current Legal System

At the moment, deep-fakes are not specifically regulated by any laws in India. Rather, authorities depend on many clauses
found in current statutes, like:

The Indian Penal Code [BNS], copyright rules, data protection and privacy principles, and the Information Technology
Act of 2000. These regulations, however, were not initially intended to deal with distorted information produced by Al
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Respondents probably believe that these regulations are inadequate for the quick evolution of technology, difficult to
apply in digital environments, and reactive rather than preventive.

Demand for Particular Law.

The high proportion of unfavourable answers suggests that society is in need of:

Legislation specifically designed to combat deep-fakes, hefty fines for producers and distributors, required labelling of Al
content, Accountability of the platform, quicker methods for redressing cybercrime and more robust methods for
compensating victims.

In the absence of a comprehensive legal framework that particularly addresses Al-generated fraud, respondents probably
feel that fragmented regulations are insufficient.

This graph shows a wider problem of faith in digital media administration in addition to legal discontent. Citizens fear
election manipulation, reputational harm, online abuse of women and children, and the dissemination of false information
and evidence as deep-fake get more sophisticated.

Thus, the data emphasizes how urgently legislators, courts, and regulatory agencies must update cyber laws to reflect new
technologies. The pie chart makes it abundantly evident that a sizable majority of respondents don't think Indian laws can
sufficiently shield people from deep-fake abuse.

13. The below given pie-chart shows the responses collected on question number 13 of the survey.

Do you think the existing laws should be reformed due to rise in technology?
112 responses

0 Ves
O No

From the above given pie-chart we get to see that the strong support is given in % of responses for the reformation of the
laws regarding the new technology.

Only 6.3% of respondents said "No," compared to 93.8% who said "Yes," according to the data. This demonstrates that the
vast majority of people think that the current legal system is inadequate to deal with the quick development of contemporary
technology and its effects on society. This outcome emphasizes the growing worry regarding the discrepancy between
established legal frameworks and new technology advancements including cybercrime, artificial intelligence, data privacy,
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digital transactions, and social media regulation. Modern technology challenges may not be sufficiently governed by laws
passed decades ago. In order to guarantee justice, security, and the protection of rights in the digital era, the majority view
shown in the chart is in favour of new laws, regulations, and updated regulatory frameworks.

The extremely small portion of respondents who were against reform might think that current laws are already sufficiently
adaptable due to judicial precedents and interpretation. They make up a very small percentage, nevertheless, when
compared to those who support change.

Overall, the pie chart shows an almost uniform agreement that legal systems need to change in tandem with advancements
in technology. It implies that society expects legislators and legal organizations to implement changes that can
successfully control technology advancements while defending people's rights, the public interest, and moral principles.
14.Given below is the responses collected of question number 14 of the survey.

According to you what role the Intermediaries play in circulating Deepfakes?
112 responses

@ Important role
@ Moderate role
_ Norole

From the chat we can see that the responses are divided into three categories i.e. No role (8.9%), Moderate role (39.3%),
and Important role (51.8%).

The majority of respondents (51.8%) think that middlemen are crucial in the spread of deep-fakes. This illustrates the
general public's belief that social media sites, search engines, messaging apps, and hosting services play a major role in
the propagation of altered digital content.

Legally speaking, this reflects increased worries about intermediaries' accountability under information technology rules
and cyber laws.

39.3% of respondents, a sizable portion, think intermediaries have a moderate influence. This suggests that although
platforms aid in circulation, users and content producers who purposefully create or distribute misleading content may
also have the main responsibility.
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This illustrates the legal concept of shared liability, which divides accountability among up-loaders, hosting companies,
and producers.

Just 8.9% of respondents think intermediaries are not involved in the spread of deep-fakes. This minority opinion might
lend credence to the claim that, absent actual knowledge of illegality, intermediaries should not be held accountable for
user-generated content because they only supply technological infrastructure. This line of thinking is consistent with the
"safe harbour" notion that is acknowledged in most jurisdictions, including clauses found in information technology laws.

The chart subtly highlights the need for more robust regulatory frameworks addressing online harm and digital manipulation
since respondents primarily link intermediaries to the dissemination of harmful content.

Therefore, the need arises that the intermediaries have an ethical and legal obligation to make sure that their platforms are
not abused for the propagation of dangerous synthetic media.

The pie graphic makes it evident that most respondents believe intermediaries are important players in the spread of deep-
fakes. Legally speaking, the results lend credence to calls for more robust intermediary regulation, better Al governance,
and increased cyber law enforcement.

The graph also illustrates the increasing public awareness of the risks deep-fake technology poses to society and the law,
as well as the critical role digital platforms play in either preventing or facilitating these damages.

P.T.O

15.Given below is the pie-chart showing responses collected from question number 15 of the survey.

In your opinion Is the social media platform is one of the major reason for the growth of Deepfake?
112 responses

0 Ve
O No

-

From the above given chart we get to see that approximately 93.8% of the responses are believing that the spread of deep-
fakes is mostly caused by social media platforms. While, 6.3% (No): A small percentage of respondents do not believe that
social media plays a significant role in the spread of deep-fakes.
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Nearly 94% of respondents mention social media, which speaks directly to the idea of safe harbour protection and reflects
a growing public opinion that platforms are not doing enough.

Bad actors need a large collection of crisp images and audio in order to produce a high-quality deep-fake. People voluntarily
post their biometric information (voices and faces) on social media, which is the main harvesting ground.

Engagement-driven algorithms are used by social media companies. Deep-fakes frequently go viral quickly because they
are dramatic, contentious, or provocative.

The data clearly shows that the public sees deep-fakes as an epidemic actively fuelled by social media platforms distribution
design rather than just as a limited technology problem.
P.T.O

16. Below is the pie-chart showing responses collected in the survey on question number 17

Do you encourage the use of Deepfake by circulating Funny Memes or any other content made with
the help of Deepfake?

112 responses

[ RES
®\o

From, the above given chart we can conclude that approximately 81.3% responses are disagreeing that they don’t share
memes made with the help of deep-fake, while 18.8% are stating that they share deep-fake material like memes.

The vast majority of respondents (81.3%) who selected "No" indicate that people are extremely wary about deep-fake
technology. From a legislative standpoint, this strong rejection gives politicians the authority to create more stringent
regulations. It suggests that society believes the potential negative effects of deep-fakes such as false information, identity
theft, and non-consensual synthetic media far exceed any funny or entertaining value.

Although 18.8% of respondents support deep-fakes for memes, this small percentage draws attention to a serious legal flaw.
Defendants frequently invoke the "parody" or "satire" to protect in court to assert their right to free speech protections. But
as a law student would point out, proving intent can be challenging. Regardless of the original goal, strong regulation is
required because a deep-fake developed as a "funny meme" can be readily stripped of its context and exploited to libel a
person, harm a reputation, or mislead the public.

The high "No" rate indicates that the majority of people are aware of the moral and possibly legal dangers of participating
in the supply chain. Intermediaries (social media platforms) are under tremendous pressure, and nearly one-fifth of
respondents are eager to post deep-fakes for light fun.
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17.Given below is the pie-chart showing the responses collected on question number 18 of the survey.

Do you think it should be the moral and legal responsibility of the creator to declare that the content
is original or not.

112 responses

0 Ve
O No

From the above given pie-chart we can conclude that 92.9% i.e. approximately 104 respondents believe that declaring
content originality should be a moral and legal obligation for artists.

Also, 7.1% i.e. approximately 8 respondents don't think this should be a required duty of the creators.

The enormous public mandate for regulation is represented by the 92.9% majority. This suggests that the great majority of
people now see content authenticity as a crucial issue requiring formal regulatory structures and enforcement methods rather
than just a personal preference.

Transparency is strongly favoured by the people, according to the research. Legally speaking, this encourages the use of
stringent "Right to know" and consumer protection regulations. If included into IP law, it would shift the burden of proof
to the creator and mandate disclosures (such watermarking Al-generated media or clearly citing synthesized works) in order
to stop fraud and false information.

Despite its small size, the 7.1% minority offers a significant legal counterargument. This group probably draws attention to
the practical difficulties of such a statute from a defensive or regulatory standpoint. Mandatory originality claims could
violate free expression, impose excessive administrative burdens on independent artists, and create significant jurisdictional
obstacles in a global digital environment.

In the end, the graph shows that public opinion is strongly in favour of digital accountability. As a law student, this highlights
the pressing necessity for legislators to create thorough transparency laws that safeguard intellectual integrity without
impeding original thought.
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18.Given Below Is The Responses Collected In The Survey On Question Number 19 Of The Survey:

Do you support the use of Deepfake or not?

112 responses

0 Ves
®\o

N

From the pie-chart we can see that remarkably, 94.6% of respondents said they oppose the usage of deep-fakes. Legally
speaking, this broad agreement shows a general public concern about the effects of synthetic media on privacy, individual
rights, and systemic truth.

The use of deep-fakes is only supported by 5.4% of respondents. This tiny minority probably sees the technology through
the prism of entertainment, artistic expression, or useful uses (such film or historical preservation), all of which are often
protected by the right to free speech and expression.

The stark distinction explains why regulatory agencies are rushing to enact laws in this area. The 94.6% resistance is in line
with the serious legal threats that deep-fakes provide, such as identity theft, defamation, the unlawful production of explicit
content without consent, and the manipulation of democratic processes (such as election meddling).

OVERALL ANALYSIS OF THIS SURVEY:

The claim that deep-fake technology has already affected public opinion is supported by empirical data from the survey
results. Despite the small sample size of 112 respondents, the results are still significant since they show a more general
trend of doubting about digital originality. Discussions about Al governance, digital evidence standards, cyber law reform,
and online privacy protections can all benefit from this data.

Additionally, the graphic recommends that organizations including governments, courts, academic institutions, and tech
firms work together to create systems for confirming digital authenticity. Watermarking technology, Al detection systems,
more stringent platform laws, and forensic analysis techniques for digital evidence are a few examples of this. To ascertain
whether electronic content has been altered, legal systems might also require professional cyber forensic specialists.

In summary, the pie chart shows that the public's confidence in the authenticity and uniqueness of digital content has been
greatly impacted by deep-fake technology. Critical legal issues pertaining to cybercrime, digital evidence, privacy,
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defamation, constitutional rights, and Al legislation are highlighted in this survey data. The results highlight how urgently
extensive legal reforms, public awareness campaigns, and technological protections are needed to confront the increasing
problems that deep-fake technology presents to contemporary society.

This information gives legislators and legal scholars a compelling case for more stringent regulations. It indicates that
specific, enforceable digital safety legislation and required watermarking of synthetic content are necessary since the public
may perceive current tort laws and criminal statutes as inadequate to address the particular difficulties posed by Al-
generated disinformation.

CHAPTER 5

CONCLUSION AND SUGGESTIONS:

As we have seen that how the deep-fake technology has evolved, also how the deep-fake technology is not limited only to
the technological use only, it is creating an interlinking between various sectors like the fundamental right to privacy, data
protection and the cyber security. We have examined, the evolution of deep-fakes, it’s use in both positive manner as well
as in malicious manner, it’s social impact, the way it is affecting right to privacy and the intellectual property, we can
conclude that the deep-fake is now have reached to a level where it has created a complex socio-legal challenge in the
society. The deep-fake is violating the fundamental rights of the individuals as well as it is affecting the democratic
institution of a country, digital trust of the social media platforms and cyber security.

We have also seen that how from using CGI [Computer generated imagery] to using GANSs the Al developed. With the help
of this the synthetic media are now being easily accepted by our society. As with the help of GAN technology it has become
easy to generate hyper realistic audio, video, images etc. Earlier it was mainly used in the entertainment industry but now,
the use of synthetic media is in education, medical profession, media etc. in very different fields.

Because of the deep-fake technology, the evidentiary value of the digital evidence is being altered and created legal concerns
regarding the authenticity of the evidence produced. Deep-fakes is also causing problem in constitutional and ethical issues
like the right to privacy and freedom of speech. The legislation must enact some kind of law by maintaining a balance
between constitutional protection given to an individual and the technological advancement taking place. But also maintain
the technological freedom for the further development of the technology, as if the rules will exceed it can affect adversely
the development of Al technology. Also the lack of regulation will encourage the criminals to do financial frauds, sharing
of non-consensual images and videos, at a larger extent it can be a threat to our national security also.

When we analyze the uses of deep-fake, we will get to know the dual nature of deep-fake technology i.e. the positive use
of deep-fake and the malicious use of deep-fake. In positive manner, it is widely used in the entertainment industries, in the
educational sector for teaching, healthcare services and also in businesses like e-commerce. And for malicious use it is used
in generating and spreading deep-fake porn videos by grafting the face of the victim with the body of someone else, in the
Phishing attacks, here the attacker can change his/her voice with the help of Al into the voice of the known person of the
victim to get the desired financial transfer, Deep-fakes have the capacity to agitate the crowd and thus can cause the results
of the elections can get hampered because of it etc. The rise in the Al generated disinformation, biometric spoofing etc. are
creating a serious concern in the field of digital forensic system.

One of the most important steps taken towards the proactive Al governance is through the Regulatory Paradigm of 2026. It
includes the Mandatory Labelling i.e.if the content is synthetic, a label must be visible on 10% of the display surface, it also
includes, Identity Disclosure i.e. the platforms are now legally obligated to reveal or to identify of a deep-fake creator of
the victim upon request and at last it includes the Loss of Safe Shelter security of the Intermediaries in which the platform
(intermediary) may be sued as the "publisher" of the crime and lose their immunity under Section 79 of the IT Act if they
do not delete a reported deep-fake within the allotted two to three hours of the provided timeline.

From legal perspective, we can say that the present legal system is struggling in dealing with the synthetic media like deep-
fakes. There are a lot of loopholes present in the current laws regarding the new technologies related to Al. Also, when we
look closely into the Indian legal system, we will find that it exhibits both the progress and the weakness regarding the
threat posed by deep-fakes. Now, by looking into the legal provisions under the BNS 2023, IT Act 2000, Intellectual

© Author(s). This work is peer-reviewed, openly published, and permanently archived
This article is openly accessible and reusable with proper attribution.
https://ijsmt.org/ , Email: editor@ijsmt.org 62



https://ijsmt.org/
mailto:editor@ijsmt.org

Volume 02 Issue 05 May-2026 | ISSN: 3108-1762 (Online) | Impact Factor: 3.8
Ny An International, Peer-Reviewed, Open Access Scholarly Journal Indexed in recognized academic databases

fjﬁ International Journal of Science, Strategic Management and Technology opEns AccEss
1

property laws etc. are providing partial remedies for the crimes like online defamation, obscenity, digital fraud,
impersonation and disinformation. Now, the remedies available for all the offenses mentioned under the I'T Act can partially
provide remedies for the crimes done with the help of Al There is not a single defined legislature in the Indian Legal system
that can provide remedy for the Al generated manipulations and synthetic media like Deep-fake. The responsibility among
the users, intermediaries, government, middlemen is not specified properly which is creating a regulatory gap in the society
regarding technologies like deep-fake.

The ability of the technology to undermine "truth" presents a systemic risk to the legal system, notwithstanding its enormous
creative potential. The task is on the Indian legal system, as they will have to establish strong guidelines regarding the use
of Al technology like deep-fakes. Also, they will have to create strong “Guardrails” against the misuse of the technology
like the GANS.

Nowadays, synthetic media had become a powerful force that is changing the fact that how society views authenticity, truth,
and identity. Every new skill offers significant advantages, but it also creates new opportunities for coercion, fraud, and
misinformation.

In today’s digital word, where there is a significant use of Al is happening in various fields of life, then the organisations
cannot depend on the manual human inspection or intuition for checking the authenticity of the material available.
Because deep-fakes undermine both individual rights and societal ideals, their social impact is especially concerning. Deep-
fakes have the ability to sway public opinion, manipulate emotions, and cause widespread misunderstanding. These negative
effects are greatly increased by the quick spread of altered content via social media platforms. People are vulnerable to
social exclusion, cyberbullying, emotional distress, and reputational harm. Deep-fakes with political motivations have the
potential to disrupt democratic institutions, inflame tensions within communities, and tamper with elections. Beyond
immediate victims, the psychological effects of synthetic media add to a more general atmosphere of mistrust and worry.

The technology is growing at a very fast speed, in a very small duration of time, we often get to see some enhancement in

the tech-world, thus, there is a need of such technology that can match the speed of the changing technology in terms of
detecting the Al based materials.
There is a need of an automated detection system, which detects the use of Al technologies like deep-fake and aware the
users about the use of Al in the material. In the year 2021, the Reality Defender was introduced whose work is to detect the
deep-fake and to assist the government etc. for protecting the identity and trust of the individuals. Reality Defender is
currently leading in the market of deep-fake detection which comes under the sector of cyber security, it is helpful for the
institutions to stop the Al generated content before getting viral and before creating any kind of problematic situation.
Fake information is very easy to transmit, but it is way more difficult to stop the passing of those falsely generated deep-
fake information, also it is very difficult to store and update the records regarding the deep-fake.
Victims' pain is made worse by the insufficiency of legal remedies in many jurisdictions. The peculiarity of Al-generated
sexual content may not be sufficiently addressed by current obscenity and cybercrime regulations, particularly when no
actual physical act took place. Procedural obstacles, delayed takedowns, insufficient law enforcement responses, and
challenges in identifying anonymous attackers are commonplace for victims. As a result, the emergence of non-consensual
deep-fake pornography highlights the critical need for victim-based legal frameworks and quick reaction times.

Deep-fakes' violation of people's right to privacy and dignity is a reflection of the larger conflict between the growth of
technology and the protection of human rights. By using personal information without permission, deep-fakes compromise
informational autonomy. By dehumanizing, objectifying, and misrepresenting people in made-up situations, they violate
people's dignity.

Non-consensual deep-fake pornography, which disproportionately targets women and marginalized groups, exacerbates the
issue. Such abuse is a type of digital sexual assault that has its roots in cyber sexism and patriarchal power structures. The
severe psychological, emotional, and reputational harm that victims endure shows that digital violations can have just as
much of an impact as physical ones.
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Additionally, deep-fakes pose serious dangers for identity theft, impersonation, defamation, and violations of publicity
rights. Al-generated media's realism increases reputational harm and makes fraud, deceit, and economic exploitation easier.
Even though they are somewhat applicable, the current legal frameworks are still disjointed and insufficient to handle the
complexity of the harms caused by synthetic media.

An essential moral basis for controlling deep-fakes is provided by constitutional rights pertaining to privacy, dignity,
reputation, and autonomy. Legal protection is provided by judicial recognition of privacy under Article 21 and personality
rights in Indian jurisprudence. But because Al technology is always changing, specific laws that can strike a balance
between innovation and responsibility are needed.

Legal change, technology safeguards, platform responsibility, public awareness, and international cooperation are all
necessary for an effective response to deep-fakes. Laws should ensure quick solutions for harmful information while taking
a victim-focused and consent-based approach.

Deep-fake provide a profoundly human as well as technological issue. The idea that people must maintain control over their
identity, appearance, and personal autonomy must be reaffirmed in order to defend privacy and dignity in the digital age.
Legal systems must make sure that technology advancement does not compromise human dignity and constitutional
liberties as artificial intelligence develops.

Deep-fakes present equally important intellectual property challenges. Large datasets with copyrighted photos, movies,
audio files, books, and artistic items are usually used to train Al algorithms. There are concerns about whether using
copyrighted content for Al training is acceptable fair use or infringement. A growing number of creators and copyright
holders contend that their economic rights and creative labour are compromised by unapproved scraping and ingesting of
their works.

However, developers argue that Al training entails transformational application, which is essential for technological growth
and creativity. In many jurisdictions, the tension between innovation and copyright protection is still unresolved. In the
context of machine learning, courts around the world are still debating issues related to consent, licensing, derivative works,
and the limits of fair use.

The foundation of traditional copyright systems was identifiable acts of copying and human authorship. But generative Al
makes it difficult to distinguish between imitation, replication, and inspiration. There are challenging issues with fair use,
licensing, market substitution, and unapproved exploitation of creative labour when copyrighted works are included in Al
training datasets. At the same time, deep-fake technologies put personality rights at risk by making it possible to digitally
clone identities, voices, and faces without authorization.

Authorship and ownership are still unsolved issues. Lawmakers and courts around the world are still debating whether or
not Al-generated works should be protected by copyright and who should be the owner of such rights. At the same time,
artists, publishers, performers, and producers want more robust protections against unpaid exploitation.

At the heart of this argument is the fair use theory. While creators worry about economic displacement and the loss of
artistic sovereignty, Al developers see fair usage as critical to technical advancement and machine learning research.
Therefore, innovation must be balanced with justice, economic rights, consent, and human dignity in the legal system.

Future legal systems will probably need a mix of copyright reforms tailored to Al, mechanisms for licensing, the obligations
for transparency, the protection for digital identities, International collaboration and the governance of ethical Al.
Intellectual property law must change as synthetic media develop in order to protect both technical advancement and the
rights of human producers.
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Countries all around the world are experimenting with various measures to deal with the threats posed by deep-fakes,
according to a comparative examination of regulatory approaches. One of the most extensive initiatives to govern Al
technologies using a risk-based framework is the European Union Al Act. The EU's commitment to striking a balance
between innovation and the preservation of basic rights is demonstrated by its transparency duties, mandated labelling of
synthetic content, accountability requirements, and stringent compliance standards.

The US takes a more dispersed strategy, relying on state-level legislation, sector-specific rules, and constitutional guarantees
for free expression. While federal authorities concentrate on consumer protection and cyber-security issues, several states
have passed legislation targeting deep-fakes and non-consensual pornography related to elections. However, extensive
regulatory action is constrained by the constitution's significant emphasis on freedom of expression.
Through legal initiatives like the Online Safety framework, the UK places a strong emphasis on harm reduction, platform
accountability, and online safety. The UK strategy aims to maintain technological innovation while placing more
accountability on digital platforms. These global experiences show that there isn't a one, widely recognized deep-fake
regulation mechanism. However, recurring themes transparency, accountability, consent, platform duty, and user protection
emerge.

In order to regulate synthetic media, social media platforms and intermediaries play a crucial role. Platforms have a major
impact on the processes of detection, moderation, and removal because they serve as the main channels for the spread of
deep-fakes. Frameworks for intermediary liability make an effort to strike a compromise between the necessity to prevent
harm and the right to free speech. However, effective moderating is quite difficult due to the vast volume of internet content.

Automated detection techniques are still not perfect; they could produce false positives or miss complex modifications.
Censorship, excessive removal of acceptable content, and limitations on political or artistic expression are other
consequences of excessive regulation. As a result, platform governance needs to integrate technology solutions with human
oversight, due process safeguards, transparency standards, and user awareness.

Despite increased exposure to modified content, empirical research on deep-fakes shows that public understanding of
synthetic media is still low. Many people lack the technological literacy needed to recognize deep-fakes or comprehend
their ramifications. Further research indicates that as Al systems advance, deep-fake detection gets harder. The public's
confidence in digital information has decreased, especially among younger generations that primarily rely on social media
for communication and news.

Additionally, empirical results show that women, prominent personalities, and marginalized communities are
disproportionately vulnerable to deep-fake abuse. Inadequate institutional support, social isolation, and psychological
trauma are common experiences for victims. Furthermore, scientists have stressed that the negative effects of synthetic
media cannot be completely eradicated by technical fixes. Social responsibility, educational programs, legal reform, and
ethical governance are all equally significant.

The whole analysis shows that deep-fake technology is a complex problem that calls for interdisciplinary solutions. Criminal
legislation and content censorship are insufficient to confront technological advancement. Legal, technological, ethical,
educational, and international aspects must all be integrated for effective governance. Both heavy regulation that hinders
innovation and regulatory apathy that allows widespread misuse must be avoided by policymakers.

In the end, deeper conflicts in today's digital society are reflected in the emergence of deep-fakes. Humanity's creative
potential has been enhanced by artificial intelligence, but it has also revealed flaws pertaining to truth, identity, privacy,
and trust. Modern legal systems face the difficulty of developing frameworks that both uphold democratic norms, human
dignity, and technological advancement in addition to punishing misuse.

The ability of society to create flexible legal frameworks, promote digital literacy, support ethical Al development, and
advance global cooperation will determine how synthetic media regulation develops in the future. It is doubtful that deep-
fake technology will go away. Rather, it will become more advanced, available, and incorporated into everyday life.
Therefore, the goal should be responsible governance of the production, distribution, and use of synthetic media rather than
their eradication.
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To ensure that Al advances rather than undermines mankind, a balanced strategy based on human rights principles,
innovation policy, constitutional values, and technological accountability is necessary. In the upcoming decades, the
relationship between truth, technology, and democracy will be shaped by the legal and societal solutions that are
implemented today.

SUGGESTIONS:

1. Adoption of a Comprehensive Law to Regulate Deep-fakes

The adoption of a comprehensive law that addresses deep-fake technology and synthetic media in particular is one of the
most important recommendations.

The current legal framework, which includes information technology laws, criminal codes, copyright legislation, and
privacy regulations, is disjointed and unable to handle the particular difficulties presented by Al-generated manipulation.

Deep-fakes, synthetic media, digital impersonation, and Al-generated manipulation should be all be precisely defined by a
specific legal framework. Political propaganda, non-consensual pornography, identity fraud, financial frauds, and hostile
impersonation are examples of damaging deep-fakes that must be classified by the law. To prevent uncertainty and
guarantee efficient enforcement, precise definitions are crucial.

The proposed legislation ought to make a distinction between the legal and illegal applications of synthetic media. Within
acceptable bounds, satire, parody, artistic expression, research, teaching, accessibility innovation, and entertainment
should all be preserved. However, there should be severe legal and criminal sanctions for harmful applications that
involve fraud, harassment, defamation, electoral meddling, or privacy abuses.

Procedural protections for victims, such as expedited complaint procedures, emergency takedown orders, compensation
plans, and victim protection measures, should also be included in the legislation. The establishment of specialist digital
courts or cyber tribunals could increase the effectiveness of adjudication.

2. Required Watermarking and Labelling of Synthetic Content

Governments ought to impose mandatory transparency requirements that mandate the watermarking or plain labelling of
Al-generated information. Systems for identifying synthetic media can assist consumers in differentiating between real and
fake-information.

Al generating systems should incorporate digital watermarking technologies from the outset. Investigators, platforms, and
regulators can track down the source of modified the information with the help of these invisible indicators. Platforms that
host synthetic content ought to make it clear to users that the content has been altered or created artificially.

3. Fortifying Consent and Privacy Frameworks

Individual liberty, consent, and dignity should be given top priority in deep-fake regulation. Except in specific legal
exceptions like journalism, public interest reporting, satire, or law enforcement, no person's face, voice, likeness, or
biometric data should be utilized to create synthetic media without informed consent.

Unauthorized digital cloning and biometric tampering should be specifically acknowledged as infringement of personality
rights by privacy laws. Victims must be able to request the prompt removal of offensive content, financial compensation,
injunctive remedy, and, if necessary, criminal prosecution.

4. Increased Protection against Deep-fake Pornography Without Consent

Governments must pass strict legislation that makes it illegal to produce, own, distribute, and publish non-consensual deep-
fake pornography. Because they were not intended to deal with Al-generated sexual content, current regulations pertaining
to obscenity and cybercrime are frequently insufficient.

Legal changes should guarantee that victims can prove injury without having to demonstrate actual physical exploitation.
It should be illegal to create sexually explicit synthetic media.
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Authorities should set up specific support systems, such as fast takedown units, legal help, counselling services, and
assistance with digital forensics. Social media companies and search engines ought to be required by law to take down
content that has been reported within a certain amount of time.

In order to give victims of online harassment and synthetic abuse a safer atmosphere, educational institutions and companies
should also establish regulations addressing these issues.

5. Modification of Intellectual Property Laws for Content Created by Al

To handle Al-generated content and synthetic media, copyright law needs to be significantly changed. Legislators should
specify which companies are entitled to ownership rights and make it clear whether Al-generated works are protected by
copyright.

For the usage of copyrighted content in Al training datasets, explicit licensing procedures should be put in place. When
their creations are used for machine learning, creators ought to be informed and, if necessary, paid fairly.

6. Fortifying the Liability Structure for Platforms and Intermediaries

In order to prevent dangerous deep-fake, social media companies, hosting companies, and middlemen must take the
initiative. Platforms should be required by law to put in place appropriate methods for detection, reporting, moderation, and
takedown.

Platforms should set up specific routes for reporting deep-fakes so that victims can request the quick removal of their
content. Regular accountability reports and transparent moderating guidelines ought to be required.

7. Creation of Advanced Technologies for Deep-fake Detection

The creation of trustworthy deep-fake detection technology should get significant funding from governments, academic
institutions, and private businesses. Reducing harm requires Al-based detection systems that can recognize altered voice,
video, and images.

Innovation in forensic tools and authentication methods can be accelerated by public-private cooperation. Grants for the
study of synthetic media dangers and detection techniques should be given to universities and research organizations.

8. Public awareness and digital literacy initiatives

Promoting media knowledge and digital literacy is one of the best long-term remedies to the deep-fake issue. The presence,
dangers, and identification of synthetic media must be made clear to the public.

Al ethics, digital verification, cyber safety, misinformation, and media literacy should all be covered in school and
university curricula. Pupils should be taught how to recognize manipulation tactics and critically assess online content.

Using digital channels, social media, public workshops, and television, governments and civil society organizations should
launch national awareness campaigns. In order to properly report on Al-generated material and validate digital proof,
journalists and media workers should undergo specific training.

9. International Collaboration and Standardization

It’s because digital content often crosses national boundaries, deep-fake propagation is intrinsically international. Therefore,
effective regulation and enforcement depend on international cooperation

To combat cross-border cybercrime and the misuse of synthetic media, nations should work together through treaties,
mutual legal assistance agreements, and international organizations. Regulatory uniformity can be enhanced by common
norms pertaining to openness, consent, labelling, and platform accountability.

10.Safeguarding electoral integrity and democratic processes

Elections, political debate, and democratic institutions are all seriously threatened by deep-fakes. Strict laws that forbid the
malicious use of synthetic media during election campaigns should be implemented by governments. To detect and
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eliminate dishonest political deep-fakes, election commissions and regulatory bodies should set up quick response systems.
Mandatory disclosure laws should apply to political advertisements that use Al-generated content.

11.Acknowledgment of Digital Identity and Individual Rights

In the era of synthetic media, legal regimes ought to clearly acknowledge digital identity and personality rights. People
must have legal control over how their voice, face, likeness, and biometric traits are used for commercial and technical
purposes.

Unauthorized digital duplication and Al-generated cloning should be covered by an extension of the right to publicity.
Celebrities, performers, influencers, and ordinary citizens alike should have remedies against unauthorized commercial
exploitation of their identities.

In summary, deep-fake technology offers both tremendous potential and serious risk. Developing strong legal frameworks,
moral protections, public awareness, and institutional resilience that can both protect society and promote responsible
innovation is the way forward rather than opposing technological advancement. It is feasible to maximize the positive
effects of synthetic media while reducing its negative effects on people, organizations, and democracy itself through
responsible collective action and balanced governance.
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