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Abstract

Cloud computing systems are facing growing security concerns due to their distributed nature and continuously changing
access behaviors. Conventional Identity and Access Management (IAM) approaches often fail to provide real-time
responsiveness and lack awareness of contextual factors. To overcome these limitations, this study proposes a multi-
layered security framework powered by Artificial Intelligence (AI). The model incorporates location-based dynamic code
generation, user authentication, and machine learning—driven anomaly detection to strengthen security mechanisms.

The proposed system enhances authentication by integrating user credentials with geolocation information and time-
dependent hexadecimal codes, making unauthorized access significantly more difficult. Furthermore, a trained machine
learning model continuously monitors user behavior to identify and prevent suspicious activities. A practical scenario is
included to demonstrate the effectiveness of the approach.

This review also examines the role of Al and Machine Learning (ML) in transforming cloud security, particularly in
Identity and Access Management. It highlights the shortcomings of traditional access control systems in terms of
scalability and real-time adaptability, and presents an Al-based framework capable of intelligent authentication, adaptive
threat detection, and predictive decision-making. Based on the analysis of 34 research papers published between 2015 and
2025, including 29 journal articles, 1 article, and 4 conference papers, the study emphasizes that integrating Al with cloud
computing is essential for developing secure, efficient, and context-aware access control systems. The proposed
framework not only enhances security and reduces unauthorized access but also improves user experience and ensures
better compliance with modern security standards.

Keywords

Cloud Security, IAM, Artificial Intelligence, Machine Learning, Anomaly Detection, Dynamic Authentication, Location-
Based Security

1. Introduction

Cloud computing has transformed modern IT systems but introduces serious security concerns such as unauthorized
access, identity theft, and insider attacks. Traditional IAM systems rely on static rules and credentials, making them
insufficient for dynamic environments.
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Advantage of cloud computing:-
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o [t eliminates the need for physical hardware and lowers operating expenses.

Scalable and flexible: Easily adapts to shifting business requirements.

The costeffectiveness of cloud computing is one of its advantages

High Availability: Provides dependable services with little interruption.

Global Reach: Anywhere there is an internet connection, services are accessible.

Top cloud service providers make significant investments in cutting-edge security protocols.

OPEN

ACCESS

Artificial intelligence, machine learning, big data analytics, and the Internet of Things are just a few of the contempora

ry technologies that rely on cloud computing.

Recent research shows that Al-driven IAM systems enable real-time decision-making, anomaly detection, and adaptive

authentication, improving cloud security significantly.

This paper proposes a hybrid security model combining:

Authentication (password-based)
Context-awareness (location-based)
Dynamic code generation

Machine learning-base

. Literature Review

d anomaly detection

Al enhances IAM through adaptive authentication and anomaly detection

Machine learning improves threat detection and automation in cloud systems
Traditional IAM lacks scalability and real-time response

Hybrid approaches combining Al and security mechanisms provide better protection
Literature Review

|Ref HAuthors & Year HFocus Area HTechniques Used HKey Contribution HLimitations
Nzeako &  Shittu . Al-driven adaptive
1 IAM S t Al, ML . N t h;
[ (2024) eouty ’ authentication & access control O CIYPIOEDIY
2] Nzeako &  Shittul|Data Access AL ML Intelligent data access &l|Lacks encryption
(2024) Optimization ’ reduced latency focus
1 ity||Al ML hensi it
3] |Angudi (2023) Cloud Security||Al ,|[Comprehensive security General study
Challenges Cryptography framework
Mahalakshmi et al. Blockchai ZKP . L
[4] Ana AL € a4 Access Control ockehain, ’l|AuthPrivacyChain framework |[Scalability issues
(2023) Encryption
A i tity- 1
[5] |IPaulraj et al. (2023) ||Authentication  |[ECC, MARL nonymous - identity-basedComplex
ACP model implementation
Singh & Chatter;j . Crypt hy, . .
[6] ( 218? 5) W Data Security Sggl)az(%;?zp}};y Encryption-based protection  |[No AI/ML
ML S it .
[7] |[Bhamare et al. . seurty Supervised ML Shows generalization failure  |[Needs hybrid ML
Validation
[8] |[Dey et al. Authentication Hashing Lightweight MDA protocol Limited scope
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|Ref HAuthors & Year HFocus Area HTechniques Used HKey Contribution HLimitations
ML Securit . .
[9] ||Ghegade & Rokade Review eeuttty SVM, KDD dataset |[ML improves threat detection ||Dataset dependency
. . RBAC ABAC . Lack of adaptive
10]||Lonetti & Marchetti ||A. trol ’ ’l|Anal f 1
[10]|[Lonetti & Marchetti ||Access Contro NACML nalysis of access models models
|[1 l]HMarkandey et al. HData Security HEncryption HPrivacy—preserving models HNO Al integration |
|[12]HIndu et al. (2018) HIAM HCryptography HIAM classification “No ML/AI |
Mahendar & AI-SCAN  high  accuracy . .
13 IDS CNN, SMOTE R t
(130} Shivakanth (2025) : (97.5%) esouree tntensive
. . S it briefl
[14]||Shah (2018) Al + Cloud AlaaS Scalable Al-cloud integration ceutity ety
covered
RAdAC . . Need 1-world
[15]||Abdullah & Bakar ||Access Control ’ Risk-based adaptive model ee. S realwor
Cryptography testing
|[16]HAhrned HIDS HML, Hybrid models Hlmproved detection accuracy HDataset limitations
. . . Needs real-time
. +
[17]|Suman et al ML Security ML + Cryptography ||Hybrid security models alidation
. Intelligent loud||Limited it
[18]||Kumar Al + Cloud Al analytics efisen . croudy-imite security
transformation depth
Behavioral Early-
[19]||Maciel & Dhakal IAM .e av10-ra Continuous authentication arly-stage
Biometrics research
|[20]H— HML Security HANN, KNN, SVM HThreat classification HGeneral review |
D Learni
[21]||Rajani & Jyoti oep . carning LSTM Real-time detection Computational cost
Security
|[22]H— HAccess Control HDAC, MAC, ABAC HHybrid access models “Static policies |
|[23]HKiruthika et al. HML Prediction HSVM, J48 HThreat prediction “Needs scalability |
. . RSA, Blowfish, . Perf
[24]/[Begum & Hossain |/Data Security SHA owhs Hybrid cryptography szr?lrer:gnce
. Al predictive . .
[25]||Nalla (2023) Risk Management analvics Proactive threat detection Data dependency
y

I[26]]|Cader & Nirmala

HML Security

HML categories

HComparative analysis

HNO implementation |

|[27]H— HCloud Security HAI, Encryption HMulti—layer security approach HGeneral framework |
|[28]H— HSecurity Trends HAI, Blockchain HFuture security strategies HNO experiments |
Blockchain High efficiency .
(2911 — Security ZKP, AES, RSA AuthPrivacyChain Scalability
|[30]HPaulraj et al. HAccess Control HMARL HSecure cross-cloud access “Complexity |
|[3 I]HShirley et al. HML Security HJ48, AODE HIDS optimization HPrivacy concerns |
|[32]H— HAI vs Traditional HUEBA, SOAR HAI improves prediction HBiaS issues |
|[33]H— HAI Security HNLP, DL HReal-time threat detection HHigh cost |
[34]|[Mircea Tu (2024) ll\fL. Security|| \\N, sym, kNN [[Aree-sealeanalysis BTN e d model
eview papers)

Table 1 :- Summary of Literature Review
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3. Research Gap

Despite significant advancements in cloud security, existing approaches largely focus on isolated techniques such as
machine learning-based intrusion detection, cryptographic protection, or blockchain-based access control. There is a lack
of a unified, context-aware, and adaptive security framework that integrates dynamic authentication mechanisms with
real-time anomaly detection. Furthermore, current systems fail to incorporate contextual parameters like location and time
into access decisions, and often suffer from scalability, dataset dependency, and limited real-world applicability.
Therefore, there is a critical need for a hybrid, intelligent, and lightweight security model that combines dynamic code-
based authentication, context awareness, and machine learning-driven anomaly detection to enhance Identity and Access
Management in cloud environments.

4. Proposed Methodology Algorithm

BEGIN
/I Step 1: Generate Dynamic Code
FETCH Location_Details

GENERATE Code_Number = Hex(timestamp + Location + random_salt)

// Step 2: User Authentication
INPUT User_ID, Password
IF credentials are valid THEN
PROCEED
ELSE
DENY ACCESS
EXIT

END IF

/I Step 3: Access Request

SEND (User ID, Location Details, Code Number)

/I Step 4: Validate Code

IF Code format is correct AND
Code matches User & Location AND
Code is within valid time

THEN
PROCEED

ELSE
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DENY ACCESS
EXIT

END IF

// Step 5: ML-Based Anomaly Detection
INPUT (User behavior, Time, Access pattern, Location, Code)

RUN ML_Model

IF Output == "Normal" THEN
GRANT ACCESS

ELSE
DENY ACCESS
ALERT Admin

END IF

// Step 6: Logging

STORE transaction details in log

END
Step|(Phase Input Process Output
Fetch user Location_Details and .
Pre- — . ||Dynamic
1 . — generate  Code Number using .
Authentication . . security code
Hex(timestamp + location + salt)
User If wvalid —
2 . User_ID, Password Validate user credentials Proceed; else
Authentication
— Deny

User ID,
3 ||Access Request |[Location Details,
Code Number

User submits request  with|Request
generated code and location initiated

Check format, match with user & It valid - —
with u

4  ||Code Validation |[Code Number . s . Proceed; else

- location, verify expiry

— Deny
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Step||Phase Input Process Output
ML-Based
Behavi file, ti N 1 /
5 ||Anomaly cuavior profre, tme, Analyze using trained ML model orma

pattern, location, code Anomalous

Detection
isi A trol
6  ||Decision ML Output Grant or deny access cc‘e.ss contro
decision
i St 1 fi diting ~ &||Syst 1
7 |[Logging All request data ore logs lor auditing ystem og

monitoring generated

Table 2 :- Phase wise description:-

Datasetthatcanbeused:-

https://unsw-
my.sharepoint.com/:x:/r/personal/z5025758 ad _unsw_edu_au/_layouts/15/Doc.aspx?sourcedoc=%7B2A810F6A-CC3D-

4D98-909E-37489D8DAF98% 7D&file=UNSW_NBI15_testing-set.csv&action=default&mobileredirect=true

Fetch Location & Generate Code

(Hex Timestamp + Location + Salt)

Enter User_ID & Password
Yes No

Valid Credentials?

Send User_ID, Location & Code_Number
Yes No

Code Valid?

Anomaly Detection
(ML Model)

Normal User?

Log Activity

Figure 1:- Flow chart of Algorithm
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5. Example
Secure Login in Cloud System

User: Rahul
Location: Bhopal, India
Time: 10:30 AM

Step 1: Code Generation
Timestamp = 1710757800
Location = Bhopal

Salt = X7A9

Code = Hex(1710757800 + Bhopal + X7A9)
Generated Code = A3F9B7C

Step 2: Authentication

e User enters:

o User ID =Rahul123
o Password = *#****
Credentials Valid

Step 3: Access Request
Rahul123, Bhopal, A3F9B7C

Step 4: Code Validation

e Code format correct
e Matches location
e Not expired

Step 5: ML Anomaly Detection

Parameter Value
Location Same as usual
Time Normal
Behavior Normal

Device Known

ML Output: Normal
Step 6: Decision

Access Granted
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Step 7: Logging
User: Rahul123
Status: Success
Time: 10:30 AM
Location: Bhopal

Attack Scenario Example

e Location: Unknown (Russia)
e Time: 3 AM
e Behavior: Abnormal

ML OQutput: Anomalous
Access Denied + Alert sent

6. Conclusion

The proposed cloud-based secure login system utilizes dynamic code generation based on a combination of timestamp,
location, and a random salt value to deliver a robust and adaptive authentication mechanism. By incorporating contextual
factors such as time and geographical location along with randomized elements, the system effectively minimizes the
risks associated with replay attacks, credential compromise, and unauthorized access.

This method strengthens conventional authentication techniques by introducing dynamic, one-time verification codes,
which are difficult for attackers to replicate or predict. Furthermore, when integrated with cloud security frameworks and
machine learning-based monitoring systems, it enables real-time detection of suspicious activities, enhances data security,
and ensures stronger access control mechanisms. Overall, the proposed approach supports the development of a secure,
scalable, and intelligent authentication framework for modern cloud computing environments.

7. Future Scope

The proposed system can be further improved through several enhancements aimed at strengthening security, scalability,
and overall usability:

1. Integration with Machine Learning Techniques

Future advancements may incorporate AI/ML algorithms to analyze user behavior patterns—such as login time, device
usage, and access frequency—to automatically detect anomalies and potential security threats.

2. Multi-Factor Authentication (MFA)

Enhancing the system by combining dynamic codes with additional authentication methods, such as biometrics
(fingerprint or facial recognition) or OTP-based verification, can provide an extra layer of security.

3. Blockchain-Enabled Authentication

Implementing blockchain technology can enable decentralized identity management and ensure tamper-resistant
authentication records, thereby increasing system transparency and trust.

4. Advanced Geo-Fencing Mechanisms

Incorporating more accurate location verification using GPS and IP-based intelligence can help restrict access to
predefined trusted zones, improving location-based security.

5. Quantum-Resistant Cryptographic Methods

To address future threats posed by quantum computing, the system can adopt quantum-safe encryption techniques that
ensure long-term data protection.

6. Adoption of Zero Trust Architecture

Integrating Zero Trust principles—where every access request is continuously verified—can significantly enhance
security within cloud environments.
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7. Real-Time Threat Intelligence Integration

Connecting the system with global threat intelligence platforms can enable the identification of emerging attack patterns
and facilitate automatic updates to defense strategies.

8. Scalability for Enterprise-Level Deployment

Optimizing the framework to support large-scale cloud infrastructures with millions of users and distributed systems will
ensure efficient performance and reliability.
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