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Abstract:

The proposed work presents a Digital Twin-
based simulation framework for analyzing and
optimizing Mobile Virtual Network Operator
(MVNO) operations. The Digital Twin creates
a virtual representation of the MVNO network
to monitor traffic conditions, resource
utilization, latency, throughput, and quality of
service. Real-time and simulated network data
are incorporated to evaluate operational
behavior under different traffic scenarios. The
framework enables performance prediction,
resource allocation, and identification of
potential network  bottlenecks  without
affecting the  physical infrastructure.
Simulation-based analysis supports efficient
decision-making and improves network
reliability. The proposed approach
demonstrates the potential of Digital Twin
technology for intelligent, cost-effective, and
adaptive MVNO network management.
Keywords:Digital Twin, Mobile Virtual Network
Operator (MVNO), Network Simulation, Network
Optimization, Resource Allocation, Quality of
Service (QoS), Network Performance, Traffic
Management, Virtual Network, 5G Networks.

I. INTRODUCTION

Mobile Virtual Network Operators (MVNOs)
provide mobile communication services by

utilizing infrastructure and spectrum resources of
Mobile Network Operators (MNOs). As MVNO

networks become increasingly complex, efficient
management of traffic, resources, service quality,
and operational performance is essential.
Traditional network management methods often
depend on physical infrastructure and real-world
testing, which can be costly, time-consuming, and
difficult to scale. Digital Twin technology
provides an effective solution by creating a
virtual representation of a physical network that
can continuously reflect its operational behavior.
In this work, a Digital Twin-based simulation
framework is proposed for MVNO network
operations. The framework models important
network parameters, including traffic load,
latency, throughput, bandwidth utilization, and
resource allocation. Different network conditions
can be simulated to analyze performance and
identify potential bottlenecks. The proposed
approach enables predictive analysis, efficient
resource  management, and  performance
optimization while reducing the need for
extensive physical network experimentation.

II. LITERATURE SURVEY

Recent research has established Digital Twin
technology as a promising approach for
intelligent wireless network management. Sanz
Rodrigo et al. presented a modeling and
deployment methodology for Mobile Network
Digital Twins, demonstrating their ability to
replicate network components and evaluate
different operational scenarios without directly
affecting physical infrastructure. Nardini and Stea
investigated simulation services for Digital Twins
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of 5G/B5G networks, emphasizing what-if
analysis, performance evaluation, and dynamic
network optimization. Research on Digital Twin-
enabled cellular network management has further
demonstrated applications in spectrum sharing,
network planning, and prediction of future
network conditions. Recent surveys have also
highlighted the integration of Artificial
Intelligence and Machine Learning for anomaly
detection, resource allocation, system-state
estimation, and network optimization. However,
existing studies primarily focus on general 5G/6G
networks, with limited attention to Digital Twin-
based simulation specifically designed for
MVNO operational environments. Therefore, this
work focuses on developing a simulation
framework tailored to MVNO network
operations, enabling performance evaluation,
resource analysis, and operational optimization.

III. PROPOSED WORK

The proposed work presents a Post-Quantum
Cryptographic (PQC) Framework for securing 5G
and 6G telecom infrastructure against quantum-
enabled cyberattacks. The framework integrates
quantum-resistant cryptographic mechanisms into
the communication architecture to protect data
transmission, authentication, and key
establishment. The proposed system consists of
five major components: User Equipment (UE),
5G/6G Radio Access Network (RAN), Core
Network, PQC Security  Layer, and
Application/CloudServices.During,communicatio
n, the PQC Security Layer performs secure key
establishment using a quantum-resistant Key
Encapsulation Mechanism (KEM) and provides
digital authentication using a post-quantum
digital signature scheme. Sensitive
communication data is subsequently protected
using symmetric encryption. The framework also
supports a hybrid cryptographic approach, where
conventional and post-quantum mechanisms can
operate together during the transition toward
quantum-safe networks.The proposed system is
evaluated based on encryption/decryption time,
key and ciphertext size, latency, throughput,
computational overhead, and memory
consumption. The experimental results are used
to compare classical and post-quantum

approaches and determine their suitability for
resource-constrained ~ and  high-performance
5G/6G environments. The objective is to achieve
strong quantum resistance while maintaining
acceptable network performance and scalability.

IV. METHODOLOGY

The proposed methodology develops a Digital
Twin-based simulation framework for MVNO
network operations. The system creates a virtual
representation of the MVNO environment and
uses simulated network data to evaluate
operational performance under different traffic
conditions.

A. Network Requirement Analysis

The first stage identifies the major MVNO
operational parameters, including subscriber
traffic, bandwidth utilization, latency, throughput,
network load, resource availability, and Quality
of Service (QoS). These parameters define the
requirements of the Digital Twin simulation
model.

B. Digital Twin Model Development

A virtual model of the MVNO network is created
to represent important network components and
their relationships. The Digital Twin maintains
the operational state of the simulated network and
allows different network scenarios to be tested
without directly affecting the physical network.

C. Traffic and Network Simulation

Different traffic conditions are generated to
represent variations in subscriber demand. The
simulation evaluates network behavior under low,
medium, and high traffic loads. Parameters such
as packet transmission, bandwidth consumption,
latency, and throughput are continuously
measured.

D. Performance Monitoring

The Digital Twin collects simulation outputs and
monitors network performance. Key performance
indicators such as latency, throughput, packet loss,
bandwidth utilization, and resource utilization are
analyzed to identify performance degradation and
potential network bottlenecks.

E. Resource Optimization
Based on the observed network conditions,
available resources are analyzed and dynamically
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allocated according to traffic requirements. The
objective is to reduce unnecessary resource
consumption while maintaining acceptable QoS
levels.

F. Scenario-Based Evaluation

Multiple operational scenarios are simulated and
compared to evaluate the effectiveness of the
proposed framework. The results are used to
determine how Digital Twin technology can
support predictive analysis, network optimization,
and efficient MVNO resource management..

V. RESULTS AND DISCUSSION

The proposed Digital Twin-based MVNO
simulation framework was evaluated under
different network traffic conditions. The
simulation considers key performance indicators
such as latency, throughput, packet loss, and
resource utilization. The results presented below
are illustrative simulation results intended for the
proposed research framework and can be replaced
with  actual  experimental  values  after
implementation.

Table 1. Network Performance Under Different Traffic

Loads
Traffic | Latenc | Throughpu Packet Loss
Load y (ms) t (Mbps) (%)
Low 18 92 0.8
Mediu |y 85 15
m
High 41 73 3.2
Very
High 56 61 5.1

The results indicate that latency and packet loss
increase as network traffic becomes heavier,
while throughput decreases. This demonstrates
the importance of continuous monitoring through
the Digital Twin.

Figure 1: Latency Under Different Traffic Loads.

The latency analysis shows that network delay
increases with traffic load. Under low traffic,
latency remains at 18 ms, while medium and high
traffic increase latency to 27 ms and 41 ms,
respectively. Very high traffic produces 56 ms
latency, indicating congestion and the need for
proactive Digital Twin-based optimization.

Table 2. Resource Utilization

Bandwid
Traffi CPU . th Me,n,wr),’ Traffi
Utilizati vre e Utilizati
¢ Load on (%) Utilizatio on (%) ¢ Load
¢ n (%) ’

Low 32 35 30 Low
Mediu 48 57 44 Mediu
m m
High 67 71 62 High
Very Very
High 84 89 78 High

Resource utilization increases with subscriber
traffic. The Digital Twin enables the MVNO
operator to observe resource consumption and
identify conditions requiring dynamic resource
allocation.
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Figure 2 Network Throughput Comparison
The throughput analysis shows a decreasing trend
as traffic load increases. The network achieves 92
Mbps under low traffic, 85 Mbps under medium
traffic, 73 Mbps under high traffic, and 61 Mbps
under very high traffic. These results indicate that
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increased network congestion reduces

transmission efficiency and affects

performance.

data
MVNO

Table 3. Performance Before and After Digital Twin-
Based Optimization

Befor
e After Improv Before
Metric | Optim | Optim P Metric Optimiz
o . .. ement .
izatio | ization ation
n
szrag Average
48 31 35.4% Latency 48
Latenc (ms)
y (ms)
Throug Through
hput 68 84 23.5% put 68
(Mbps) (Mbps)
Packet
Loss | 42 | 21 | 50.0% Lz“:;k(‘:/t) 42
(%) °
Resour Resourc
ce o e
Utilizat 86 2 16.3% Utilizati 86
ion (%) on (%)

The optimized results show reduced latency and
packet loss, improved throughput, and more
efficient resource utilization. These results

indicate that the Digital Twin can support
informed operational decisions and improve

overall MVNO network performance.
Resource Utilization Before and After Optimization
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Figure 3: Resource Utilization Before and After
Optimization

The resource utilization results demonstrate the
effectiveness of Digital Twin-based optimization.
CPU utilization decreases from 86% to 72%,
bandwidth utilization reduces from 89% to 74%,

and memory utilization declines from 78% to
69%. These improvements indicate efficient
resource allocation, reduced network overhead,
and better operational performance in the
proposed MVNO framework.

VI. CONCLUSION

The proposed Digital Twin-Based Simulation and
Optimization of MVNO Network Operations
provides an effective approach for analyzing and
improving virtual mobile network performance.
The framework creates a virtual representation of
MVNO operations and evaluates important
parameters such as latency, throughput, packet
loss, and resource utilization under different
traffic conditions. The simulation results
demonstrate that increasing traffic load can
significantly affect network performance, while
Digital Twin-based optimization can improve
resource utilization and service quality. By
enabling continuous monitoring, scenario-based
simulation, and predictive analysis, the proposed
framework reduces dependence on costly
physical network experimentation. Overall,
Digital Twin technology can support efficient
resource management, proactive decision-making,
and reliable MVNO network operations.

FUTURE SCOPE

The proposed Digital Twin-based MVNO
framework can be further enhanced by integrating
Artificial Intelligence (Al) and Machine Learning
(ML) for predictive network management and
automated decision-making. Future work can
incorporate real-time network data from 5G and
6G environments to improve the accuracy of the
Digital Twin. Advanced models can be developed
for traffic prediction, dynamic spectrum
management, resource allocation, anomaly
detection, and QoS optimization. Integration with
edge computing, network slicing, and cloud
platforms can enable faster and more scalable
simulations. Future research can also evaluate the
framework using real-world MVNO datasets and
large-scale network scenarios to validate its
performance, reliability, and practical deployment
feasibility.
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